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Software Engineering for Embedded Systems: Design and Evaluation
Abstract 
Embedded systems are computing devices that are radically different from normal desktop computers in terms of the specific requirements of the application for which they are used. Characteristics such as reactivity, robustness, power, size and cost issues force certain design constraints which are otherwise obviated or trivial. Traditional computer design methodologies do not fully address essential design issues critical to system requirements. Certain issues peculiar to embedded systems have been identified and a few possible guidelines to resolve those issues have been proposed. Issues pertaining to testing and maintenance have been discussed for embedded systems with diverse applications. During the product life cycle optimization of development cost, production cost and performance are important. This can be achieved through careful and proper use of software engineering methodologies. 
Keywords: Embedded systems design, real time systems, reactive systems, embedded system characteristics, testing and maintenance. 
1. Introduction 
The aim of this paper is to define clearly an embedded system and elicit characteristics which make it a class of its own. Embedded systems have forayed into every possible domain of computer application. There are billions of such systems in use but only a fraction of them are built using a software engineering methodology. 
Being beginners in the field of embedded systems, we have tried to assimilate and understand some work already done. The amount of research and instruction that is available is inadequate for a field that deserves much attention. 
This paper will try to highlight areas where embedded systems differ and delve on certain ‘design constraints’ that a developer has to conform to, for the end product. A proper software engineering approach has been applied to understand the whole life cycle of the embedded system. Important guidelines have been explained upon, sometimes with examples, where design becomes critical for system operations. 
2 What are Embedded Systems? 
2.1 Definition 
In the past decade, we have seen computers penetrate into our lives, both in number and in their importance. These computers are not only the ones which we see around us as laptops and desktop computers, but they are far more pervasive. A modern car perhaps has more computers sitting inside than people. Those computers are Embedded Systems. 
Information processing for a layman is constrained to PC’s and mainframes. Even fuel injection in our car requires information processing for an optimal cycle, and it is achieved by a microprocessor, essentially an embedded system. As such there is no concrete definition for an embedded system, but are more identifiable by their characteristics and requirements. 
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2.2 General Characteristics 
§ An embedded system contains a microprocessor or a microcontroller and some software resident on it. This means that it requires permanent space for code, and volatile memory for run-time variables and temporary read-write operations. 
§ Embedded systems are generally a part of a larger system of equipment. The fuzzy logic control in washing machines is an example. The figure shows a typical embedded system organization. 
§ Embedded systems are essentially reactive. A reactive system is one that is in 
continual interaction with its environment and executes at a pace determined by the environment. Continual interaction is achieved through sensors as feedback and actors as the controlling environment. 
§ Embedded systems are usually built for a specific application. This differentiates them from a function based general-purpose computer. 
§ Many embedded systems have time constraints. These systems where timing behavior is considered in detail are called real time systems. 
§ They have high requirements for reliability, maintainability, availability and safety. 
§ Low power, low cost and small size are some characteristics driving production of embedded systems. 
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2.3 Categorization Characteristics 
Apart from these standard characteristics, which are a part of all embedded systems, there are some, which categorize them for specific uses. Some of them can be: 
§ Computing Speed. The speed of the microcontroller or microprocessor may depend on the task at hand. 
§ Memory Requirements. This can vary from some megabytes to a few kilobytes. 
§ Shelf Life. An embedded system might be in use for a few months to some decades. 
3 Design Issues 
Requirements are functional and behavioral expectations from a system. They are obtained from qualitative and quantitative elicitation of characteristics. Once they are obtained, performance levels expected from the system are known. 

3.1 Requirement 1 à Hardware + Software = Embedded System 

A solution to the problem can be achieved in two ways. One way is to use high-performance hardware components which will need fairly simple software. The other is to write clever and efficient software which obviates the need for faster hardware. The decision depends upon the budget as the former results in costlier systems. It also depends upon availability and practicability of a software solution. For example, voice operated dialing in mobile phones requires speech processing. If an efficient algorithm is not available, the only option is to go for fast hardware. The requirements of the processing logic of the system can be obtained from a microprocessor or a microcontroller. This is a very important issue as the selection will affect the overall cost and performance of the embedded system. 

3.2 Requirement 2 à Embedded System Complete System 

Usually the embedded system acts as a part of a larger system and performs some function within a larger system. The physical aspects like size, weight and strength should conform to the characteristics of the complete system. The form factor of the embedded system is dependent of the existing complete system. For example, in palmtops, the embedded systems are required to be very small, or the very purpose is defeated. In certain cases, weight of the system can influence the systems transportability and usability. Inside a jet engine, the high temperature and pressure require a strong embedded both physically and chemically. 

3.3 Requirement 3 à Embedded Systems Reactive Systems 

An important feature of reactive systems is the continual interaction with the environment. In many cases, the embedded system is a replacement for an electromechanical component. Thus, its interaction is mainly with these electromechanical counterparts, which work on analog information. An analog-to-digital converter would in turn help control the external environment. It is also important that the embedded system work in phase with the environment to achieve optimal performance. ‘Over-reaction’ is a problem that could arise when the embedded system works faster than the rest of the complete system. We may even end up designing a costlier system when the desired performance limits could be achieved by a ‘lesser’ system. This is certainly not desirable and should be prevented. 
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3.4 Requirement 4 à Response @ Real Time 
Correctness of a result also depends on the response time of the system, particularly in real time systems. The worst case response of the system should be acceptable to the external user. If it is not, then the system should have some means to maintain the threshold level of acceptability by the external user. A real-time streaming handheld audio system has its worst case when the bandwidth becomes minimal. It should still manage acceptable levels of output with a delayed input. A possible design solution could be to keep a sufficient buffer for the incoming packets. 
3.5 Requirement 5 à High on: å (Quality Attributes) 
They are important quality attributes for an embedded system. Reliability on the part of hardware can be ensured by using high-quality equipment or introducing redundancy in the system. However, the major challenge is to introduce low-cost reliability through minimal redundancy. Software reliability would mean less complexity in code so that unexpected situations do not cause a system to crash. Even if by some chance the system were to crash, it should have the capability to reset through external or internal input and come back to normal operation and remain available. A direct implication of reliability is safety.
3.6 Requirement 6 à Conservation of Energy 
Sometimes embedded systems are required to work in power-deficient areas. There should be a capability to sustain without power, with a backup only. Embedded systems in a satellite have to manage with minimum power from the backup during the shadow period. The power requirement should be minimized, both in hardware and software design. Nowadays, low power versions of common microprocessors are available. Other methods employed can be to switch off certain logic circuit when not in use. At the software level, minimal read-write operations can ensure less power consumption.
3.7 Requirement 

 à Cost-effective solutions 
The Pathfinder Mission to Mars used a 32-bit processor based embedded system in its landing gear. Production cost was not a big issue in this case. When million of replicas of the same embedded system have to be made, then even a fraction of the single unit cost saved could make a difference to the overall project. Ideally, if all the requirements given above are optimally met in the design, the final product will be the most cost-effective one. In any other case, decreasing the cost will be a trade-off with system performance. 
4 Testing Issues 
Testing a system after its design is the most important task that faces a developer. Embedded systems are prone to many design changes and have to undergo rigorous testing in order to uncover unanticipated system failure or a possible malfunction or a loophole. Testing procedures have to be logically carried out so that savings due to a design improvement are not negated by additional costs at this stage. An ideal way to conduct testing would be: 
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4.1 Unit Testing 
It is normally considered as an adjunct of the coding step. A review of design information provides guidance for establishing test cases that are likely to uncover errors in independent stubs. Different units should be identified in such a way that certification of the whole system does not get into jeopardy because of a bug in one sub-system. Unit testing of a fuel injection system could uncover an environment parameter lying unused in the memory. 
4.2 Integration Testing 
The most important parts of an embedded system, the hardware and software are tested for their interfacing with each other. All units should be tested for proper communication with each other. There should be a plan for integrating components to uncover bugs as 
quickly as possible and test as much functionality as possible. Regression testing could come useful, but it depends on the cost-effectiveness, since it would involve re-certification of certain components. 
4.3 System Testing 
The last step in testing should encompass the whole system, with a self-test at system level and not just the digital level. The primary purpose of this step is to fully exercise the computer system within the environment. However, it is virtually impossible to simulate the environment in which the embedded system is going to work. Recovery testing forces the embedded system to fail in a variety of ways and verifies that the recovery of the whole system is proper and the embedded system works under normal operation. This kind of operation is under automatic recovery. If the recovery requires human intervention, embedded systems must be repaired within a few minutes to few hours. The Mean-Time-To-Repair (MTTR) must be within acceptable limits. 
It is worth noting that certain embedded systems are used in do-or-die operations. An example would be an embedded system that has to perform certain operation during a spacecraft launch. Unlike normal software, this embedded system cannot afford to fail the first and only time. This imposes more rigorous testing requirements. 
5 Maintenance Issues 
Post-production issues matter as much in embedded systems as design issues. These issues include deployment, support & maintenance, upgradeability and the gradual phasing-out of the embedded system. Deployment of the new system depends upon previous product deployment, in case the new one is an upgrade. A system upgrade could either be a change in the underlying hardware or a change in software due to a modified environment. Special functions and interfaces need to be taken care of when the complete circuit boards have to be replaced. It could also be possible that legacy software is incompatible with the upgraded hardware, or cannot be recompiled for the target hardware. It also entails timing problems due to a new processor. Such issues which are critical to system operation have to be considered during the maintenance cycle of the embedded system. Certain applications may require embedded systems to work without shutting it down even for upgrading or maintenance. It should be taken care during the design that a method exists for run-time maintenance. Some applications may remove the possibility of human 
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intervention for maintenance. An example could be an embedded system on a satellite. Proper hardware and software should be chosen for these applications. 
6 Conclusion 
Embedded systems are essentially application-based systems rather than function-based systems and have certain unique characteristics. These characteristics have to be visible in a system which calls itself ‘embedded’. 
However, design issues dominate these requirements and play a major role in the end product that is developed. A cost-effective solution is what the aim for a system is. 
The whole process of embedded systems production is nothing but a specialized software engineering approach where the only requirement that rules is: a smaller, faster, tougher, reliable and safe embedded system. 
                     This document has been provided to you by KOOLKAMPUS.com


