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A Multi-Dimensional Approach to Internet Security

Abstract 
Today, the World Wide Web is used for information, commerce, news, weather, music, telephony, audio and video conferencing, database access, file sharing, with new features cropping up almost daily. Each has its own security concerns and weaknesses. The frequency and sophistication of Internet attacks have increased. These changes in the Internet community and its security needs prompted the first bona fide defense measures. The network must be protected from outside attacks that could cause loss of information, breakdowns in network integrity, or breaches in security. As the Internet has matured, however, so have the threats to its safe use, and so must the security paradigms used to enable business use of the Internet. This paper summarizes a multi-dimensional approach (which is mandatory these days to discourage ever-more sophisticated threats to the network) to security in the present scenario as against a single-dimensional approach, which is no longer adequate, and very much a popular target to attack. 
Introduction 
Single dimensional approach to security is unable to handle the commercialization of Internet and the changing dynamics of the attacks. Two widespread viruses—Melissa and the Love Bug—caused major disruptions of e-mail systems around the world. Business transactions when conducted over an insecure channel pose great risk and attract real criminal activity. A series of distributed denial-of-service attacks interrupted service at many high-profile sites, including Yahoo, CNN, and eBay. As against single dimensional approach, multi dimensional approach uses better security techniques thus preventing attacks that have disrupted businesses. This approach provides a defense mechanism, which gives a controlled and audited access. 
Problems faced by security on Internet 
Fundamentally, the security problems on the Internet today come down to just two main problems: 
i. Software for network services that is badly implemented 
ii. A common desktop operating system with no protection against dangerous programs 
To break into a server on the network, one usually attacks individual network services that it provides (Web servers, mailers, file-transfer programs etc). The buffer-overrun bug in network software with which an attacker sends more input to server than it is prepared to handle. If not checked it can disrupt the memory, causing it to execute the attackers instructions. 
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The second problem is desktop operating systems without protected resources. Like, Windows 95 and Windows 98, which are so susceptible to viruses that a program executed by a normal user on the system, can change anything about the system, often without being visible to the user. It is common to use “active content” or “active documents” that execute their own programs when opened. These are the same capabilities that enable an attacker to e-mail a dangerous program to a user. 
Single-layer, Single dimensional security 
Before looking into multidimensional security techniques, lets have a look at what type security techniques are available with us at present. 

A single-layer, single-dimensional security system contains only one type of defense. The most common way of implementing this is: a router connects the site to the Internet, and a firewall protects the private network from being exposed to inherently insecure Internet protocols and corresponding services. 

For example, most homes use single-layer security: a perimeter made up of locked doors and windows. In many cases, once this single level of security is breached, everything inside the house is vulnerable. 

A firewall is a necessary part of the overall security, but alone it is insufficient to provide adequate network security. 
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Multi-layer, single dimensional security 
Multi-layer, single dimensional security deploys additional internal firewalls for protection of one system from the rest of the organization as well as the Internet. However, the defense mechanism can be of any form as per the security requirements of the organization. An example of this type of security is a home with a wall around it, a locked gate, and locked doors and windows. The network equivalent is a setup that employs two or more firewalls — perhaps a simple filtering firewall and a more sophisticated application gateway firewall. An organization may deploy additional internal firewalls — to protect the accounting department, for example, from the rest of the organization as well as the Internet (see Figure 2). 
Nevertheless, these defense mechanisms are still of one type. And this setup does not provide protection from the people already on the inside of the network. To date, however, these systems have made 

relatively little progress in deployment, either because they are expensive or they are hard to use (sometimes, they are both). 

Keeping in view the till date attacks and the flaws in the present security techniques multidimensional security approach will definitely cater to the security needs. 
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Multi-dimensional security uses different methods and mechanisms to create as comprehensive a security system as possible. With so many vulnerabilities, the defense requires a flexible strategy that allows adaptation to the changing environment, well-defined policies and procedures, the use of robust tools, and constant vigilance. 
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Realization involves three distinct areas: 
i. Steps in security management, 
ii. Types of security, 
iii. Platforms for deployment. 
Steps in Security Management 
It is the most important part of the multidimensional security approach. This can be achieved by implementing the following steps :Planning, policy and procedures; production and products; and research and analysis. 
Planning, Policy and Procedures 
Security management starts with planning: a business-needs analysis and a risk analysis often triggered by a security survey. A company’s business needs for connecting to the Internet may include the ability to send e-mail to clients, news services, electronic commerce, collaboration and corporate image projection. A risk analysis is an organization’s review of potential threats to its network. A risk analysis attempts to 
answer such questions as “What am I trying to protect” and “What are the threats, vulnerabilities and risks?” A risk analysis ensures that a security policy matches reality. Because a security policy is a long-term document, the contents avoid technology-specific issues. Business-needs analysis and risk analysis are provides a framework for making specific decisions. 
Production and Products 
The methods and mechanisms employed usually point to commercial off-the-shelf products, but may require homegrown software. They probably will include Internet firewalls, audit tools, encryption products (for Virtual Private Networks and application-level privacy, such as for e-mail), and anti-virus software. There are many security products to choose from and myriad product evaluations available. 
Research and Analysis 
Ongoing research and analysis are needed to keep up to date with potential attackers, as well as to keep abreast of the needs of employees to do their jobs while making use of the Internet’s ever-expanding resources. Researchers postulate new threats and invent counter-measures for them, while reacting to actual new attacks in the cyberspace battlefield. Security audit logs and break-ins, both attempted and successful, must be analyzed. This analysis may reveal needed changes in the security policy and procedures, or in the devices deployed to protect a network. 
1111101010110000001101000101110011110000001100001001110011110110100111100011101001010010110111101011111010010000011100000101110000110110001111101101101010110010100111100111011001110000000110001011110011010100100111001001100001010010011111100001011010111110111110101011000000110100010111001111000000110000100111001111011010011110001110100101001011011110101111101001000001110000010111000011011000111110
1101101010110010100111100111011001110000000110001011110011010100100111001001100001010010011111100001011010111110111110101011000000110100010111001111000000110000100111001111011010011110001110100101001011011110101111101001000001110000010111000011011000111110110110101011001010011110011101100111000000011000101111001101010010011100100110000101001001111110000101101011111011111010101100000011010001011100
1111000000110000100111001111011010011110001110100101001011011110101111101001000001110000010111000011011000111110110110101011001010011110011101100111000000011000101111001101010010011100100110000101001001111110000101101011111011111010101100000011010001011100111100000011000010011100111101101001111000111010010100101101111010111110100100000111000001011100001101100011111011011010101100101001111001110110
0111000000011000101111001101010010011100100110000101001001111110000101101011111011111010101100000011010001011100111100000011000010011100111101101001111000111010010100101101111010111110100100000111000001011100001101100011111011011010101100101001111001110110011100000001100010111100110101001001110010011000010100100111111000010110101111101111101010110000001101000101110011110000001100001001110011110110
1001111000111010010100101101111010111110100100000111000001011100001101100011111011011010101100101001111001110110011100000001100010111100110101001001110010011000010100100111111000010110101111101111101010110000001101000101110011110000001100001001110011110110100111100011101001010010110111101011111010010000011100000101110000110110001111101101101010110010100111100111011001110000000110001011110011010100
1001110010011000010100100111111000010110101111101111101010110000001101000101110011110000001100001001110011110110100111100011101001010010110111101011111010010000011100000101110000110110001111101101101010110010100111100111011001110000000110001011110011010100100111001001100001010010011111100001011010111110111110101011000000110100010111001111000000110000100111001111011010011110001110100101001011011110
1011111010010000011100000101110000110110001111101101101010110010100111100111011001110000000110001011110011010100100111001001100001010010011111100001011010111110111110101011000000110100010111001111000000110000100111001111011010011110001110100101001011011110101111101001000001110000010111000011011000111110110110101011001010011110011101100111000000011000101111001101010010011100100110000101001001111110
0001011010111110111110101011000000110100010111001111000000110000100111001111011010011110001110100101001011011110101111101001000001110000010111000011011000111110110110101011001010011110011101100111000000011000101111001101010010011100100110000101001001111110000101101011111011111010101100000011010001011100111100000011000010011100111101101001111000111010010100101101111010111110100100000111000001011100
0011011000111110110110101011001010011110011101100111000000011000101111001101010010011100100110000101001001111110000101101011111011111010101100000011010001011100111100000011000010011100111101101001111000111010010100101101111010111110100100000111000001011100001101100011111011011010101100101001111001110110011100000001100010111100110101001001110010011000010100100111111000010110101111101111101010110000
0011010001011100111100000011000010011100111101101001111000111010010100101101111010111110100100000111000001011100001101100011111011011010101100101001111001110110011100000001100010111100110101001001110010011000010100100111111000010110101111101111101010110000001101000101110011110000001100001001110011110110100111100011101001010010110111101011111010010000011100000101110000110110001111101101101010110010
1001111001110110011100000001100010111100110101001001110010011000010100100111111000010110101111101111101010110000001101000101110011110000001100001001110011110110100111100011101001010010110111101011111010010000011100000101110000110110001111101101101010110010100111100111011001110000000110001011110011010100100111001001100001010010011111100001011010111110111110101011000000110100010111001111000000110000
1001110011110110100111100011101001010010110111101011111010010000011100000101110000110110001111101101101010110010100111100111011001110000000110001011110011010100100111001001100001010010011111100001011010111110111110101011000000110100010111001111000000110000100111001111011010011110001110100101001011011110101111101001000001110000010111000011011000111110110110101011001010011110011101100111000000011000
1011110011010100100111001001100001010010011111100001011010111110111110101011000000110100010111001111001101101111000001111000001111001011110001110010010100001101011000011010010110101101001001001100101100101011000001110100110110111101100000010010010101001101000001111010101101000011101001111000111100101111011000010000100110101101110001011110110100010001000001110110111100000111100000111100101111000111
0010010100001101011000011010010110101101001001001100101100101011000001110100110110111101100000010010010101001101000001111010101101000011101001111000111100101111011000010000100110101101110001011110110100010001000001110110111100000111100000111100101111000111001001010000110101100001101001011010110100100100110010110010101100000111010011011011110110000001001001010100110100000111101010110100001110100111
1000111100101111011000010000100110101101110001011110110100010001000001110110111100000111100000111100101111000111001001010000110101100001101001011010110100100100110010110010101100000111010011011011110110000001001001010100110100000111101010110100001110100111100011110010111101100001000010011010110111000101111011010001000100000111011011110000011110000011110010111100011100100101000011010110000110100101
1010110100100100110010110010101100000111010011011011110110000001001001010100110100000111101010110100001110100111100011110010111101100001000010011010110111000101111011010001000100000111011011110000011110000011110010111100011100100101000011010110000110100101101011010010010011001011001010110000011101001101101111011000000100100101010011010000011110101011010000111010011110001111001011110110000100001001
1010110111000101111011010001000100000111011011110000011110000011110010111100011100100101000011010110000110100101101011010010010011001011001010110000011101001101101111011000000100100101010011010000011110101011010000111010011110001111001011110110000100001001101011011100010111101101000100010000011101101111000001111000001111001011110001110010010100001101011000011010010110101101001001001100101100101011
0000011101001101101111011000000100100101010011010000011110101011010000111010011110001111001011110110000100001001101011011100010111101101000100010000011101101111000001111000001111001011110001110010010100001101011000011010010110101101001001001100101100101011000001110100110110111101100000010010010101001101000001111010101101000011101001111000111100101111011000010000100110101101110001011110110100010001
0000011101101111000001111000001111001011110001110010010100001101011000011010010110101101001001001100101100101011000001110100110110111101100000010010010101001101000001111010101101000011101001111000111100101111011000010000100110101101110001011110110100010001000001110110111100000111100000111100101111000111001001010000110101100001101001011010110100100100110010110010101100000111010011011011110110000001
0010010101001101000001111010101101000011101001111000111100101111011000010000100110101101110001011110110100010001000001110110111100000111100000111100101111000111001001010000110101100001101001011010110100100100110010110010101100000111010011011011110110000001001001010100110100000111101010110100001110100111100011110010111101100001000010011010110111000101111011010001000100000111011011110000011110000011
1100101111000111001001010000110101100001101001011010110100100100110010110010101100000111010011011011110110000001001001010100110100000111101010110100001110100111100011110010111101100001000010011010110111000101111011010001000100000111011011110000011110000011110010111100011100100101000011010110000110100101101011010010010011001011001010110000011101001101101111011000000100100101010011010000011110101011
0100001110100111100011110010111101100001000010011010110111000101111011010001000100000111011011110000011110000011110010111100011100100101000011010110000110100101101011010010010011001011001010110000011101001101101111011000000100100101010011010000011110101011010000111010011110001111001011110110000100001001101011011100010111101101000100010000011101101111000001111000001111001011110001110010010100001101
0110000110100101101011010010010011001011001010110000011101001101101111011000000100100101010011010000011110101011010000111010011110001111001011110110000100001001101011011100010111101101000100010000011101101111000001111000001111001011110001110010010100001101011000011010010110101101001001001100101100101011000001110100110110111101100000010010010101001101000001111010101101000011101001111000111100101111
0110000100001001101011011100010111101101000100010000011101101111000001111000001111001011110001110010010100001101011000011010010110101101001001001100101100101011000001110100110110111101100000010010010101001101000001111010101101000011101001111000111100101111011000010000100110101101110001011110110100010001000001110110111100000111100000111100101111000111001001010000110101100001101001011010110100100100
1100101100101011000001110100110110111101100000010010010101001101000001111010101101000011101001111000111100101111011000010000100110101101110001011110110100010001000001110110111100000111100000111100101111000111001001010000110101100001101001011010110100100100110010110010101100000111010011011011110110000001001001010100110100000111101010110100001110100111100011110010111101100001000010011010110111000101
1110110100010001000001110110111100000111100000111100101111000111001001010000110101100001101001011010110100100100110010110010101100000111010011011011110110000001001001010100110100000111101010110100001110100111100011110010111101100001000010011010110111000101111011010001000100000111011011110000011110000011110010111100011100100101000011010110000110100101101011010010010011001011001010110000011101001101
1011110110000001001001010100110100000111101010110100001110100111100011110010111101100001000010011010110111000101111011010001000100000111011011110000011110000011110010111100011100100101000011010110000110100101101011010010010011001011001010110000011101001101101111011000000100100101010011010000011110101011010000111010011110001111001011110110000100001001101011011100010111101101000100010000011101101111
0000011110000011110010111100011100100101000011010110000110100101101011010010010011001011001010110000011101001101101111011000000100100101010011010000011110101011010000111010011110001111001011110110000100001001101011011100010111101101000100010000011101101111000001111000001111001011110001110010010100001101011000011010010110101101001001001100101100101011000001110100110110111101100000010010010101001101
0000011110101011010000111010011110001111001011110110000100001001101011011100010111101101000100010000011101101111000001111000001111001011110001110010010100001101011000011010010110101101001001001100101100101011000001110100110110111101100000010010010101001101000001111010101101000011101001111000111100101111011000010000100110101101110001011110110100010001000001110110111100000111100000111100101111000111
0010010100001101011000011010010110101101001001001100101100101011000001110100110110111101100000010010010101001101000001111010101101000011101001111000111100101111011000010000100110101101110001011110110100010001000001110110111100000111100000111100101111000111001001010000110101100001101001011010110100100100110010110010101100000111010011011011110110000001001001010100110100000111101010110100001110100111
1000111100101111011000010000100110101101110001011110110100010001000001110110111100000111100000111100101111000111001001010000110101100001101001011010110100100100110010110010101100000111010011011011110110000001001001010100110100000111101010110100001110100111100011110010111101100001000010011010110111000101111011010001000100000111011011110000011110000011110010111100011100100101000011010110000110100101
1010110100100100110010110010101100000111010011011011110110000001001001010100110100000111101010110100001110100111100011110010111101100001000010011010110111000101111011010001000100000111011011110000011110000011110010111100011100100101000011010110000110100101101011010010010011001011001010110000011101001101101111011000000100100101010011010000011110101011010000111010011110001111001011110110000100001001
Types of security 
There are different types of security mechanisms. Security products generally fall into three categories: prevention, detection, and response. 
Prevention 
Prevention mechanisms are meant to prevent break-ins, tampering or unwanted access. The Internet firewall is a classic prevention tool that controls access by individual, Internet service, source and 
destination.
Virtual Private Networks (VPNs) are used to prevent eavesdropping on communications. User authentication— can combine with access control mechanisms as part of an effective security scheme. Tools such as these, using cryptographic-based authentication tokens and access control lists, provide protection against unauthorized access to services and data. Content screening software and the old standby anti-virus software are still other prevention mechanisms. For example, a firewall with content screening can limit the downloading of Java or ActiveX code to only approved users and sites, or it can block viruses before they enter the network. 
Detection 
Detection devices add an important dimension to Internet security and constitute a second line of defense. Firewalls often detect and log all successful as well as unsuccessful attempts to use the firewall’s services — triggered by events such as an attempt to connect to unsupported services on the Internet gateway. 
Network and system scanners are two other types of detection tools. Network scanners survey network interfaces such as firewalls. System scanners do the same for server systems, looking for accounts without passwords, system files that can be written by anyone. Misuse and anomaly detectors constantly check a network or system . 
Response 
The third type of security system provides a response, like sounding an alarm, sending an e-mail message, or transmitting a message to a pager, misuse and anomaly detector systems can take defensive actions such as shutting down a log-in account, shunning connections from an attacker’s Internet address, and replacing damaged files. Such systems are sometimes called “adaptive defense mechanisms.” 
Platforms for deployment 
A perimeter-only defense is no longer considered adequate, and security devices should be deployed liberally and decisively throughout an organization.
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Perimeter 
A perimeter defense is always the best first line of protection: Internet firewalls, access control mechanisms, strong user authentication devices, VPNs, and anti-virus and other content screening software can all be deployed as a part of the network security perimeter. Even if anti-virus software, for example, is put on every desktop in an organization, it may not be possible to ensure that every desktop is up-to-date. Security administrators can more easily monitor a small number of gateway machines than hundreds or thousands of desktop machines. 
Server 
Desktop computers on a network often connect at server systems: file servers, e-mail servers, database servers, and internal Web servers. Information is shared from servers, and server systems require protection, detection and response security systems. While a perimeter defense may be effective in keeping out an intruder; server systems inside a network may be vulnerable to insider attacks. 
Desktop 
Desktop and user-level security, though not adequate by itself, can be effective in a multi-dimensional strategy, especially when you consider how many desktop computers are actually mobile computers. Software to encrypt sensitive information provides protection from unauthorized access on shared computers and file servers. Anti-virus software, system security checkers and “personal firewalls” should be considered as part of a complete security solution. PC-to-gateway encryption software to provide a mobile user with a VPN to the corporate network is also part of desktop arsenal. 
Conclusion 
All of this technology exists today. Prices range depending on the deployment platform: Desktop and individual security is, of course, less expensive than server security, which in turn is less expensive than perimeter security. Typically, organizations start with desktop security such as anti-virus software. As they expand to Internet connectivity, perimeter defense mechanisms such as firewalls are deployed. As more sophisticated network access is needed, user authentication devices and VPNs are put in place. Intrusion and misuse detection devices are often next. Then, firewalls and intrusion detectors are spread across the internal network as access criteria become more granular. The mushrooming growth of the Internet is resulting in an expansion of possibilities for corporations that are serious about global business. But these companies must be equally serious about a well-thought-out, multi-dimensional approach to network security.¨
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