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Mobile IP for Wireless Devices
Abstract 
The convergence of three technology paradigms, viz. light-weight portable computers, the spread of wireless networks and services, and the ubiquitous Internet, aimed at allowing users the freedom to connect to the Internet at any time and in any place, to read email, query databases, retrieve information from the web or to entertain themselves, makes mobile computing a very promising prospect as well as a very formidable challenge. This paper details the mechanism of operation of Mobile IP network protocol, designed and developed to enable efficient and effective communication between a mobile host and a remote server. The paper then also looks at the efficiency versus effectiveness trade-off, the issues of network security against malicious masqueraders and other areas of current research interest. 
1. Introduction 
In response to the increasing popularity of palm-top and other mobile computers, Mobile IP was developed to enable computers to maintain Internet connectivity while moving from one Internet attachment point to another. Although Mobile IP can work with wired connections, in which a computer is unplugged from one physical attachment point into another , it is particularly suited to wireless connections. The dynamic nature of a mobile host’s connectivity and its use of multiple network interfaces require more flexible network support than that can be afforded by the conventional TCP/IP protocol suite. To this end, the Mobile IP protocol architecture is designed to compensate for the inadequacies of the existing TCP/IP used extensively for stationary workstations. The root of the problem in this case lies in the addressing scheme of the TCP/IP protocol architecture. The Internet routers make use of the IP address in an IP datagram to perform routing. In particular, the network portion of an IP address is used by routers to move a datagram from the source computer to the network to which the target computer is attached. Then the final router on the path , which is attached to the same network as the target computer , uses the host portion of the IP address to deliver the IP datagram to the destination. Now, if the machine were to keep changing its network, the datagram packets will continue to be routed to its home network. It is not practicable to give the computer a new IP address , since a large number of people, programs routers etc. will have to be informed.
2. Operation of Mobile IP 
In following sections, it is demonstrated how Mobile IP deals with the problem explained in the previous section. 
A mobile node is assigned to a particular network known as its home network. Its IP address on that network, known as its home address, is static. When the mobile node moves its attachment point to another network, that is considered a foreign network for this host. When the mobile node is reattached, it makes its presence known by registering with a network node, typically a router, on the foreign network 
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known as a foreign agent. The mobile node then communicates with a similar agent on the user’s home network, known as home agent, giving the home agent the care-of address of the mobile node ; the care-of address identifies the foreign agent’s location. Generally, one or more routers implement the roles of both home and foreign agents. 
The exchange of IP datagrams between such a mobile node ,let us say A, and a sever S, takes place as the following sequence of events : 
· Server S transmits an IP datagram destined for mobile node A, with A’s home address in the IP header.The IP datagram is routed to A’s home netowrk. 
· At the home network, the incoming IP datagram is intercepted by the home agent. 
The home agent encapsulates the entire datagram inside a new IP datagram, which has the A’s care-of address in the header, and retransmits the datagram. The use of an outer IP datagram with a different destination IP address is known as tunneling. 
· The foreign agent strips off the outer IP header, encapsulates the original IP datagram in a network-level Protocol Data Unit (PDU) (for example, a LAN Logical Link Control [LLC] frame), and delivers the original datagram to A across the foreign network. 
· When A sends IP traffic to S, it uses S’s IP address. In this example, this is a fixed address; that is, S is not a mobile node. Each IP datagram is sent by A to a router on the foreign network for routing to S. 
· The IP datagram from A to S travels directly across the Internet to S using X’s IP address. 
To support these operations, Mobile IP includes three basic capabilities – Discovery, Registration and Tunneling. 
2.1 Discovery 
The discovery process in Mobile IP is very similar to the router advertisement process defined in ICMP. Accordingly, agent discovery makes use of ICMP router advertisement messages, with one or more extensions specific to Mobile IP. 
Since handoff from one network to another occurs at the physical layer, a transition 
from the home network to a foreign network can occur at any time without notification to the network layer (that is the IP layer). Thus, discovery for a mobile node is a continuous process. The Mobile node is continuously on the lookout for the router advertisement ICMP message which the router that can act as an agent issues periodically. The mobile node compares the network portion of the router IP address with the network portion of its own home address to determine if it is on a foreign network. 
If the mobile node enters a network which has no foreign agents or on which all foreign agents are busy, then it may act as its own foreign agent by using a colocated care-of address. A colocated care-of address is an IP address obtained by the mobile node that is associated with the current interface to a network of that mobile node. One means is to dynamically acquire a temporary IP address through an Internet service such as Dynamic Host Configuration Protocol (DHCP). 
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2.2 Registration 
When a mobile node recognizes that it is on a foreign network and has acquired a care-of address, it needs to alert a home agent on its home network and request that the home agent forward its IP traffic. The registration process involves four steps : 
· The mobile node requests the forwarding service by sending a registration request to the foreign agent that the mobile node wants to use. 
· The foreign agent relays this request to the home agent of that mobile node. 
· The home agent either accepts or denies the request and sends a registration reply      to the foreign agent. 
· The foreign agent relays this reply to the mobile node. 
2.3 Tunneling 
When a mobile node is registered with a home agent , the home agent must be able to intercept IP datagrams sent to the mobile node home address so that these datagrams can be forwarded via tunneling. The home agent needs to inform other nodes on the same network ( the home network ) that IP datagrams with a destination address of the mobile node in question should be delivered to this agent. In other words, the home agent steals the identity of the mobile node in order to capture packets destined for that node that are transmitted across the home network. 
To forward an IP datagram to a care-of address, the home agent puts the entire IP datagram into an outer IP datagram.Three optiond for this kind of encapsulation are allowed for Mobile IP : 
· IP-within-IP encapsulation : This is the simplest approach defined in RFC 2003. In this approach, the entire IP datagram becomes the payload in a new datagram.. The inner, original IP header is unchanged except to decrement Time To Live (TTL) by one. 
· Minimal encapsulation : This approach involves fewer fields, defined in RFC 2004. 
It results in less overhead and can be used if the mobile node, home agent and foreign agent all agree to do so.In this, the new header is inserted between the original IP header and the original IP payload. 
· Generic Routing Encapsulation : This is a generic encapsulation procedure , defined in RFC 1701, that was developed prior to the development of Mobile IP. 
3. Security in Mobile Networks 
The registration of the mobile node with the home agent runs the risk of being misused by malicious agents. This registration procedure in Mobile IP is designed to resist two types of attacks : 
· A node may pretend to be a foreign agent and send a registration request to a home agent so as to divert traffic intended for a mobile node to itself. 
· A malicious agent may replay old registration messages, effectively cutting the mobile node from the network. 
The technique that is used to protect against such attacks involves the use of message authentication and the proper use of the identification field of the registration request and reply messages. The default authentication algorithm uses keyed MD5 to produce a 
128 bit message digest.The MD5 digest is computed over the shared secret key, followed by the protected fields from the registration message, followed by the shared secret key again. Three types of authentication extensions are defined : 
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· Mobile-home : The extension must be present and provides for authentication of the registration messages between the mobile node and the home agent 
· Mobile-foreign : The extension may be present when a security association exists between the mobile node and the foreign agent. The agent will strip this extension off before relaying a request message to the home agent and will add this extension to a reply message coming from a home agent. 
· Foreign-home : The extension may be present when a security association exists between the foreign agent and the home agent. 
4. Conclusion 
The Mobile IP protocol goes a long way in compensating for the inadequacies of the TCP/IP protocol. But a number of issues pertaining to the implementation of the protocol remain unresolved – the traversal of firewalls and high-security networks , the high turnaround time for IP datagrams due to tunneling, and the reliability of uninterrupted connectivity across a wireless network. These problems are of current research interest and it is only with the solution to such problems that Mobile wireless networks can move towards a successful implementation. 
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