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NETWORK SECURITY AND
FIREWALLS
ABSTRACT: 
No one could have ever imagined that the immense potential and benefits of creating and using small as well as large networks would also come packed with a hidden factor which would make the network highly vulnerable to the outside world and its miscreants. 
Networks and the Internet are rapidly expanding sectors of the computing market. Many companies, organizations, and indeed individuals have installed such systems without realizing the risks they are running. This paper examines those risks and their solutions. 
Since the advent of the Internet many people have sought for the problem of creating an impregnable, user friendly, firewall. The constant threat of the "hacker" and "cracker" has never been so acknowledged as has been in the last three years. Coupled with the business need for being able to conduct Electronic Commerce on the Internet safely has led the industry toward the construction of the perfect firewall. 
Many software and hardware devices have been constructed to prevent the breaching of the precious critical data of the knowledge worker. Companies have invested hundreds of thousands of dollars in time, material and personnel to create firewall systems that would protect them from violation. Unfortunately, these Firewalls, although excellent, have failed to provide the ideal solution of being fitted to the ordinary local area network operating systems that exist today and will be provided in the future. 
Our Quest for a solution that would provide the maximum flexibility needed to address security, electronic commerce and be "cost effective" began in the late 80’s. The mission was simple; "construct a system functionally so simple that future technological innovations would be able to be run on the firewall with minimum changes" and address the marketplace of today and tomorrow.. small through large business, and the forthcoming consumer home networks. For this I will address an overview of the firewall to set the "flair" for future references.
Common Misperceptions on Network Host Attacks 
It’s sad that system administrators and users often think that their network hosts are either uninteresting or invulnerable to hackers. 
Some of the common beliefs include: 
· “Nobody would ever attack our servers or desktops.” 
· “Only good people work here.” 
· “We have an Internet firewall. That’s all we need.” 
· “We’re secure. We use system passwords.” 
· “Network security is too expensive and hard to maintain.” 
Sure, we’ve all heard and used these excuses. We all have more pressing problems to worry about than getting hacked. 
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But the fact is that all the above excuses, and many more just like them, are complete fantasy. Servers and desktops are attacked on a fairly common basis. Just because it is not detected does not mean it is not happening . . . 
Reality: Hacking Tools are Pervasive and Cheap to Acquire 
It’s easy to find Windows NT (WinNT) and Windows 2000 (Win2K) hacking tools. Pick any Internet search engine (Altavista, Lycos, Yahoo, etc.) you are comfortable with and type in the following words as a search item: 
“HACK Microsoft” or “HACK NT” 
Watch how many sites come up. Scary, isn’t it? In some queries, you can find over 80,000 web sites with hacking tools on them. To make matters worse, there are CD-ROMs full of hacking tools such as Forbidden subjects, WinHackGoldCD, Hacker Chronicles and others of a more underground nature. These are available from a variety of both legitimate and less reputable sources. 
Some Statistics on Network Security 
Every year, the Computer Security Institute (www.gocsi.com) and the U.S. Federal Bureau of Investigation (www.fbi.gov) publish statistics about computer crime. The 2000CSI/FBI Computer Crime and Security Survey was eye-opening, and reported the following statistics: 
· 30% reported computer systems penetrated by outsiders 
· 55% reported unauthorized access by insiders 
· 26% reported theft of proprietary information 
· 32% reported denial of service attacks 
· 19% reported sabotage of data or networks 
· 90% of financial loss is from internal attacks 
As the statistics show, the truth is that network attacks are REAL, PERVASIVE, and EXPENSIVE. They are NOT going away. And, they are getting more insidious and dangerous to organizations. 
TYPES OF ATTACKS: 
All sorts of network attacks can be clubbed together into three major categories: 
1.Denial of Service Attacks. This category of network attacks disables server operations by overwhelming the host with “trash” packets or by sending so much traffic that the host cannot service “real” requests. 
2.Application Attacks. Many popular server applications experience attacks designed to take advantage of a specific flaw in their protocol or access methods. 
3.Trojans Horse Attacks. Another type of application attack of growing concern is based on “hidden code,” commonly called a Trojan Horse, which allows remote access to the infected host. Back Orifice 2000 and NetBus are two examples of grave concern to NT/2000 system administrators these days. 
4.Password Attacks. These attacks comprise network sniffing and brute force attacks. Network sniffing concentrates on two areas: 
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· Acquiring clear-text passwords (the situation when Windows systems exchange passwords with any non-Windows operating system, such as UNIX or Novell) via network capture or file infiltration. 
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· Grabbing the encrypted value of an NT system password from a network packet or the password file and trying to decrypt the packet or file to expose the passwords that would allow a valid login to the host. 
Brute Force attacks involve a piece of software working its way through dictionaries and potential word-matching libraries to discover (“guess”) a specific word which, when matched with a specific user ID, will allow login to the system. 
Password attacks cannot be stopped by a packet-filtering firewall, 
but can be greatly reduced. Network access controls manage the network protocols and addresses allowed to pass through the firewall, providing a more definitive sense of control over where a password attack can originate. Time-based security policies further define network access to the target system by allowing only specific transactions to take place at particular times of the day. And, con-nection logging allows for accurate and timely recording of all traffic activity. These are the types of firewall facilities you need to protect against Password attacks. 
5.URL Based Attacks. These attacks are initiated by exploiting the vulnerabilities in many web servers and web-based applications that allow malicious code to be included as part of a URL. These attacks can result in denial-of-service, unauthorized file access or remote machine compromise. 
PROTECTING THE NETWORK “THE FIREWALL WAY”: 
A firewall is a piece of software or hardware, which stands between two entities and controls access between them. These entities can be your private network on one side and a public network like the Internet, on the other side. They can control what kind of traffic can flow across and protect your network from hackers. Simply put, a firewall is a device, software or hardware based, which can control the flow of network traffic between two networks. A good firewall is important for an organization to prevent hackers from getting into the network, and to control what its employees can access from outside. 
Basically, a firewall is a barrier to keep destructive forces away from your property. In fact, that's why its called a firewall. Its job is similar to a physical firewall that keeps a fire from spreading from one area to the next 
There are two kinds of firewalls: application filtering and packet filtering. 
The firewall device, which will be discussed here, is a security system for connecting a first computer network to a second computer network. The security device has a pair of computer motherboards, each of which has single or multiple network interface adapter for receiving and transferring communications from a computer network to a transfer adapter & then through the transfer adapter and network 
interface adapter provided on the other computer motherboard. 
Each motherboard is capable of handling single or multiple similar or different microprocessors and in turn, dual distinct network operating systems which provide protocol translation from a first protocol to a second protocol and removes source and destination address information from communications transferred to the other computer motherboard. Application program interface shim software and/or dynamic link library software provides control of communications between the two motherboards and the transport mechanisms in the case of multiple microprocessors for passing code necessary to request and receive services from the other computer 
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network. The firewall is a designed specifically as a security system for preventing unauthorized communications between one computer network and another computer network and more specifically for preventing unauthorized access to a private computer network from a public computer network such as the Internet. 
One of the claims define an architecture or devices that include the step of controlling, at another network motherboard, access to a 
second computer network connected to the first network motherboard. The device(s) (in this case, it may be another and different microprocessor) is/are independent of both the specific device being controlled and the host network operating system (OS). The idea is based on a infra-platform intelligent I/O, and is to interpreted as the ability to have multiple Input / Output bus structure intelligence. 
The below descriptions show the security system of the present invention and its connection to private and public Internet computer networks. Also listed below is a brief description of the designated design of the firewall. 
The following is a standard description of a security system designed for preventing unauthorized communications between a first computer network and a second network, comprising: 
A first network motherboard and a second network motherboard, the first and second network motherboards each have a network interface adapter for communication with the first and second computer networks, respectively. Each of the network motherboards 
further having a transfer adapter for communications with the transfer adapter of the other network motherboard, both transfer adapters being matched (in the case of multi port switching router and dual operating systems both having matched algorithms) for the interconnecting protocol used. 
Each of the network motherboards having network operating software to prevent transmission of routing services information between the network interface adapter and the transfer adapter on each of the network motherboards. Each of the network motherboards also having protocol conversion software to prevent upper level layer protocol information and originating source and destination address information from being passed between the network interface adapter and the transfer adapter of each of the motherboards. 
One or both network motherboards having application programming interface (API) shim software that can include Dynamic Link Library (DLL) software for providing application level communication services to the computers connected to at least one network motherboard. 
PURPOSE OF FIREWALL: 
One of the primary aims of the firewall.. is to achieve "wire speed" and be able to move billions of bits of data every second through the firewall. We will see that the firewall is designed like a router because a good firewall demands a new generation of super speed devices that can handle easily 1.5 million packets on each port every second. 
Now a normal router finds the best path between two networks in which to send packets of data toward their destination. It opens each packet of data to find its destination and uses a set of routing tables to determine the next "hop" in the transmission path. 
However, the design of the firewall is more of a "switch". The intermediate network between the two computer motherboards creates a dedicated dynamic "pipe" 
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between the two points on which to transmit data from the IP through the NON-IP intermediate network to other IP side. This dedicated link removes contention for bandwidth among multiple transmissions and effectively removes multiple hops between the end points. This switching forwards data 
faster than a normal router, because the switch needs no extra time or processing power (especially if you have a second separate microprocessor and I/O buss devoted to offload the CPU's work load) to examine each data packet in the transmission. The firewall finds, creates and dedicates dynamically pipes for each client application, thus offering great "wire speeds" within the firewall. However, one must remember that the rest of the network attached to the firewall must be capable of using this speed effectively. 
Typically, a one gigabit per second intermediate network can yield over 18 millions packets per second. 
APPLICATION PROGRAMMING INTERFACE SHIM (API)… 
It would be proper to define shim here because uses of API shim have been mentioned in this paper. A shim is typically a thin piece of software that inserts itself between various network layers and operating systems, both physical and in the OSI model. Once inserted, shims are invisible to the network traffic but can perform 
functions on data as it passes through layers. These shims when implemented allow us to inspect and manipulate data streams before they reach the network or client operating systems, thereby, protecting not only our users, but also our server. In many cases the shim appear on our computer and server directories with the extensions .VxD, NLM, .DLL, etc. 
The computer systems we install today require "virtual castles" that can withstand attacks of a different kind--attackers that slip into our systems through unknown or unprotected holes and do damage for any number of reasons. Perhaps the attackers are competitors who want to shut down our systems or ex-employees with a grudge. Whatever the case, the threat is real and we need defensive systems to stop them. Indeed, the castle analogy aptly described the kinds of defenses we need to put in place. 
In 16th century Ireland, castles that had stood for years were brought down by the cannon. We can't help but think that our computer systems might suffer a similar fate. Indeed, a new threat emerged for 
Internet-connected systems called the SYN attack. In such an attack, a malicious person floods a Web server with session-request packets. The Web server tries to establish a session for each of those requests, but the malicious user makes sure that a response is never sent to the server after the initial request. It's like someone reaching out to shake your hand, then pulling it away when you reach out with your hand. The server keeps waiting to "shake hands" with the hacker's system and eventually crashes when its runs out of resources to handle the load. The hacker has caused a denial-of-service attack in which legitimate users cannot access the system. 
This type of attack was successfully staged against Panix, a New York Internet Service Provider in September of 1996. Thousands of people were denied Internet access at the time, and similar attacks took place elsewhere, apparently after the attack strategy was discussed openly on the Internet. While no data was destroyed, this incident points out how vulnerable our information systems and networks are. In many cases, we just don't know what all the vulnerabilities are. 
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A firewall, puts up a barrier that controls the flow of traffic between networks. The safest firewall would block all traffic, but that defeats the purpose of making the connection, so we need to strictly control selected traffic in a secure way. Application-level proxy servers today provide the highest level of protection. Proxy services run at the application level of the network protocol stack for each different type of service (FTP, HTTP, etc.). 
A proxy server is a component of a firewall that controls how internal users access the outside world (the Internet) and how Internet users access the Internal network. In some cases, the proxy blocks all outside connections and only allows internal users to access the Internet. The only packets allowed back through the proxy are those that return responses to requests from inside the firewall. In other cases, both inbound and outbound traffic are allowed under strictly controlled conditions. Note that a virtual "air-gap" exists in the firewall between the inside and outside networks and that the proxies bridge this gap by working as agents for internal or external users. 
A proxy server is an application that mediates traffic between a protected network and the Internet. Proxies are often used instead of router-based traffic controls, to prevent traffic from passing directly between networks. Many proxies contain extra logging or support for user authentication. Since proxies must "understand" the application protocol being used, they can also implement protocol specific security (for example, an FTP proxy might be configurable to permit incoming FTP and block outgoing FTP). 
Proxy servers are application-specific. In order to support a protocol via a proxy, the proxy must support it (for example, Telnet, POP3, etc). SOCKS is a generic proxy system that can be compiled into a client-side application to make it work through a firewall. Its advantage is that it’s easy to use, but it doesn’t support the addition of authentication hooks or protocol specific logging. 
DEFENSIVE STRATEGIES: 
If an intruder can find a hole in our firewall, then the firewall has failed. There are no in-between states. Once a hacker is in, our 
internal network is at her mercy. If he hijacks an administrative account, we're in big trouble. If he hijacks an account with lesser privileges, all the resources available to that account are at risk. 
No firewall can protect against inadequate or mismanaged policies. If a password gets out because a user did not properly protect it, our security is at risk. If an internal user dials out through an unauthorized connection, an attacker could subvert our network through this backdoor. Therefore, we must implement a firewall policy. 
The most basic firewall policy is as follows: 
· Block all traffic, and then allow specific services on a case-by-case basis. 
This policy is restrictive but secure. However, it may be so restrictive that users circumvent it. In addition, the more restrictive our policy, the harder it will be to manage connections 
that are to be allowed. On screening routers, we'll need to implement complicated sets of rules—a difficult task. Most firewall products including the Microsoft Proxy Server simplify this process by using graphical interfaces and a 
more efficient set of rules. 
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Security policies must be outlined in advance so administrators and users know what type of activities are allowed on the network.. Our policy statement should address internal and external access, remote 
user access, virus protection and avoidance, encryption requirements, program usage, and a number of other considerations, as outlined here: 
· Network traffic to and from outside networks such as the Internet must pass through the firewall. The traffic must be filtered to allow only authorized packets to pass. 
· Never use a firewall for general-purpose file storage or to run programs, except for those required by the firewall. Do not run any services on the firewall except those specifically required to provide firewall services. Consider the firewall expendable in case of an 
attack. 
· Do not allow any passwords or internal addresses to cross the firewall. 
· If we need to provide services to the public, put them on the outside of the firewall and implement internal settings that protect the server from attacks that would deny service. 
· Accept the fact that we might need to completely restore public systems from backup in the event of an attack.. We can implement a replication scheme that automatically copies information to a public server over a secure channel. 
Discussions about protecting networks usually focus on threats from the Internet, but internal users are also a threat. Indeed, surveys indicate that most unauthorized activities are perpetrated by internal users. In addition, organizations that connect with business partners over private networks create a potential avenue for attack. Users on the business partner's network may take advantage of the inter-company link to steal valuable information. 
The current trend is to implement data encryption on all network 
transmissions. Encryption can take place right at the source of the transmission for the highest security, whether it is the client on the LAN or the router that connects wide area networks. 
Firewalls are often described in terms of perimeter defense systems, with a so-called "choke point" through which all internal and external traffic is controlled. The usual metaphor is the medieval castle and its perimeter defense systems. The moats and walls provide the perimeter defense, while the gatehouses and drawbridges provide "choke points" through which everyone must travel to enter or leave the castle. We can monitor and block access at these choke points. 
Firewall products provide a "moat-like" barrier control method for network assets, which varies dramatically with the product selection. The typical use of a firewall product in a network is to isolate corporate assets from each other and from the outside world in a secure and manageable manner. 
Firewalls have been designed around these two approaches. A 
packet filtering firewall uses the strip-search method. Packets are first checked and then either dropped or allowed to enter based on various rules and specified criteria. A proxy service acts as an agent for a user who needs to access a system on the other side of the firewall. A third method, called stateful inspection, is also coming into use. This method would be analogous to a gatekeeper remembering some defining characteristics of anyone leaving the castle and only allowing people back in with those characteristics. 
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This brings up another point. While firewalls are keeping Internet intruders out, our internal users might be looting our systems. We may need to separate departments, workgroups, divisions, or business partners using the same firewall technology, and we may need to implement encryption throughout our organization. Firewalls also do not protect against leaks, such as users connecting to the outside with a desktop modem. In addition, if some new threat comes along, our firewall might not be able to protect against it. Viruses and misuse of security devices are also a threat. 
CLASSIFYING FIREWALLS: 
Any device that controls network traffic for security reasons can be called a firewall, and in fact the term "firewall" is used in a generic way. However, there are three major types of firewalls that use different strategies for protecting network resources. The most basic firewall devices are built on routers and work in the lower layers of the network protocol stack. They provide packet filtering and are often called screening routers. High-end proxy server gateways operate at the upper levels of the protocol stack (i.e., all the way up to the application layer). They provide proxy services on external networks for internal clients and perform advanced monitoring and traffic control by looking at certain information inside packets. The third type of firewall uses stateful inspection techniques. 
Routers are often used in conjunction with gateways to build a multitiered defense system, although many commercial firewall products may provide all the functionality we need. 
The firewalls can also be classified on the basis of levels: Conceptually, there are two levels: network level and 
application level. 
Network level firewalls generally make their decisions based on the source, destination addresses and ports in individual IP packets. A simple router is the "traditional" network level firewall, since it is not able to make particularly sophisticated decisions about what a packet is actually talking to or where it actually came from. Modern network level firewalls have become increasingly sophisticated, and now maintain internal information about the state of connections passing through them, the contents of some of the data streams, and so on. One thing that’s an important distinction about many network level firewalls is that they route traffic directly though them, so to use one you usually need to have a validly assigned IP address block. Network level firewalls tend to be very fast and transparent to users. Application level firewalls generally are hosts running proxy 
servers, which permit no traffic directly between networks, and which perform elaborate logging and auditing of traffic passing through them. Since the proxy applications are software components running 
on the firewall, it is a good place to do lots of logging and access control. Application level firewalls can be used as network address translators, since traffic goes in one "side" and out the other, after having passed through an application that effectively masks the origin of the initiating connection. Having an application in the way in some cases may impact performance and may make the firewall less transparent. Modern application level firewalls are quite transparent. 
The Ultimate Top Ten Elements of Security… 
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Having just Firewalls in a network does’nt make it completely foolproof. So, there exist some technical and non-technical TIPS to be followed to ensure maximum security: 
1. POLICY: Define, Implement and measure systems, networks and applications for compliance 
2. EDUCATION: Part of (1) above is to ensure your users understand the consequences of their actions and the importance of information security to the organization 
3. WARNINGS: Implement online warnings informing users (internal and external) of the rules of access to the systems 
4. ASSESS: Determine what you are trying to protect, why and what value it has 
5. PROTECT: Based on (4) above, implement firewalls, anti-virus and intrusion detection (IDS) tools 
6. AUDIT: Regularly audit systems for access violations, latest applicable patches and integrity of operating systems and applications 
7. PASSWORD: Enforce strong password policy and run password guessing for easy to guess passwords 
8. SCAN: Periodically for known vulnerabilities and the latest exploits 
9. BACK-UP: Ensure regular clean backups are made to enable speedy recovery 
10. RESPONSE: Set up an incident response team with complimentary measures 
CONCLUSIONS: Obviously, the 
firewall and the firewall policy are two distinct things that require their own planning and implementation. A weakness in the policy or the inability to enforce the policy will weaken any protection provided by even the best firewalls. If internal users find our policies too restrictive, they may go around them by connecting to the Internet through a personal modem. The firewall in this case is useless. We may not even know our systems are under attack because the firewall is guarding the wrong entrance. 
For outbound connections, implement any number of encryption schemes to hide transmitted information. If users are accessing the Web with Web browsers, we can implement Web client-server 
security protocols and encryption techniques. 
We also need to evaluate what kind of traffic we want to allow in from the external side of the network. Electronic mail is the usual requirement. Be sure to evaluate Microsoft Exchange Server for this purpose. Not only does it provide a feature-rich platform for information exchange, it also provides a secure platform for electronic mail exchange between the Internet and our internal network. 
It should be noted that the firewall can not only be applied to Local and Wide Area Networks, but also routers, "set -top" boxes, PC/TV’s, digital consumer home networks, etc. It can also be used to control home and information appliances. 
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