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Securing the Network Routing Algorithms Using
“Leap-Frog” Strategy
Abstract 
In this technical paper we present a study of the various routing algorithms, which are in use presently. This study of present algorithms is limited to their general working and the various security problems, which they are unable to solve. Our main emphasis is on discussing a novel approach based on “Leap-Frog cryptographic signing protocol” and that how this novel approach deals the various security threats, which, its predecessors (using traditional public-key signature schemes) are unable to withstand. 
1 Introduction 
Routing messages in a network is an essential component of Internet communication, as each packet in the Internet must be passed quickly through each network (or autonomous system) that it must traverse to go from its source to its destination. Each router in an internetwork needs to have knowledge of other routers/networks in that internetwork It has to build a list of networks and next routers called routing table. Router needs to know where to route packets, to do this it needs routing information (stored in routing table). Such information can be provided by manually entered routes or learning of routes via a routing protocol. 
The routing algorithm in an IP network is straightforward: if the network and subnetwork part match a directly connected network, then send the IP datagram to the destination IP address on that subnet (resolving the complete IP address into a physical address). Otherwise, examine the routing table to find the longest match to the destination IP address. If a matching entry is found, route to the indicated IP address (next hop). If no match found then discard the packet (and send Destination Unreachable message). 
Routing protocols determine the "best" route to each destination and distribute routing information among the systems on a network. 
protocol. They are: 
EGP ;&
BGP .
Also, there exists another standard classification of Routing Protocols. (In fact, as far as this paper is concerned this classification carries more importance.) 
The two different classes here are, Distance-Vector Routing Protocol and Link-State Routing Protocol. 
Distance-Vector Routing Protocols: 
This type of routing protocol requires that each router simply inform its neighbors of its routing table. For each network path, the receiving routers pick the neighbor advertising the lowest cost, and then add this entry into its routing table for re-advertisement. Hello and RIP are common D-V routing protocols. Common enhancements to D-V algorithms include split horizon, poison reverse, triggered 
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updates, and holddown. A good discussion of D-V/Bellman-Ford algorithms can be found in RIP's protocol specification, RFC 1058. 
Link State Routing Protocols 
In contrast to a distance-vector algorithm, where a router “tells all neighbors about the world”, link-state routers “tell the world about the neighbors”. 
This type of routing protocol requires each router to maintain at least a partial map of the network. When a network link changes state (up to down, or vice versa), a notification, called a link state advertisement (LSA) is flooded throughout the network. All the routers 
note the change, and recompute their routes accordingly. This method is more reliable, easier to debug and less bandwidth-intensive than Distance-Vector. It is also more complex and more memory-intensive. OSPF, Cisco’s EIGRP and OSI's IS-IS are link state routing protocols. 
1.2 Need for more security 
The algorithms that form the basis of these protocols are not secure, however, and have even been compromised by routers that did not follow the respective protocols correctly. The studies reveal that till date, most of the network malfunctions resulting from faulty routers are the result of misconfigured routers and not malicious attacks. Nevertheless, these failures show the feasibility of malicious router attacks, for they demonstrate that compromising a single router can undermine the performance of an entire network. 
Thus there is a need for methods for securing routing algorithms against attacks, independent 
of whether those attacks are malicious or not. The following are the security goals that are generally desired: 
i) Fault detection. The algorithm should run correctly and, in addition, should detect any 
computational steps that would compromise the correctness of the algorithm. 
ii) Damage containment. The algorithm should contain the damage caused by an incorrect 
router to as small an area of the network as possible. 
iii) Authentication. The algorithm should confirm that each message is sent from the host or 
router that the message identifies as its source. 
iv) Data integrity. The algorithm should confirm that the contents of received messages are 
the same as when they are sent, and that all components of a message are as intended by the 
algorithm (even those message portions added by routers other than the original sender). 
v) Timeliness. The algorithm should confirm that all messages interacting to perform this 
algorithm are current up-to-date messages, thereby preventing replay attacks. 
We are not explicitly requiring that we also achieve confidentiality, since this can easily be achieved by encrypting the sensitive content of a message. For example, message content encryption can be achieved in the application layer or by using services in the IPSec protocol (which does not address routing security, just end-to-end message authentication and confidentiality). 
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1.3 Theory 
In this paper we present the study of a new approach to securing the setup and flooding stages of routing algorithms. After a preliminary setup that involves distributing a set of secret keys equal that total no more than the number of routers, our method uses simple cryptographic hashing of messages (HMACs) to achieve security. This approach involves the use of a technique called “leap-frog” message authentication, as it allows parties in a long chain to authenticate messages between every other member in the chain. 
It is shown that how this approach, secures flooding, link-state, and distance-vector algorithms, under the reasonable assumption that no two bad routers are colluding and are within two hops of each other. Such a strategy would even be effective for routing in Gnutella networks, which are notoriously insecure but experience few, if any, insider collusion attacks. These algorithms can also be used in multicast routing, for they allow a router to receive messages from an untrusted neighbor in such a way that the neighbor cannot modify the message contents without being detected. We describe the main details of our leap-frog approach to router security in the sections that follow. 
2 Flooding 
Here is a discussion of the flooding protocol and a low-cost way of making it more secure. 
2.1 The Network Framework and the Flooding Algorithm 
Let G = (V; E) be a network whose vertices in V are routers and whose edges in E are direct connections between routers. We assume that the routers have some convenient addressing mechanism that allows us without loss of generality to assume that the routers are numbered 1 to n. Furthermore, it is assumed that G is biconnected, that is, that it would take at least two routers to fail in order to disconnect the network. This assumption is made both for fault tolerance, as single points of failure should be avoided in computer networks, and also for security reasons, for a router at an articulation point can fail to route packets from one side of the network to the other without there being any immediate way of discovering this abuse. 
The flooding algorithm is initiated by some router s creating a message M that it wishes to send to every other router in G. The typical way the flooding algorithm is implemented is that s incrementally assigns sequence numbers to the messages it sends. So that if the previous message that s sent had sequence number j, then the message M is sent with sequence number j + 1 and an identification of the message source, that is, as the message (s; j +1;M). Likewise, every router x in G maintains a table SX that stores the largest sequence number encountered so far from each possible source router in G. Thus, any time a router x receives a message (s; j + 1;M) from an adjacent router y the router x first checks if SX [s] < j +1. If so, then x assigns SX[s] = j +1 and x sends the message (s; j +1;M) to all of its adjacent routers, except for y. If the test fails, however, then x assumes it has handled this message before and it discards the message. 
If all routers perform their respective tasks correctly, then the flooding algorithm will send the message M to all the nodes in G. Indeed, if the communication steps are 
synchronized and done in parallel, then the message M propagates out from s is a breadth-first fashion. 
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If the security of one or more routers is compromised, however, then the flooding algorithm can be successfully attacked. For example, a router t could spoof the router s and send its own message (s; j + 1;M0 ). If this router reaches a router x before the correct message, then x will propagate this imposter message and throw away the correct one when it finally arrives. Likewise, a corrupted router can modify the message itself, the source identification, and/or the sequence number of the full message in transit. Each such modification has its own obvious bad effects on the network. For example, incrementing the sequence number to j +m for some large number m will effectively block the next m messages from s. Indeed, such failures have been documented (e.g., [13, 12]), although many such failures can be considered router misconfiguration not malicious intent. Of course, from the standpoint of the source router s the effect is the same independent of any malicious intent, all flooding attempts will fail until s completes m attempted flooding messages or s sends a sequence number reset command (but note that the existence of unauthenticated reset commands itself presents the possibility for abuse). 
2.2 Securing the Flooding Algorithm on General Networks 
On possible way of avoiding the possible failures that compromised or misconfigured routers can indict on the flooding algorithm is to take advantage of a public-key infrastructure defined for the routers. In this case, we would have S digitally sign every flooding message it transmits, and have every router authenticate a message before sending it on. Unfortunately, this approach is computationally expensive. It is particularly expensive for overall network performance, for, as we discuss later in this paper, flooding is often an important substep in general network administration and setup tasks. This scheme is based on a light-weight strategy, which called the leap-frog strategy. The initial 
setup for this scheme involves the use of a public-key infrastructure, but the day-to-day operation of the strategy takes advantage of much faster cryptographic methodologies. Specifically, we define for each router x the set N(x), which contains the vertices (routers) in G that are neighbors of x (which does not include the vertex x itself). 
The security of this scheme is derived from a secret key k(x) that is shared by all the vertices in N(x), but not by x itself. This key is created in a setup phase and distributed securely using the public-key infrastructure to all the members of N(x). Note, in addition, that y 2 N(x) if and only if y 2 N(y). 
Now, when s wishes to send the message M as a flooding message to a neighboring router, x, it sends (s; j + 1;M; h(s j j + 1 j M j k(x)); 0), where h is a cryptographic hash function that is collision resistant . Any router x adjacent to s in G can immediately verify the authenticity of this message (except for the value of this application of h), for this message is coming to x along the direct connection from s. But nodes at distances greater than 1 from s cannot authenticate this message so easily when it is coming from a router other than s. Fortunately, the propagation protocol will allow for all of these routers to authenticate the message from s, under the assumption that at most one router is compromised during the computation. 
Let (s; j +1;M; h1; h2) be the message that is received by a router x on its link from a router y. If y = s, then x is directly connected to s, and h2 = 0. But in this case x can directly authenticate the message, since it came directly from s. In general, for a router x that just received this message from a neighbor y with y 6 = s, we inductively assume that h2 is the hash value h(s j j + 1 j M j k(y)). Since x is in N(y), it shares the key k(y) with y's other neighbors; hence, x can authenticate the message from y by using h2. This authentication is sufficient to guarantee 
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correctness, assuming no more than one router is corrupted at present, even though x has no way of verifying the value of h1.So to continue the propagation assuming that flooding should continue from x, the router x sends out to each w that is its neighbor the message (s; j + 1;M; h(M j j + 1 j k(w)); h1). Note that this message is in the correct format for each such w, for h1 should be the hash value h(s j j +1 j M j k(x)), which w can immediately verify, since it knows k(x). Note further that, just as in the insecure version of the flooding algorithm, the first time a router w receives this message, it can process it, updating the sequence number for s and so on. 
This simple protocol has a number of performance advantages. First, from a security standpoint, inverting or finding collisions for a cryptographic hash function is computationally difficult. Thus, it is considered infeasible for a router to fake a hash authentication value without knowing the shared key of its neighbors, should it attempt to alter the contents of the message M. Likewise, should a router choose to not send the message, then the message will still arrive, by an alternate route, since the graph G is biconnected. The message will be correctly processed in this case as well, since a router is not expecting messages from s to arrive from any particular direction. That is, a router x does not have to wait for any other messages or verifications before sending in turn a message M on to x's neighbors. Another advantage of this protocol is its computational efficiency. The only additional work needed for a router x to complete its processing for a flooding message is for x to perform one hash computation for each of the edges of G that are incident on x. That is, x need only perform degree(x) hash computations, where degree(x) denotes the degree of x. Typically, for communication networks, the degree of a router is kept bounded by a constant. Thus, this work compares quite favorably in practice to the computations that would be required to verify a full-blown digital signature from a message's source. 
The leap-frog routing process can detect a router malfunction in the flooding algorithm, for any router y that does not follow the protocol will be discovered by one of its neighbors x. Assuming that x and y do not collude to suppress the discovery of y's mistake in this case, then x can report to s or even a network administrator that something is potentially wrong with y. For in this case, y has clearly not followed the protocol. In addition, note that this discovery will occur in just one message hop from y. 
2.3 Trading Message Size for Hashing Computations 
In some contexts it might be too expensive for a router to perform as many hash computations as its neighbors. Thus, one might wonder whether it is possible to reduce the number of hashes that an intermediate router needs to do to one. In this subsection it is described how to achieve such a result, albeit at the expense of increasing the size of the message that is sent to propagate the flooding message. Since the method is based on a coloring of the vertices of G, it is referred to as the chromatic leap-frog approach. 
In this case, we change the preprocessing step to that of computing a small-sized coloring of the vertices in G so that no two nodes are assigned the same color. Algorithms for computing or approximating such colorings are known for a wide variety of graphs. For example, a tree can be colored with two colors. Such colorings might prove useful in applying our scheme to multicasting algorithms, since most multicasting communications actually take place in a tree. A planar graph can be colored with four colors, albeit with some difficulty, and coloring a planar graph with five colors is easy. Finally, it is easy to color a graph that has maximum degree d 
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using at most d+1 colors by a straightforward greedy algorithm. This last class of graphs is perhaps the most important for general networking applications, as most communications networks bound their degree by a constant. 
Let the set of colors used to color G be simply numbered from 1 to c and let us denote with Vi the set of vertices in G that are given color i, for i = 1; 2; : : : ; c, with c _ 2. As a preprocessing step, a secret key ki for the color i is created. This color is not shared with the members of Vi, however. Instead, we share ki with all the vertices that are not assigned color i. When a router s wishes to flood a message M with a new sequence number j + 1, in this new secure scheme, it creates a full message as (s; j + 1;M; h1; h2; : : : ; hc), where 
each hi = h(s j j +1 j M j ki). (As a side note, it is observed that the prefix of the bit string being hashed repeatedly by S is the same for all hashes, and its hash value in an iterative hashing function need only be computed once.) There is one problem for s to build this message, however. It does not know the value of ki, where i is the color for s. So, it will set that hash value to 0. Then, S sends this message to each of its neighbors. 
Suppose now that a router x receives a message (s; j + 1;M; h1; h2; : : : ; hc) from its neighbor s. In this case x can verify the authenticity of the message immediately, since it is coming along the direct link from s. Thus, in this case, x does not need to perform any hash computations to validate the message. Still, there is one hash entry that is missing in this message (and is currently set to zero): namely, hi = 0, where i is the color of s. In this case, the router x computes hj = h(s j j + 1 j M j kj ), since it must necessarily share the value of kj , by the definition of a vertex coloring. The router x then sends out the (revised) message (s; j + 1;M; h1; h2; : : : ; hc). 
Suppose then that a router x receives a message (s; j + 1;M; h1; h2; : : : ; hc) from its neighbor y 6 = s. In this case we can inductively assume that each of the hi values is defined. Moreover, x can verify this message by testing if hi = h(s j j + 1 j M j ki), where i is the color for y. If this test succeeds, then x accepts the message as valid and sends it on to all of its neighbors except y. In this case, the message is authenticated, since y could not manufacture the value of hi. If the graph G is biconnected, then even if one router fails to send a message to its neighbors, the flood will still be completed. Even without biconnectivity, if a router modifies the contents of M, the identity of s, or the value of j +1, this alteration will be discovered in one hop. Nevertheless, we cannot immediately implicate a router x if its neighbor y discovers an invalid hi value, where i is the color of x. The reason is that another router, w, earlier in the flooding could have simply modified this hi value, without changing s, j + 1, or M. Such a modification will of course be discovered by y, but y cannot know which previous router performed such a modification. Thus, we can detect modifications to content in one hop, but we cannot necessarily detect modifications to hi values in one hop. Even so, if there is at most one corrupted router in G, then we will discover a message modification if it occurs. If the actual identification of a corrupted router is important for a particular application, however, then it might be better to use the non-chromatic leap-frog scheme, since it catches and identifies a corrupted router in one hop. 
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3 Setup for Link-State Routing 
Having discussed how to efficiently secure the flooding algorithm, let us next turn to a point-to-point unicast routing algorithm, the link-state algorithm. This algorithm is the basis of the well-known and highly-used OSPF routing protocol. In this algorithm, we build at each router in a network G a table, which indicates the distance to every other router in G, together with an indication of which link to follow out of x to traverse the shortest path to another router. That is, we store Dx and Cx at a router x so that Dx[y] is the distance to router y from x and Cx[y] is the link to follow from x to traverse a shortest path from x to y. These tables are built by a simple setup process, which we can now make secure using the leap-frog scheme described above. The setup begins by having each router x poll each of its neighbors, y, to determine the state of the link from x to y. This determination assigns a distance weight to the link from x to y, which can be 0 or 1 
1.1 Classification of Routing Protocols 
Routing protocols are divided into two general groups, namely, Interior protocols and Exterior protocols. 
Interior Routing Protocols: 
Interior protocols are used to exchange reach-ability information within an autonomous system (AS). They are referred to as a class by the acronym I.G.P. (Interior Gateway Protocol). They are: 
HELLO 
RIP 
OSPF 
EIGRP 
IS-IS 
Exterior Routing Protocols: 
Exterior protocols are used to exchange routing information between autonomous systems. Exterior protocols are only required when an autonomous system must exchange routing information with another autonomous system. Routers within an autonomous system run an interior routing protocol like RIP. Only those gateways that connect an autonomous system to another autonomous system need to run an exterior routing 
if we are interested in simply if the link is up or down, or it can be a numerical score of the current bandwidth or latency of this link. In any case, after each router x has determined the states of all its adjacent links, it floods the network with a message that contains a vector of all the distances it determined to its neighbors. Under our protected scheme, we now perform this flooding algorithm using the leap-frog or chromatic leap-frog method. Once this computation completes correctly, we compute the vectors Dx and Cx for each router x by a simple local application of the well-known Dijkstra's shortest path algorithm. Thus, simply by utilizing a secure flooding algorithm we can secure the setup for the link-state routing algorithm. Securing the setup for another well-known routing algorithm takes a little more effort than this, however, as we explore in the next section. 
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4 Setup for Distance-Vector Routing 
Another important routing setup algorithm is the distance-vector algorithm, which is the basis 
of the well-known RIP protocol. As with the link-state algorithm, the setup for distance-vector 
algorithm creates for each router x in G a vector, Dx, of distances from x to all other routers, and a vector Cx, which indicates which link to follow from x to traverse a shortest path to a given router. Rather than compute these tables all at once, however, the distance vector algorithm produces them in a series of rounds. 
4.1 Reviewing the Distance-Vector Algorithm 
Initially, each router sets Dx[y] equal to the weight, w(x; y), of the link from x to y, if there is such a link. If there is no such link, then x sets Dx[y] = + 1 . In each round each router x sends its distance vector to each of its neighbors. Then each router x updates its tables by performing the following computation: 
for each router y adjacent to x do 
for each other router w do 
if Dx[w] > w(x; y) + Dy[w] then 
It is faster to first go to y on the way to w. g Set Dx[w] = w(x; y) + Dy[w] 
Set Cx[w] = y 
end if 
end for 
end for 
If we examine closely the computation that is performed at a router x, it can be modeled as 
that of computing the minimum of a collection of values that are sent to x from adjacent routers (that is, the w(x; y)+Dy[w] values), plus some comparisons, arithmetic, and assignments. Thus, to secure the distance-vector algorithm, the essential computation is that of verifying that the router x has correctly computed this minimum value. We shall use again the leap-frog idea to achieve this goal. 
4.2 Securing the Setup for the Distance-Vector Algorithm 
Since the main algorithmic portion in testing the correctness of a round of the distance-vector algorithm involves validating the computation of a minimum of a collection of values, let us focus more specifically on this problem. Suppose, then, that we have a node x that is adjacent to a collection of nodes y0, y1, : : :, yd _ 1 , and each node yi sends to x a value ai. The task x is to compute m = min i=0;1;:::;d _ 1 f ai g ; in a way that all the yi's are assured that the computation was done correctly. As in the previous sections, we will assume that at most one router will be corrupted during the computation (but we have to prevent and/or detect any fallout from this 2corruption). In this case, the router that we consider as possibly corrupted is x itself. The neighbors of x must be able therefore to verify every computation that x is to perform. To aid in this verification, we assume a preprocessing step has shared a key k(x) with all d of the neighbors of x, that is, the members of N(x), but is not known by x. 
The algorithm that x will use to compute m is the trivial minimum-finding algorithm, where x iteratively computes all the prefix minimum values mj = min i=0;:::;j f ai g ; 
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for j = 0; : : : ; d _ 1. Thus, the output from this algorithm is simply m = md _ 1 . The secure version of this algorithm proceeds in four communication rounds: 
1. Each router yi sends its value ai to x, as Ai = (ai; h(ai j k(x)), for i = 0; 1; : : : ; d _ 1. 
2. The router x computes the mi values and sends the message (mi _ 1;mi; Ai _ 1 mod d ; Ai+1 mod d ) to each yi. The validity of Ai _ 1 mod d and Ai+1 mod d ) is checked by 
each such yi using the secret key k(x). Likewise, each yi checks that mi = min f mi _ 1; ai g . 
3. If the check succeeds, each router yi sends its verification of this computation to x as Bi = (\yes00 ; i;mi; h(\yes00 j mi j i j k(x))). (For added security yi can seed this otherwise short message with a random number.) 
4. The router x sends the message (Bi _ 1 mod d ; Bi+1 mod d ) to each yi. Each such yi checks the validity of these messages and that they all indicated \yes" as their answer to the check on x's computation. This completes the computation. 
In essence, the above algorithm is checking each step of x's iterative computation of the mi's. But rather than do this checking sequentially, which would take O(d) rounds, we do this check in parallel, in O(1) rounds. 
Appendix A: Security threats faced by RPI and OSPF Algorithms. 
RIP version1 has no option for authentication, so that the router will process all the RIP updates received. An attacker can easily spoof an IP Address and send RIP updates that will be processed by any router. 
The RIP version2 specification (described in RFC 1723) allows more information to be included in RIP packets and provides a simple authentication mechanism. Currently, RIP can send packets without any authentication or use two authentication mechanisms: simple password and message digest 5 (MD5). 
Simple Password Authentication 
Using simple password authentication, each router has a key(password) that must be sent inside the packet. Each update received must contain this key otherwise it will be discarded. But the key can easily seen by anyone using a packet analyzer, this gives major security threat to RIP. 
Message Digest 5: 
Message Digest authentication is a cryptographic authentication. A key (password) and key-id are configured on each router. Unlike the simple authentication, the key is not exchanged over the wire. 
Problem with MD 5: 
A common problem with RIP is that anyone can bring up a Bogus RIP router advertising the default route (or any other route), disrupting routing. An attacker can easily spoof an IP address and send RIP updates to disrupt routing tables. The more secure way to protect RIP routers is to use Message Digest authentication on updates. 
OSPF Authentication: 
It is possible to authenticate the OSPF packets such that routers can participate in routing domains based on predefined passwords. By default, a router uses a Null authentication, which means that routing exchanges over a network are not authenticated. Two other authentication methods exist: Simple password authentication and Message Digest 5 
(MD5) authentication. 
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Simple Password Authentication: 
Simple password authentication allows a password (key) to be configured per area. Routers in the same area that want to participate in the routing domain will have to be configured with the same key. The drawback of this method is that it is vulnerable to passive attacks. Anybody with a link analyzer could easily get the password off the wire. 
Message Digest Authentication: 
Message Digest authentication is a cryptographic authentication. A key (password) and key-id are configured on each router. The router uses an algorithm based on the OSPF packet, the key, and the key-id to generate a "message digest" that gets appended to the packet. Unlike the simple authentication, the key is not exchanged over the wire. A non-decreasing sequence number is also included in each OSPF packet to protect against replay attacks. 
No problem with OSPF? 
OSPF is significantly more secure than RIP because each router needs to build an adjacency before sending the updates. OSPF routers don’t receive packets from a router without building an adjacency. 
Although OSPF & RIPv2 are more secure. One can’t prevent intrusions in the routers altogether. So, We need to protect not only routing information packets but also the flooding Algorithm. 
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