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 Secured Data Transmission using Cryptographic and Steganographic Techniques
Abstract 
‘The art of war teaches us to rely not on the likelihood of the enemy's not coming, but on our own readiness to receive him; not on the chance of his not attacking, but rather on the fact that we have made our position unassailable.’
                                                                                  - The art of war, Sun Tzu 
As we enter the age of universal electronic connectivity, electronic eavesdropping and electronic fraud threaten the prosperity of corporations and individuals. Thus, the role of digital security has become increasingly important. The security requirements within an organization have undergone major changes in the last few decades. Before the widespread use of data processing equipment, data and information valuable to an organization were made invulnerable primarily by physical and administrative means. With the advent of computer networks and the internet however, the design of automated tools which ensure security and privacy of information transferred across networks was inevitable. Though there are several security techniques in use, two of the most prominent ones are steganography and cryptography. In this paper , we discuss these two techniques and how their combination can result in an efficient and secure data transfer software.
Steganography 
The word steganography comes from the Greek steganos (covered or secret) and -graphy (writing or drawing) and thus means, literally, covered writing. Steganography is usually given as a synonym for cryptography but it is not normally used in that way. Recent advances in computing power and recent interest in privacy has led to the development of techniques to hide messages in otherwise innocuous computer files such as digital pictures and digitized audio. These techniques are now referred to in the aggregate as steganography 
Cryptography 
Cryptography is the art or science of secret writing, or more exactly, of storing information in a form, which allows it to be revealed to those, you wish to see it yet hides it from all others. A cryptosystem is a method to accomplish this. Cryptanalysis is the practice of defeating such attempts to hide information. The original information to be hidden is called "plaintext". The hidden information is called "ciphertext". Encryption is any procedure to convert plaintext into ciphertext. Decryption is any procedure to convert ciphertext into plaintext. A cryptosystem is designed so that decryption can be accomplished only under certain conditions, which generally means only by persons in possession of both a decryption engine (generally a computer program) and a particular piece of information, called the encryption key, which is supplied to the decryption engine in the process of decryption. Plaintext is converted into ciphertext by means of an encryption engine 
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 (again, generally a computer program) whose operation is fixed and determinate (the encryption method) but which functions in practice in a way dependent on a piece of information (the encryption key) which has a major effect on the output of the encryption process. 
The S-DES have been used (Simplified Data Encryption Standard) algorithm for our purpose. 
Encryption using Simplified Data Encryption Standard 
It was developed by Professor Edward Schaefer of Santa Clara University [SCHA 96]. It has similar properties and structure to DES (Data Encryption Standard) but with smaller parameters. The S-DES encryption algorithm takes an 8-bit block of plaintext and a 10-bit key as input and produces an 8-bit block of ciphertext as output. The S-DES decryption algorithm takes an 8-bit block of ciphertext and the same 10-bit key used to produce that ciphertext as input and produces the original 8-bit block of plaintext. The encryption algorithm involves five functions: an initial permutation; a complex main function which involves both permutation and substitution operations and depends on a key input; a simple permutation function that switches the two halves of the data; the main function again, and finally a permutation function that is the inverse of the initial permutation. 
A Detailed Study of S-DES: Algorithm 
The S-DES encryption algorithm takes 8-bit block of plaintext and a 10-bit key as input and produces 8-bit block of cipher text as output. The S-DES decryption algorithm takes 8-bit block of cipher text and same 10-bit key used to produce that cipher text as input and produces the original 8-bit block of plaintext. 
The encryption algorithm involves five functions: An initial permutation (IP); a complex function labeled fk, which involves both permutation and substitution operations and depends on a key as input; a simple permutation function that switches (SW) the two halves of the data; the function fk again, and finally permutation function that is the inverse of the initial permutation (IP-1). The use of multiple stages of permutation and substitution results in a complex algorithm, which increases the difficulty of cryptanalysis. 
The function fk takes as input not only the data passing through the encryption algorithm, but also a 8-bit key. In this case a 10-bit key is subjected to a permutation (P10). Then a shift operation is performed. The output of the shift 
operation then passes through a permutation function that produces an 8-bit output (P8) for the first sub key (K1). The output of the shift operation also feeds into another shift and another instance of P8 to produce the second sub key (K2). 
We can concisely express the encryption algorithm as a composition of functions: 
IP-1 (fk2 (SW (fk1 (IP (Plaintext))))) 
Where 
K1=P8 (Shift (P10)) 
K2=P8 (Shift (Shift (P10 (Key)))) 
S-DES Key Generation 
S-DES depends on the use of a 10-bit key shared between sender and receiver. From this key, two 8-bit sub keys are 
produced for use in particular stages followed to produce the sub keys. 
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 First, permute the key in the following fashion. Let the 10-bit key be designated as 
(k1, k2, k3,…….,k10). 
Then the permutation P10 is defined as 
P10 (k1, k2, k3,………., k10) = ( k3,k5,k2,k7,k4,k10,k1,k9,k8,k6) 
This is read from left to right; each position in the table gives the identity of the input bit that produces the output bit in that position. So the first output bit is bit 3 of the input; the second output bit is bit 5 of the input, and so on. Next, perform a circular left shift 
(LS-1), or rotation, separately on the first five bits and the second five bits. 
Next we apply P8, which picks out and permutes 8 of the 10 bits according to the following rule: 
P8 = (k6, k3, k7, k4, k8, k5, k10, k9) 
The result is the subkey1. We then go back to the pair of 5-bit strings produced by the two LS-1 functions and perform a circular left shift of 2-bit positions on each string. 
Finally P8 is applied again to produce K2. 
S-DES Encryption 
Initial and final Permutations 
The input to the algorithm is an 8-bit block of plain text, which we first permute using the IP function: 
IP = ( 2 6 3 1 4 8 5 7 ) 
This retains all 8-bits of the plaintext but mixes them up. At the end of the algorithm, the inverse permutation is used: 
IP-1 = ( 4 1 3 5 7 2 8 6 ) 
The function fk 
The most complex component of S-DES is the function fk, which consists of a combination of permutation and substitution functions. The function can be expressed as follows. Let L and R be the leftmost 4 bits and the right most 4-bits of the 8-bit input to fk, and left be a mapping (not necessarily one-to-one) from 4-bit strings to 4-bit strings. Then we let 
fk ( L,R ) = ( L X-or F( R,SK), R) 
Where SK is a sub key and the X-or is the bit-by-bit exclusive OR function. 
During the mapping F the input is a 4-bit number (n1, n2, n3, n4). The first operation is an expansion/permutation operation: 
E/P = ( 4 1 2 3 2 3 4 1 ) 
The 8-bit sub key K1 is added to this value using exclusive OR. 
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The first four bits are fed into the S-Box S0 to produce a 2-bit output, and the remaining 4-bits are fed into S1 to produce another 2-bit output. These two boxes are defined as follows: 
	
	


The S-Boxes operate as follows: The first and the fourth input bits are treated as 2-bit numbers that specify a row of the S-Box, and the second and the third input bits specify a column of the S-Box. The entry in that row and column, in base 2, is the 2-bit output. 
Next, the 4-bits produced by S0 and S1 undergo a further permutation as follows: 
P4 = ( 2 4 3 1 ) 
The Switch Function 
The function fk only alters the leftmost 4-bits of the input. The switch function (SW) interchanges the left and right 4-bits so that the second instance of fk operates on a different 4-bits. In the second instance, the E/P, S0, S1, and P4 functions are the same. The key input is K2.
Hiding Text Within A Carrier File 
A bitmap picture is simply a series of numbers representing color intensities, one color for each pixel (point) of the picture. This software hides a file inside a picture by placing its bits in the least-significant bits of each color in the picture. Suppose you have a picture containing the following bytes: 
200 53 2 195 54 69 191 56 
The binary values of these numbers are: 
11001000 00110101 00000010 11000011 00110110 01000101 10111111 00111000 
To hide the character 109 (in binary 01101101), the least-significant bit of each byte would be replaced by a bit of the character. The result would be: 
11001000 00110101 00000011 11000010 00110111 01000101 10111110 00111001 
Which corresponds to: 200 53 3 194 55 69 190 57 
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The difference between the new values and the old ones is very small, so it is difficult, if not impossible, for the human eye to identify any difference from the original picture. If the file is large, it may be necessary to modify more than a single bit from each byte of the picture, which can make this difference more visible. 
The process of concealing a text file within a carrier file: 
The process of retrieving the hidden text file: 
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Secure data transmission: Implementation 
We have created a secure transmission system by combining both cryptography and steganography. We first encrypt the plaintext using an algorithm known as Simplified Data Encryption Standard (S-DES) and then hide the encrypted text inside a carrier file such as a bitmap image. Thus we managed to create a secure transmission channel between two trusted parties. The two main components of the project are: Encryption using Simplified Data Encryption standard and Data hiding in images. 
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The steps followed to implement a secure data transmission system are discussed below. 
1. Initially the text file to be transmitted is encrypted using S-DES (Simplified Data Encryption Standard). 
This algorithm gives the user a choice of 1024 key combinations. After encryption,the text file is changed into a format which cannot be deciphered. 
2. Further we hide the encrypted file inside a carrier file in such a way that it’s presence is not visible. 
3. Next we transmit the image(carrier file) using the ordinary transmission channel present. 
4. At the other end a filtering algorithm is used to filter out the text file present within the image file. The text file is further sent to a decryption algorithm which produces the original plain text. 
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 Benefits 
1. The transmission system implemented provides a higher degree of security. A primary level of security is provided by the S-DES encryption algorithm discussed above. This algorithm is based on DES (Data Encryption Standard) and hence is quite secure. 
2. The security of the algorithm is further enhanced by the large value of key space provided to the user. The user is given an option of choosing a key value from 1024 alternatives. 
3. Further, another level of security is provided by the steganographic algorithm which hides the cipher text within a carrier file, such as a bitmap image. Thus, the transmission becomes highly secure against electronic eavesdropping. 
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