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Preface

Learn how to exploit your AS/400 integrated network security functions. Today,
network administrators face the challenge of implementing layered security
architectures to protect their networks from the increasing sophistication of
“hackers”. To provide all of the security needed within a manageable budget is a
complex task. This redbook explores all the native network security features
available on the AS/400 system such as IP filters, NAT, VPN, HTTP proxy server,
SSL, DNS, mail relay, auditing, and logging. It describes their use through
practical examples.

Although OS/400 is not intended to be a firewall, the correct implementation of its
rich set of network security services, combined with routers or other Internet
security appliances, may eliminate the need for a separate firewall product. In
some cases, it can provide an affordable solution for smaller sites. The AS/400
network security functions can be used to enhance the security of environments
where routers with firewall security features are also used. This redbook is
designed to meet the needs of network administrators, consultants, and AS/400
specialists who plan to design, implement, and configure AS/400 networks
connected to the Internet and who are evaluating alternatives to traditional
firewall products.

Firewalls have been, and remain, the anchor point for network security, but a
growing number of alternatives continue to become available. Even when a Cisco
router with Cisco Secure Integrated Software is used as an example of security
appliances in the scenarios throughout this redbook, it is not the intention to
recommend a product or solution.

The scenarios described in this redbook have notbeen submitted to formal tests.
It is your responsibility to implement security based on a sound security policy in
your organization.

In this redbook, you can find:

* An overview of network security concepts, AS/400 network security features
and their positioning, Cisco router firewall features, and considerations when
selecting an ISP

* A variety of scenarios that show how to securely connect your AS/400
systems to the Internet using AS/400 network security features in combination
with a Cisco router and Cisco Secure IS

» Step-by-step instructions to guide you through the configuration of a Windows
2000 VPN client to the AS/400 system over an L2TP tunnel protected by
IPSec
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Chapter 1. Network security concepts and overview

“Security is not a product, it is a process” - Bruce Schneier

This chapter describes the goals of network security, the threats against those
goals, and technologies that have been developed to counteract those threats.

—— Disclaimer

It is not the intention of this chapter to provide comprehensive information on
network security. It is merely intended as an introduction to the topic and a
reference to other relevant sources of information. You should not take network
security lightly. To the very minimum, you should become aware of the risks
and decide with which ones you can live and from which ones you must protect
your network. This chapter does not include a complete list of risks and
measurements to counteract them. Use it only as a starting point to either
perform a serious research on the topic or hire consulting services to do it for
you.

1.1 Designing network security

Network security design as part of a total security plan within an organization, can
be an overwhelming and complex subject. You can break down the process into
the following major steps:

1. Identify and decide what you need to protect (your assets).

2. Know your enemy: from whom or what are you protecting your network (the
threats).

3. Create a comprehensive security policy and implementation plan.
4. Implement the security policies.

5. Continually monitor to detect any deviation from your policies and take actions
if needed.

6. Periodically review your processes and policies to update them and improve
them.

1.1.1 Goals of network security

© Copyright IBM Corp. 2000

Network security should be implemented to protect two objects: the data that is
transmitted on the network and the computers that are connected to the network.
Network security cannot replace physical site security, host security on the
connected systems, application security, and user security education. It can only
act as a first layer of defense.

Figure 1 on page 2 shows that you should always implement security in layers.
Assuming that if an error or an attack in one layer opens a hole, there will be a
second layer of defense that protects the heart of your assets.
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Figure 1. Implementing security in layers

Important: Security is only as strong as the weakest link in the chain.

The goals and basic concepts of network security are similar to other aspects of
security in computer systems. The main difference is that network security often
deals with data that is transmitted, parties that are remote, and networks that are
public and more vulnerable to attacks. Also, the myriad of devices of different
characteristics in a network makes network security particularly challenging.

First we must describe two central concepts of security:

e Authentication: Determine that the users are who they claim to be. The most
common technique to authenticate is by user ID and password.

e Authorization: Permit a user to access resources and perform actions on
them. An example of authorization is the permissions on OS/400 objects.

These concepts are necessary to achieve the three primary goals in all types of
security.

* Confidentiality: Only authorized users can view the data. For data that is
transmitted through a network, there are two ways to achieve this goal: make
sure that only authorized persons can access the network or encrypt the data.

* Integrity: Only authorized users can modify the data, and they can only
modify it in approved ways. The data is not changed either by accident or
maliciously. For data that is transmitted over a network, there are two ways to
achieve this goal: make sure that only authorized persons can access the
network (not easy to achieve in public networks such as the Internet) or
digitally sign the data.
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e Availability: The resources are always available and performing at the
expected level. Users can access applications and data at all approved times.
The resources have no unexpected downtime as a consequence of an attack.

Network security is also often the first line of defense for securing your host
systems. The network is replacing the physical gates and doors to enter your
organization. Attackers from outside your organization must break through either
your network or your physical security before they can attempt to break your host
security.

1.1.2 Threats against network security
This section explains some common threats to the network security goals.

* Sniffing: Computers with access to the public network can record the traffic
flowing through it. If data or commands are sent unencrypted, it is easy for
unauthorized people to passively eavesdrop. Sniffing is a threat to
confidentiality, but if user IDs and passwords are sniffed, the threat becomes
more serious because the attacker could then impersonate a legitimate user.

e Impersonation: The attacker tricks your security system passing as an
authorized user. For example, the attacker steals valid user IDs and
passwords by recording network traffic while users sign on.

If the communication is over a public network, and it is not digitally signed or
signed with a weak technology, an attacker can modify or enter completely
new data and commands. Impersonation can be a threat to all three goals of
computer security.

e Decryption: If data is sent over a public network, attackers can often easily
obtain the encrypted data. If the encryption is weak, the attackers can decrypt
the data in a fairly short time. Decryption is a threat to confidentiality.

* Flooding: If an attacker sends large amounts of data, such as connection
requests to a public Web server, it could fill the network bandwidth. The
network resource becomes overutilized preventing access to other users or
greatly affecting performance. Flooding is a threat to availability.

e Technology or application weakness: The TCP/IP protocol, some of its
applications, and some operating systems have inherent security
shortcomings, sometimes due to the objectives of their original design
(openness, easy communication between computers and applications). For
example, the UNIX sendmail application used to run e-mail is famous for a
long history of security problems. Simple Network Management Protocol
(SNMP), Simple Mail Transfer Protocol (SMTP), and Syn Floods all present
security holes related to the insecure structure on which TCP was designed.
Known security problems for UNIX, Windows, and OS/2 are documented in
the Computer Emergency Response Team (CERT) Web site at:
http://www.cert.org/

Likewise, company-developed applications or software purchased from
vendors may have security weaknesses that attackers can exploit. The degree
of the damage depends on the nature of the problem. The most common
damage is to shut down a system. It could be more serious allowing the
attackers access to data that they can alter or use to their advantage.
Technology and application weaknesses exploited by malicious attackers are
threats against all goals of network security. To protect yourself, you must
keep up to date with the vendors security updates and rely on providers with a
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good reputation for paying attention to security. If you develop your own
applications to run on hosts that will be accessed from the network, security
must always be at the top of the design goals.

=>
Note: When considering the threats, keep in mind that the largest percentage of
vulnerabilities are the result of unintentional or accidental actions by internal users.

1.1.3 Evaluating the threats

When you have identified the resources you need to protect and the threats to
which they are exposed, you must evaluate your options. Answer the following
questions:

* What would the damage be for us?

* What would the gain be for the attacker?

* How much will it cost the attacker to break in?

* How much will it cost us to protect our organization against the threat?

Attack trees are a good tool for threat assessment. Figure 2 shows an example of
an attack tree. You can find more information on this subject at:
http://www.ddj.com/articles/1999/9912/9912a/9912a.htm

Steal credit
card numbers

e

Read numbers from Sign on to the system
backup of credit and read numbers from Read numbers when
card database credit card database users send them
and
teal .
bici?,p Obtain Get Obtain Break
tape Password login encrypted encryption
screen network traffic

Observe when Guess Sniff user and Bribe user Blackmail
user types password password to reveal user to reveal
password from network password password

Figure 2. An example attack tree

1.1.4 Creating a security policy

4

When you have identified and assessed the threats, you must decide from which
ones to defend your network. If the damage, both direct and indirect, is smaller
than the cost of protection, it is not worth implementing the protection.

Develop well organized, easy to understand, security policies and only include
relevant information. If it is too hard, or takes too much time to understand your
policies, employees will not read them, and therefore, ignore them. Developing
such policies is a waste of time and money. You must make the policies as easy
to follow as possible without compromising security. Be aware that there are
many organizations with extensive security policies that often ignore them
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because the policies make real work too hard. Top level management must
understand, agree with, and support all security policies. In general, technical
specialists should not be responsible for developing security policies. They
should help to identify the risks and implement them by choosing the appropriate
technologies and products.

Your policy should also prepare your response to an attack or accident that
compromises security, for example:

* Keep up-to-date lists of people and organizations to contact in case of a
security emergency. Include the names of the persons in your organization
expected to make those calls.

* Make a list of the most likely attacks to which your network is vulnerable and
consider what you should do when they happen, for example:

— Should you immediately disconnect your network from the Internet?

— How can you track the attacker? What supporting documentation is
required? Who must be informed? If a journalist calls, what should you tell
them?

* Have drills of rehearsals to verify that your people and organization react
according to plan.

You may not be able to prevent an attack, but you can avoid being unprepared for
it.

1.1.5 Security plan

Before creating a specific security policy, develop an overall security plan. It
should be a set of general guidelines and a framework for the security policy. The
purpose of the security plan is to make the individual components of the security
policy consistent and the whole comprehensive.

1.1.6 Anatomy of a security policy

The network security policy is part of the entire IT security policy, which is part of
the company’s corporate security policy (see Figure 1 on page 2). A network will
not be secure without securing the other layers. For example, if there is no
physical security at your site, anyone can connect a sniffer to your network, and
anyone can cut the power to your systems. Figure 3 illustrates one way of
organizing the security policy.

Corporate Security

IT Security Physical security

Corporate Branch | |
office office 1 !
Security security !

Network Host
Security Security

Figure 3. Some components of a security policy: Network security does not exist in a vacuum
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Note:/t is beyond the scope of this redbook to provide detailed information on overall
security concepts, policies, and processes. An excellent starting point for this subject
is RFC 2196, Site Security Handbook.

The Site Security Handbook lists the elements of a sound security policy. Refer to
the RFC 2196 for a complete list. Some examples of security policy components
are:

e Guidelines on required and preferred security features of new products that
the company purchases

* Privacy policy dealing with electronic mail, keystrokes recording, files stored
on company’s media, and other use of company’s resources

* Which messages must be displayed, warning users that they might be
monitored and informing them that only authorized access is permitted

* An Acceptable Use Policy (AUP) that clearly defines the purposes for which
the company’s systems and networks may be used

* Responsibilities of users, IT staff, and management, and how each of them
should handle a security incident

* The messages that should be displayed, warning users that only authorized
access is permitted, and warning them when they are monitored

* Which connections are allowed to external networks and systems

* What services are permitted from the internal network to the Internet, who is
authorized to access those services, and what restrictions apply

* Same as above but from the Internet to the company’s network

* How the configuration of systems and networks may be changed and who may
change them all

* Who is allowed to access what systems and in which ways they may access
those systems

* How to authenticate users, passwords requirements; local and remote user
authentication guidelines

* Availability of resources, how to achieve the desired level of availability and
performance and how to measure the service level, how to monitor for
deviations from the normal or expected values, and what to do when an
availability or performance anomaly is detected

* Who is authorized to perform maintenance of systems and networks,
especially which type of remote maintenance is allowed; how the authorized
maintenance personnel will prove their identity

* How to report policy violations, including contact information

* How to handle queries about security incidents and requests for confidential
information

» Cross reference to security procedures and other documents (policies, laws,
government regulations)

1.1.6.1 Sample security policy
Figure 4 and Figure 5 on page 8 show a sample security policy for user IDs at
Itsoroch Inc.

6 AS/400 Internet Security Scenarios: A Practical Approach



Computer user IDs

There are two types of user IDs: personal and system. A system user ID is
used only for maintenance and configuration of systems. If the maintenance
or configuration can be performed without the use of a special system user
ID, it must be performed with a personal user ID. A personal user ID must be
used at all other times. No user may use a user ID he or she is not authorized
to use. Only the owner of a personal user ID is authorized to it. The owner of
a system user ID authorizes others to it, following the security policy for the
user ID’s system or systems.

Personal user IDs

Each person authorized to access any of Itsoroch Inc.’s computers or
networks must be assigned a unique user ID. The user ID must be recorded
in both the online user database and in a paper document. The format for this
record is:

Personal User ID

user ID: <user ID>

Class: <user class>

Owner: <firstname> <lastnames>
Office telephone number of owner: <tie line number>
Home telephone number of owner: <telephone number>
Room number of owner: <room numbers

Figure 4. Example user ID security policy for Itsoroch Inc. (Part 1 of 2)
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System user IDs

Many systems require that a special user ID is used for some or all
configuration and maintenance tasks. All system user IDs must have a
manager. The manager is responsible for granting access to the user ID and
updating the password. The current password of all system user IDs must be
stored in a password storage (refer to password storage document). All
system user IDs must be recorded both in the online user database and in a
paper document. The format of this record is:

System User ID

user ID: <user ID>
System: <system name as in systems database>
Purpose: <text describing the purpose of this user ID>

Manager user ID: <Personal user ID of person managing this system user ID>

Authorized users: <a list of the personal user ID of all users that are
authorized to use this system user ID, including the
manager of this user ID>

How to obtain a new user ID

The owner of the new user ID must submit a registration request to one of the
corporate user ID managers (refer to procedure document). The request must
be a complete personal or system user ID record as above. Note that the
intention is that the user ID database contains the same information as the
request.

How to handile violations
In case of a violation to this policy, contact:

<contact information>

<description of actions that should be taken by the party that is contacted>

Objectives of user IDs

The objective of user IDs is to identify users for authorization, accounting,
auditing, and responsibility.

Notes

A personal user ID does not authorize the owner to any of Itsoroch Inc.’s
systems. Authorization must be obtained from the security manager of the
system you need to access.

References
Reference to password storage
Reference to list of user ID managers

Document Owner

<first name> <last name>
<telephone number>
<room number>

Figure 5. Example user ID security policy for Itsoroch Inc. (Part 2 of 2)
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Update and review your security policies regularly. Outdated security policies are
more dangerous than no security policies, they give a false sense of security and
a belief that everything is under control.

1.1.6.2 References for security policies and standards definitions
It is important that your implementation follow your company’s security policies
and security standards.

You can find good guidelines for developing computer security policies and
procedures for sites that are connected to Internet in the following documents
and Web sites:

* RFC 2196, The Site Security Handbook:

— http://www.rfc-editor.org/rfc/rfc2196.txt
— http://www.fags.org/rfcs/rfc2196 . html

* National Institute of Standards and Technology:
http://cs-www.ncsl.nist.gov/policies/welcome.html

* Center for Information Technology/Security
http://irm.cit.nih.gov/policy/security.html

If your company does not have a security policy, standards, or procedures, IBM
Global Services has trained security consultants that can help you to define your
policies, standards, and procedures.

For more information regarding IBM Security Services, see:

® http://www.ibm.com/security/services
® http://www.ibm.com/services/e-business/security

1.2 Security characteristics of popular protocols and services

This sections provides an overview of the security characteristics of the most
popular protocols and services used in the Internet.

1.2.1 Internet Protocol (IP) security characteristics

Although the Internet Protocol (IP) has some security functions in the standard,
they are not used on the Internet. The reason for not using them is that these
functions do not map well to today’s security requirements.

IP is responsible for transporting datagrams, small packets filled with data,
between hosts. It does not completely solve any of the three main security goals:

* Confidentiality and Authentication: IP does not provide data encryption. You
must implement other protocols, such as Secure Sockets Layer (SSL) or IP
Security protocol (IPSec) to add encryption and authentication if it is required.
IP is being enhanced to include security. IPSec is optional in IP Version 4
(IPv4) and standard in IPv6.

* Integrity: IP protects the IP header with a simple checksum. The checksum is
intended to prevent transmission errors and defective network equipment. It is
not strong enough to afford protection against malicious attacks. The
checksum is easy to forge.

* Availability: IP provides for better availability by allowing datagrams to travel
alternative paths from the source to the destination. But IP cannot guarantee
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that there will be an available path; only the links and routers in the network
can do this.

1.2.2 Internet Control Message Protocol (ICMP) security characteristics

10

The Internet Control Message Protocol (ICMP) includes a suite of messages
intended for network diagnostics and error reporting. For example, ICMP
messages report that a datagram could not reach its destination or that a router
does not have enough buffer capacity to forward datagrams. Routers use ICMP
redirect messages to inform a host that there is a shorter route to which it should
direct traffic. pING (echo request/reply) and TrRacerouTE use ICMP messages.

There are two classes of ICMP messages: error and query. Query messages are
more dangerous from the security standpoint than error messages. ICMP is an
integral part of IP and must be implemented by every IP module. It is described in
RFC 792, Internet Control Message Protocol.

1.2.2.1 How an attacker can take advantage of ICMP

Attackers can use ICMP to gather information about your network. Since ICMP is
in part designed to report errors in a network, it is a good tool for reporting
network information.

Attackers also use ICMP to flood networks by sending so many messages that all
the network bandwidth is used up. It may be impossible to stop this kind of attack.

Finally, if an attacker manages to compromise your network and install a program
on one of your internal systems, the attacker can later use ICMP to communicate
with the pirate program. This communication can be done with any ICMP
message. Therefore, you must carefully determine what ICMP services you need
to allow and block the rest.

1.2.2.2 Why you should not block all ICMP services

If you block all ICMP services to your internal network, several error messages
from the network will not reach you. Your local systems will be unaware that the
error occurred and will not react to it. These will create problems difficult to
debug. If you do not want to allow any ICMP to your internal network, you should
not use NAT or similar techniques to allow your internal clients to access the
public network directly. If you use a proxy to enable your internal clients to access
the public network, you only need to allow some ICMP services to the proxy itself.

1.2.2.3 Which ICMP messages are less dangerous to allow

ICMP error messages are less dangerous to allow than query messages because
no system replies to them. RFC 1122, Requirements for Internet
hosts—Communication Layers, requires that no host replies to ICMP error
messages. The ICMP error messages report the following conditions:

* Source quench: A request that the host transmitting data slows down. It is not
widely used.

* Time exceeded: All IP packets have a Time To Live (TTL) field. Any router
that forwards a packet must decrease this field by the number of seconds
during which the router stored the packet. If the packet was stored for less
than one second, it must be decreased by one. If decreasing the TTL makes it
zero or less, the router must discard the packet and send an ICMP time
exceeded message to the originator of the packet. Routers may have a
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configuration option to disable sending the ICMP time exceeded message. If
time exceeded is enabled on the router, an attacker can get as much
information as with ping to the router itself. See RFC 1812, Requirements for
IP Version 4 Routers, for details. The trace route tool uses this feature by
sending packets with TTL 1, 2, 3, and so on. It listens for the time exceeded
messages coming back and finds the path packets take to the destination.
Note that the return path might be different.

e Parameter problem: If a router or host finds a problem with the IP header, but
the checksum is OK, it must send a parameter-problem ICMP message. Most
IP packets do not have such problems, but it should still be enabled.

* Unreachable: There are several types of unreachable messages. The most
common unreachable is probably code 4, fragmentation needed and DF
(Don’t Fragment) set. It is sent when the packet is too large for the router to
forward, and the Don’t Fragment flag is set. The router discards the packet
and sends an unreachable message with code 4 to the originator. This
procedure lets the originator find the Path MTU (PMTU) to that specific
destination.

1.2.3 Transmission Control Protocol (TCP) security characteristics

Transmission Control Protocol (TCP) does not provide security functions. It has
two functions, sequence numbers and port numbers, that provide weak security.
Those two functions were designed to protect against network errors and to
identify connections. You should not rely on these TCP protocol features for
security.

TCP is responsible for communication sessions. To transport data, it uses IP. TCP
does not guarantee any of the main goals of security:

* Confidentiality: TCP does not provide data encryption. You must implement
other protocols, such as Secure Sockets Layer (SSL) or IP Security protocol
(IPSec) to add encryption and authentication if it is required. IP is being
enhanced to include security. IPSec is optional in IP Version 4 (IPv4) and
standard in IPv6.

* Integrity: TCP segments include a checksum similar to the IP packet
checksum, with the difference that the data it also included in the checksum.
As with the IP checksum, it is trivial to forge. TCP packets also include
sequence number, but if the attackers can see the communication, they can
easily obtain the sequence numbers. If the attackers cannot see the sequence
numbers, it can be easy or difficult to guess them. The difficulty depends on
how the initial sequence numbers are chosen. Good TCP implementations
choose them in a way that is almost impossible to guess.

e Availability: TCP provides for some availability by retransmitting data that is
not acknowledged by the remote system. However, TCP cannot guarantee
that the network to the remote system will be available.

* Authentication: The only authentication TCP provides is the port number. If
you trust the remote system, this can be good enough for your needs.
However, if the remote system is not trusted, port numbers do not provide any
security.
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1.2.4 Simple Mail Transfer Protocol (SMTP) security characteristics

12

To understand the security issues with SMTP, you need to understand the basic
structure of the SMTP protocol. Figure 6 provides a high level overview of the
SMTP protocol components and flow.

mycompany.com
. . A Local
< Mail User Agent sending mail Message Transfer | Client
(MUA) queue Agent (MTA)
Sender
Example: Netscape mail, Notes client, MS Outlook .
TCP connection
Port 25
Mail Relay (MTA)
TCP connection
v Port 25
Mail Relay (MTA)
' l:l - 7 Local
Mail A t I
N, | ail User Agen User mailboxes Message Transfer
- (MUA) Agent (MTA) Server
Receiver yourcompany.com

Figure 6. Simple Mail Transfer Protocol (SMTP) protocol structure overview

The following steps summarize the flow of a piece of mail from the sender to the
receiver using SMTP:

1. User marcela@mycompany.com sends an e-mail from her PC client, using, for
example, Netscape mail or Lotus Notes client, to user
erik @ yourcompany.com.

2. The Mail User Agent (MUA) program in the mail application is invoked.

3. The MUA passes the mail to the Mail Delivery Agent (MDA), which, in turn,
transfers it to the local Message Transfer Agent (MTA) for delivery.

4. The local MTA client (part of the SMTP application such as OS/400 SMTP,
UNIX Sendmail, or Lotus Domino SMTP) in mycompany.com sends the mail to
the company’s mail relay MTA.

B2
Definition: A mail relay is an MTA that accepts sending mail for domains outside
the local domain.

5. The mail relay in mycompany.com sends the mail to the mail relay MTA in
yourcompany.com.

6. The mail relay MTA in yourcompany.com passes the mail to the local MTA in
the SMTP server.

7. The local MTA at yourcompany.com delivers the mail to the receiver’s mail
box.
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8. The MUA in the mail application at the receiver’s PC is invoked to receive the
mail.

The main security problem related to SMTP is configuring an MTA as an open
relay. An open relay is an MTA the accepts mail from all domains and sends it to
any domain without restrictions in the inbound or outbound.

Important: Never configure your SMTP server as an open relay. Configure your local
and mail relay MTAs with inbound or outbound restrictions to avoid open relays.
Attackers take advantage of open relays for e-mail spamming.

The most common attack against SMTP are spamming and mail bombing.

1.2.4.1 Fighting mail spamming

In an effort to fight abuses and misuse of the Internet, there are some
organizations that keep track of open relays and publish the offenders list. An
example of such an organization is Mail Abuse Prevention System (MAPS). Its
goal is to stop the Internet's e-mail system from being abused by spammers.
MAPS encourages ISPs to enforce strong terms and conditions prohibiting their
customers from engaging in abusive e-mail practices. In many cases, the ISP
customers unintentionally become spammers by misconfiguring their MTA as an
open relay. MAPS Realtime Blackhole List (RBL) is a list of networks used by
spammers to originate or relay spam. Organizations can use this list to configure
their MTA to reject mail from networks in the RBL. For more information, visit the
site at: http://www.mail-abuse.org/rbl/

1.2.5 Domain Name System (DNS) security

The DNS is a critical part of your internal network infrastructure. The information
in your internal DNS can be very valuable to attackers not only to identify the
systems they can target but also to figure out your organization. You can
configure your DNS server to accept queries only from internal clients or to
prevent zone transfers. A popular DNS configuration in secure networks is known
as split DNS. Refer to 1.3.7, “Domain Name Server (DNS)” on page 20, for more
information.

RFC 2065, Domain Name System Security Extensions, describes extensions to
DNS to provide security mechanisms to assure data integrity or authentication.

1.2.6 Passive attacks

The objective of passive attacks is to gather information without being
discovered. They are usually are difficult to detect because there are no obvious
symptoms or tracks left by these attacks. Examples of passive attacks are:

* Eavesdropping: This attack is also known as packet sniffing. Intruders record
network traffic using protocol analyzers or similar devices. The intruder
analyzes the data looking for user IDs and passwords, credit card numbers,
SNMP data, and other information that they can use to their advantage or to
perform another attack. To counteract eavesdropping, you should have good
physical security policies that prevent physical access to the network Avoid
the use of protocols or applications susceptible to sniffing (send information
that should remain confidential in cleartext or with weak encryption). Use
strong encryption whenever it is required.
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* Port scanning: Crackers use port scanning to create a map of your network
or find holes that they can use to attack.

1.2.7 Denial of Service (DoS) attacks

DoS attacks are aimed to deny legitimate users access to your network and
computer resources. They prevent authorized use of services by using up
network and system resources. Examples of DoS attacks are:

* TCP SYN attack: To perform a SYN attack, the attacker sends many
thousands of invalid SYN start connection messages to the victim system. The
victim host automatically takes these requests and waits a number of seconds
for the connection to continue. This delay, combined with the large number of
requests received in a short time, creates an enormous load on the victim
machine, and it becomes unable to respond to legitimate requests. A SYN
attack is usually done from bogus addresses. A different fake address is sent
with each packet, making it extremely difficult to trace. One way to counteract
this attack is closing open connections when a configurable threshold has
been reached.

e Mail bombing: This consists of sending a large number of e-mail messages to
one or more e-mail addresses. The attack overloads network connections, fills
up the disk, and uses all available CPU on the victim’s mail server. This attack
is very difficult to prevent because the mail is sent to a valid address. You can
detect this attack by monitoring resources on the mail server and detecting
deviations from normal operation conditions. For example, set a disk use
threshold above which an alert is sent to the operator, and the SMTP server
stops accepting mail.

* Ping of death: The attacker modifies the IP header indicating that there is
more data in the packet than there actually is, or exceeding the maximum
allowed packet size causing the victim system to crash.

* Viruses: These are malicious applets written in Java, JavaScript, or ActiveX
programs that destroy critical files or tie up resources.

There are intrusion detection tools and features in firewall and routers that help to
detect well-known DoS attacks and either take action or report the condition.
Keeping logs, a history of the connections (timestamp, source and destination
hosts, duration, bytes transmitted) also helps to detect attacks and track the
intruder.

1.2.8 Unauthorized access

14

Intruders can gain access to computer and network resources that they are not
authorized to use usually by sniffing valid user IDs and passwords that travel
through the network or due to configuration errors. Examples of unauthorized
access are:

e Spamming: E-mail spamming consists on taking advantage of an open mail
relay usually to send e-mail to hundreds or thousands of users through a
victim’s mail relay that is configured as an open relay (see 1.2.4, “Simple Mail
Transfer Protocol (SMTP) security characteristics” on page 12). To avoid open
relays, configure your SMTP server to prevent someone from outside your
network from using your relay to deliver mail outside your network. You should
configure your local MTA (see Figure 6 on page 12) to only accept mail from
internal hosts. You should configure your mail relay MTA to only accept mail
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destined for your local domain. If your server allows others to relay unsolicited
mail, other servers might block the mail that comes from your server. See
1.2.4.1, “Fighting mail spamming” on page 13.

» Stolen password: Intruders steal a valid user ID and password to
impersonate a valid user. To counteract this attack, use advanced security
technologies, such as VPN, client authentication with digital certificates, and
require periodical re-authentication.

1.2.9 Impersonation or masquerade

The intruder manipulates the TCP/IP packet to alter the IP address and pretend it
comes from another network. Spoofing is a technique used for impersonation.

1.2.9.1 Spoofing

Spoofing was first described in 1985 by Robert T Morris in A Weakness in the
4.2BSD Unix TCP/IP software, available from:
http://www.pdos.lcs.mit.edu/~rtm/papers/117-abstract .html

Definition: spoof vi. [intransitive verb]

To capture, alter, and retransmit a communication stream in a way that misleads
the recipient. As used by hackers, refers especially to altering TCP/IP packet
source addresses or other packet-header data to masquerade as a trusted
machine. This term has become very widespread and is borderline techspeak
Source: The Jargon File 4.2.0 Jan 31, 2000 (http://www.jargon.org).

1.2.9.2 The danger of spoofing

Every system that trusts the remote system based on its IP address, for example
a packet filter, can be tricked by spoofing. Any system that only looks at the IP
address is unsafe, unless other systems, such as the security gateways we
describe later in this book, prevents spoofing.

One of the greatest dangers with spoofing is the difficulty to find the real source
since the address of the offending packets is not the address of the attacker. To
find the source, you must trace the entire path, step by step. Very crude DoS
attacks are possible, merely sending large amounts of nonsense data to the
victim’s system or network. The only reason such attacks are not more common
is that they require as much bandwidth from the attacker as the target has, and
bandwidth is expensive. To work around this problem, malicious crackers install
flooding agents on third-party systems, stealing bandwidth from the third party to
attack their targets. For this reason, it is very important to protect all your
systems, not only to protect your data, and also to avoid being used to attack
others.

1.2.9.3 Fighting spoofing
To protect your network from spoofing, you should configure packet filters on your
security gateway to the Internet. The basic principles are:

* Deny all inbound traffic on the security gateway’s public interface with an IP
address of the internal network or IP addresses reserved for private networks
as specified in RFC 1918, Address Allocation for Private Internets.

* Permit only internal network IP addresses in the inbound traffic on the security
gateway’s private interface. RFC 2827, Network Ingress Filtering: Defeating
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Denial of Service Attacks which employ IP Source Address Spoofing,
recommends that you allow only addresses from the internal network in the
inbound traffic on the internal interface of a gateway. This technique does not
protect against DoS attacks that originate from valid internal networks IP
addresses. This filtering prevents attackers within the originating network from
launching a DoS attack using forged source addresses that do not conform to
ingress filtering rules. An additional benefit of implementing this type of
filtering is that it enables the originator to be easily traced since the attacker
will have to use a legitimately reachable source IP address to launch the
attack.

1.3 Network security technologies

1.3.1

16

This section provides a summary of technologies that you can use in any
combination to implement your network security policies. It is not meant to be a
comprehensive list. Refer to the IBM white paper, AS/400 and Network Security
Directions at http://www.as400.1ibm.com/products/firewall/FW Whitepaper.pdf and
to the book Building Internet Firewalls, by Chapman and Zwicky.

The network security technologies can be grouped in two general levels:
* Network level technologies are:

— IP packet filtering
— Network Address Translation (NAT)
— IP Security (IPSec)

* Application level technologies are:

— Proxy servers

— SOCKS servers

— Secure Sockets Layer (SSL) and Transport Layer Security (TLS)
— Domain Name Servers

— Mail relays

IP packet filters

An IP packet filter discards denied traffic. Permitted traffic is not affected in any
way. A packet filter can only discard traffic that is sent to it, so the device with the
packet filter must either do IP routing or be the destination for the traffic. A packet
filter has a set of rules with actions. Every packet is compared against the filter
rules, from top to bottom. At the first match, the action in the matching filter rule
(permit or deny) is taken. Most packet filters have an implicit deny all rule at the
bottom of the file. Most packet filters permit or deny packets based on:

* Source and destination IP addresses

* Protocol, such as TCP, UDP, or ICMP

Source and destination ports and ICMP types and codes

Flags in the TCP header, such as whether the packet is a connect request
* Direction (inbound or outbound)

Which physical interface the packet is traversing

All packet filters share a problem: the trust is based on IP addresses. As
explained in 1.2.1, “Internet Protocol (IP) security characteristics” on page 9, this
is not sufficient to provide good security, but it is a good complement.
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Most IP packet filters are stateless IP packet filters, which means that they don’t
remember anything about packets that they previously processed. A stateful
packet filter can keep some information about previous traffic, which gives you
the ability to configure that only replies to requests from the internal network are
allowed from the Internet. Stateless packet filters are vulnerable to spoofing since
the source IP address and ACK bit in the packet’s header can be easily forged by
attackers.

1.3.2 Network Address Translation (NAT)

Network Address Translation (NAT) translates internal or private IP addresses to
public or globally routable IP addresses. It can also translate ports.

Some advantages of NAT are:

e Saves public IP addresses. Because a client only needs a public IP address
when it is communicating with the Internet, the pool of globally routable IP
addresses can be shared with other clients. Therefore, you need fewer public
IP addresses than the actual number of internal clients that need access to the
public network if you use NAT. Most routers, firewalls, and other network
address translators allow you to use the IP address assigned to their public
interface as the globally routable IP address to which internal IP addresses
are translated. This feature and the capability to translate both IP address and
port (NAT port mapping) make it possible in many NAT implementations to
require only one public IP address.

¢ Hides the internal network’s IP addresses.

» Simplifies routing. Since internal hosts are assigned IP addresses of the
internal network, other internal systems can access them without special
routes or routers. The same hosts are accessed from the public network using
globally routable IP addresses translated by NAT.

* |t is transparent to the clients and, therefore, it allows you to support a wider
range of clients.

* It supports a wide range of services with a few exceptions. Any application
that carries (and uses) the IP address inside the application will not work
through NAT.

* Consumes fewer computing resources, and it is more efficient than SOCKS
and proxy servers.
Some disadvantages of NAT are:
* NAT provides minimum logging services.
* |IP forwarding must be enabled.

* NAT is not as adept as either the SOCKS or proxy servers in detecting
attacks.

* It breaks certain applications (or as in the case of FTP, makes them more
difficult to run).

NAT is described in RFC 1631, The IP Network Address Translator (NAT),
available from: http://ietf.org/rfc/rfc1631.txt
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1.3.3 Virtual Private Network (VPN) and IPSec

Initially, companies used the Internet chiefly to promote their images, products,
and services by providing World Wide Web access to corporate Web sites.

Today, however, the focus has shifted to e-business. Companies are leveraging
the global reach of the Internet, its easy and inexpensive access, to
cost-effectively extend their private networks. By using the Internet for
intra-company and inter-company communications, you not only save
communication costs but outsource the management and operation of the
network to the Internet Service Provider (ISP).

In this environment, security becomes a prime concern. The Internet makes the
connection relatively inexpensive, but it is VPN that makes it more secure.

Virtual Private Network (VPN) is an extension of a company’s private intranet
across a public network infrastructure such as the Internet. It is based on creating
virtual secure tunnels between hosts connected to the public network. To
participate in a secure tunnel or VPN connection, the VPN partners or tunnel
endpoints must implement a compatible suite of VPN protocols.

1.3.3.1 VPN and IPSec

VPN implementations differ from vendor to vendor. However, in the last year, the
IP Security architecture (IPSec) has become the industry standard upon which
most new VPN implementations are based. The IPSec protocols are aimed to
provide the following Internet security functions:

* Data origin authentication: Verifies that each datagram was originated by
the claimed sender.

» Data integrity: Verifies that the contents of a datagram were not changed in
transit, either deliberately or due to random errors.

* Data confidentiality: Conceals the clear text of a message by using
encryption.

* Replay protection: Ensures that an attacker cannot intercept a datagram
(containing, for example, an encrypted user ID and password) and play it back
at some other time.

* Key management: Ensures that your VPN policy can be implemented
throughout the extended network with little or no manual configuration.

The IPSec protocols are:

— Authentication Header (AH): Provides data origin authentication data
integrity and, replay protection.

— Encapsulating Security Payload (ESP): Provides data confidentiality, data
origin authentication, data integrity, and replay protection.

— Internet Key Exchange (IKE): Provides a method for automatic key
management. Authentication, encryption, and integrity algorithms heavily
depend on secret keys that the VPN partners share. IKE provides the support
needed by AH and ESP to generate and refresh the secret keys.

1.3.4 Proxy server

Application proxies connect a client to a target server. The client sends requests
to the proxy; the proxy forwards, or proxies, the request to the server; the server
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sends the reply to the proxy, which, in turn, sends the reply back to the originating
client. Because a proxy server is application specific, it has a good understanding
of the protocol. Some characteristics of a proxy server are:

* Breaks the TCP/IP connection between client and server (IP forwarding is not
required)

* Hides the internal clients IP addresses; only the public IP address of the proxy
server is visible from the external network

* Logs access with great detail of information
¢ Authenticates users

e Caches information

The most common type of proxy is the HTTP proxy. Most HTTP proxies also
handle HTTPS and FTP. The SMTP mail relay is also an application proxy.

The main drawback of proxy servers is that they must support the application for
which they are performing the proxy function. Many TCP/IP applications are not
supported by proxy servers.

1.3.5 SOCKS server

A SOCKS server is another TCP/IP application that re-sends requests and
responses between clients and servers. The SOCKS server is like a
multi-talented proxy. Instead of just handling one type of application protocol, it
handles them all (HTTP, Telnet, FTP and so on). The purpose of the SOCKS
server is the same as a proxy: to break the TCP/IP connection and hide internal
network information. However, to use a SOCKS server, the client must be
SOCKS-enabled, that is, it must support the SOCKS protocol. Some applications
(such as popular Web browsers) support SOCKS. There are some products such
as Hummingbird SOCKS that socksify the Microsoft TCP/IP stack on Windows
NT or Windows 95/98 operating systems.

There are also some systems (such as 0S/400) that support a SOCKS client in
their TCP/IP protocol stack (versatile clients) so that all client applications can
use a SOCKS server. The client configuration gives the name of the SOCKS
server to use and rules for when it should be used.

Socks servers have no knowledge of the application protocol that they are using.
They don't distinguish Telnet from HTTP. As a result, they can be written in a
more efficient manner than a proxy. The down side is that they can't perform such
tasks as caching or log URLs that are accessed.

1.3.6 Secure Sockets Layer (SSL) and Transport Layer Security (TLS)

The objective of the TLS protocol and its predecessor SSL is to provide privacy
over the Internet. TCP/IP client and server applications that are SSL-enabled can
communicate in a way designed to prevent eavesdropping, tampering, or
message forgery. These protocols provide, encryption, integrity, and
authentication. SSL was originally developed by Netscape. TLS is based on SSL
V3.0 and is published in RFC 2246, The TLS Protocol.

TLS is an evolutionary upgrade of the SSL Version 3.0 protocol. TLS Version 1
and SSL Version 3 share the same basic record construction and line flows. TLS
provides the same function as SSL and is compatible with SSL but includes some
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new features and clarifications of protocol flows for areas ill-defined by the SSL
protocol definition. The major goal of TLS was to standardize the SSL definition
and implementations, to make the SSL protocol more secure, and to make the
specification of the protocol more concise and complete.

The SSL/TLS protocol consists of two separate protocols: the record protocol and
the handshake protocol. The handshake protocol is encapsulated within the
record protocol. The SSL handshake is used to establish an SSL session on the
TCP/IP connection between a client and a server application. The SSL
handshake usually occurs immediately after the TCP connection is established.
During the handshake, the client and server agree on the encryption algorithms
and the encryption keys that they will use for that session. In all SSL handshakes,
the client will authenticate and verify the identity of the server. The server can
optionally authenticate and verify the identity of the client. After the SSL
handshake has successfully completed, information exchanged between the
client and server is encrypted using the negotiated keys. An important advantage
of SSL is its ability to negotiate unique encryption keys for each SSL session
between a client and a server even if they have not previously communicated
with each other.

During the SSL handshake, the server sends a digital certificate to the client. If
client authentication is used, the server requires the client to send a client
certificate also. Digital certificates provide identifying information that enable the
client and server to identify each other. Digital certificates are issued by trusted
third-parties called certificate authorities. An SSL client must trust the certificate
authority that issued the server’s certificate in order for the SSL handshake to
complete successfully.

1.3.7 Domain Name Server (DNS)
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Domain Name Servers are another technology that is often employed when
building a secure network. You may recognize Domain Name Services as the
application that enables client to determine the IP address associated with host
name. For example, a DNS server can translate a host name such as
www.as400.ibm.com to 208.222.150.11.

Because it is UDP-based, DNS replies are relatively easy to fake. A second
problem with DNS is that it could be used by an attacker on the Internet to find out
the internal clients names and IP addresses in your organization. Domain name
trees typically reflect the organization structure of a company. All this information
should be regarded as confidential. Access to the domain name records for the
secure network is of great assistance to crackers, since it gives them a list of
hosts to attack.

To limit the exposure when connecting to a public network, such as the Internet,
configure two name servers in a configuration known as split DNS. This technique
uses two Domain Name Servers: the internal DNS for secure and private host
names, and the external one for public names. The external DNS is the only one
visible from the Internet. Only some hosts need to be known by Internet systems:
the e-mail relay, the public WWW servers, the external name server itself, and
any other public server in the Demilitarized Zone (DMZ). The internal name
server forwards queries to resolve Internet host names to the external DNS
server. You only need a public DNS server to advertise your public servers. If you
don’t have public servers or you only need to advertise a mail exchanger, you
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might consider using the ISP as the primary public DNS and mail exchanger for
your company.

In summary, the objectives of the split DNS function are to:

* Provide access to non-secure network domain name and address resolution
for users in the secure network.

¢ Hide the secure network names and addresses from users outside the secure
network.

* Provide name and addresses resolution for resources that you want to reveal
(usually servers and gateways in the DMZ).

The standard DNS configuration for a private network connected to the Internet
assumes at least three Domain Name Servers:

* The internal or private DNS server located in the secure network
* The external or public DNS server located on the DMZ
* The Internet DNS server located at the ISP or directly the Internet root servers

The Domain Name System protocol is described in RFC 1034 and RFC 1035:
® http://www.rfc-editor.org/rfc/rfcl034.txt

® http://www.rfc-editor.org/rfc/rfcl035.txt

For more information, refer to DNS and BIND, by Paul Albitz and Cricket Liu.

1.3.8 Comparing network security functions

Table 1 summarizes the characteristics of some of the security solutions
mentioned before and compares them to each other. This should help anyone
who needs to devise a security strategy to determine what combination of
solutions would achieve a desired level of protection.

Table 1. Security solution implementations - Comparison

Access Encryption Authentication Integrity Address
control checking concealment

IP filtering Y N N N N

NAT Y N N N Y

IPSec Y Y (packet) Y (packet) Y (packet) Y

SOCKS Y N Y (client/user) N Y

SSL Y Y (data) Y (system/user) | Y N

Application proxy Y normally no Y (user) Y Y

1.4 Monitoring: Auditing and logging

The ability to constantly prove that your security strategy is working and your
security policies are not being violated is as important as the initial setup. Most
security products provide some form of logging or auditing of security events.
Monitoring and early detection of DoS attacks and other intrusions is also very
important.
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Most security devices, including OS/400, provide a wide range of tools and
functions for auditing and logging. There are also on the market products that
integrate DoS attack analysis, monitoring and intrusion detection by automatically
collecting and analyzing the output from other network devices. For example,
Tivoli SecureWay Risk Manager is a centralized risk management solution
enabling organizations to centrally manage attacks, threats and exposures by
correlating security information from firewalls, intrusion detectors, vulnerability
scanning tools and other security checkpoints. For more information about this
product, visit the Web site at:
http://www.tivoli.com/products/index/secureway risk mgr/

Some consulting companies and ISPs provide intrusion detection services.

1.5 References

For more information, consult these sources:
* RFC 2196, The Site Security Handbook

~http://www.rfc-editor.org/rfc/rfc2169.txt
~http://www.faqgs.org/rfcs/rfc2196 . html

Building Internet Firewalls, by Chapman and Zwicky

Security Problems in the TCP/IP Protocol Suite
http://www.insecure.org/stf/tcpip smb.txt

TCP/IP Tutorial Technical Overview, GG24-3376

AS/400 and Network Security Directions at:
http://www.as400.ibm.com/products/firewall /FW Whitepaper.pdf

You may also want to refer to these links on the Web:
e CERT Coordination Center: http://www.cert.org
* National Institute of Standards and Technology: http://www.nist.gov

* National Security Institute/Computer Security:
http://www.nsi.org/compsec.html

* NSI's Extensive List of Links: http://www.nsi.org/Computer/links.html
e ICSA.net: http://www.icsa.net
e CERT Coordination Center: http://www.cert.org/

* CERT Denial of Service:
http://www.cert.org/tech tips/denial of service.html#3

* National Institute of Standards and Technology: http://cs-www.ncsl.nist.gov/

» Center for Information Technology/Security:
http://www.cit.nih.gov/security.html

e SANS Institute: nttp://www.sans.org/newlock/home.htm

e Global Incident Analysis Center: http://www.sans.org/giac.htm

* IBM Emergency Response Service (ERS): http://www.ers.ibm.com/
e SecurityFocus.com: http://securityfocus.com/

e SecurityPortal.com: http://www.securityportal .com

e Securitywatch.com: http://www.securitywatch.com
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Info Security Magazine: http://www.infosecuritymag.com
SC Magazine: http://www.infosecnews.com

Network Computing: Security Technology Guide:
http://www.networkcomputing.com/core/core8.html

Tech Web: Security Tech Center:

http://www.planetit.com/techcenters/security
ZDNET/Security: http://www.zdnet .com/enterprise/security/
IBM Security Services

~http://www.ibm.com/security/services
~http://www.ibm.com/services/e-business/security

Mail Abuse Prevention System (MAPS): http://www.mail-abuse.org/

Purdue University Intrusion detection projects:
http://www.cerias.purdue.edu/coast/ids/

Denial of Service attacks:
http://www.cert.org/tech tips/denial of service.html#3
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Chapter 2. AS/400 network security functions

© Copyright IBM Corp. 2000

Section 1.3, “Network security technologies” on page 16, provides an overview of

the network security technologies used to build security gateways to protect
private networks connected to the Internet. Most of these technologies are

natively implemented on the AS/400 system.

The following protocols are used by the AS/400 system to provide various

degrees of security services in a computer network. They are introduced later in

this chapter.

* |P filtering
Network Address Translation (NAT)
Virtual Private Networking

— IP Security (IPSec)

— Layer 2 Tunneling Protocol (L2TP)

* Proxy server
Secure Sockets Layer (SSL)

DNS server

Mail relay

Figure 7 illustrates where these security solutions fit within the TCP/IP layers.

-HTTP Proxy
Applications - DNS server
- SMTP mail relay
TCP/UDP - SOCKS
(transport) - SSL
IP - IPSec (AH, ESP)
(Internetwork) - Packet filtering
Network
Interface - L2TP
(Data Link)

Figure 7. Security solutions in the TCP/IP layers

Important: For information on security considerations for AS/400 TCP/IP communi-

cations and applications, refer to Tips and Tools for Securing Your AS/400,

SC41-5300, and the AS/400 Information Center article “IBM SecureWay: AS/400 and

the Internet’”.
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2.1 AS/400 IP packet filtering implementation
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Internet Protocol (IP) packet filtering is the core component of any security server
such as firewalls, routers, and hosts. IP packet security was introduced as part of
V4R3 0S/400. In V4R4, the IP packet filtering component was enhanced to
support VPN. You must use IP packet security to create and apply VPN policy
filter rules.

IP filtering configuration user interface on the AS/400 system can be accessed
using Operations Navigator by clicking Network->IP Security->IP Packet
Security (Figure 8).
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‘%llﬁl Xll @llol 2 minutes old
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g Azl IE Wirtual Private Metworking Stopped Secure connections and policies
4302

E5 Job Management

0B Configuration and Service

E-b g Network
F‘

Servers

1BM Metwark Stations

B@ Intemet b
H-fgll Security

H-§if® Users and Groups

[+ Database

F-a2 File Systems

-5 Mulimedia

[ Backup
[]---@ Application Development
- AsDB
<8 =l | ol
[1- 2 of 2 obiject(s) [ i

Figure 8. AS/400 IP packet security in Operations Navigator

The GUI for IP packet security in Operations Navigator provides syntax checking
and validation of filter rules in the filter file and shows the interface to create a
filter rule. Figure 9 shows the interface to create or edit a filter rule.
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Figure 9. Creating a filter rule with the Operations Navigator GUI

The filter files created with Operations Navigator are stored in the integrated file
system (IFS) with extension I3P (filter_file_name.i3p). If you prefer to manipulate
the filter rules using a standard ASCII editor, you can download the ascii2i3p.exe
utility from: http://www.as400.ibm.com/tcpip

This utility converts an ASCII file created with a PC editor (for example, NotePad)
to a unicode file that the AS/400 filtering component can read.

You can configure the filters to log each packet that matches the entry by
specifying Journaling FULL. The filter entries are logged in the
QUSRSYS/QIPFILTER journal.

2.1.1 AS/400 IP packet filtering documentation

You can find detailed information on AS/400 IP packet filtering in the following
sources:

* AS/400 Information Center article “Network Security - IP Packet Security” at:
http://www.as400.1ibm.com/infocenter

* Appendix A, “Services, ports, and master filter files” on page 373
e V4 TCP/IP for AS/400: More Cool Things Than Ever, SG24-5190

* AS/400 Internet Security: Implementing AS/400 Virtual Private Networks,
SG24-5404

* Operations Navigator online help
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2.1.2 AS/400 IP filtering scenarios
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In this section, we present two examples to help you understand the filtering
process. The first example shows the AS/400 system as a security gateway that
connects two networks. The filters on the gateway control the traffic from the
untrusted network that attempts to access the trusted network.

The second example shows the AS/400 system as a host. The filters on the host
control the traffic that attempts to access this AS/400 system. Refer to Appendix
A, “Services, ports, and master filter files” on page 373, for more information
about the AS/400 IP packet filtering implementation.

2.1.2.1 AS/400 system as a security gateway

Figure 10 shows an AS/400 security gateway placed between the untrusted
network (also called non-secure, and sometimes public) and the trusted network
(also called secure network or private network). It is important to understand that,
in the role of security gateway as presented in this example, the AS/400 system is
neither the source or destination of the traffic. It performs the function of a router
between two networks.

The characteristics of this example are:

* The AS/400 system acting as security gateway has two physical interfaces,
which are shown as interface fll and B in Figure 10.

Interface [l is connected to the non-secure or untrusted network.

Line description public is defined over the physical interface connected to the
untrusted network.

Interface B is connected to the secure or trusted network.

Line description internal is defined over the physical interface connected to
the trusted network.

IP forwarding is enabled on the AS/400 security gateway.

%ogtg: Enabling IP datagram forwarding on the AS/400 system causes the IP layer to
forward Internet Protocol (IP) datagrams between different networks. Use the Change
TCP/IP Attributes (CHGTCPA IPDTGFWD (*YES) ) command to specify that the IP layer must
act as a gateway.

To understand the flow of the datagrams and how the filter component on the
AS/400 system controls the traffic, position yourself on the interface where the
filters are active.

AS/400 Internet Security Scenarios: A Practical Approach



Secure Non-secure

|
i
%

|
Securitinateway

Telnet
server

Untrusted

10.1.1.10 Network

2

Trusted
Network
10.1.1.0
255.255.255.0 [}
V_%

LIND = internatC  Inbound Outbound D | Np = public

B Outbound Inbound

n Jim

I

i
i
|
i
i
i

Figure 10. Datagrams flowing through an AS/400 security gateway

The objective of this example is to show you the filter rules that you need to
configure in the security gateway to allow only Telnet requests from the client to
the Telnet-SSL port of the server in the internal network.

The following filter rules are defined on the non-secure interface:

e Permit inbound packets from the non-secure network (IP address any (*)) to
the SSL-Telnet server (IP address 10.1.1.10, mask 255.255.255.255, and port
992). This rule is shown as A in Figure 10.

FILTER SET = NONSECURE ACTION = PERMIT DIRECTION = INBOUND
SRCADR = * DSTADR = 10.1.1.10 PROTOCOL =TCP
DSTPORT = 992 SRCPORT > 1023 FRAGMENTS = NONE JRN = OFF

* Permit outbound packets from the SSL-Telnet server to the non-secure

network. This rule is shown as D on Figure 10.

FILTER SET = NONSECURE ACTION = PERMIT DIRECTION = OUTBOUND

SRCADR = 10.1.1.10 DSTADR = * PROTOCOL =TCP

DSTPORT > 1023 SRCPORT = 992 FRAGMENTS = NONE JRN = OFF

Define a filter interface associated with the AS/400 interface connected to the

non-secure network. Add the NONSECURE set name to it.

FILTER INTERFACE INTERFACE=PUBLIC SET = NONSECURE

On the secure interface, you may decide not to control the traffic at all and,
therefore, not to configure filters on this interface. If you prefer to filter the traffic
on the secure interface to add an additional level of control, configure the
following filter rules:

* Define the address to configure the internal network subnet:
ADDRESS Internal IP=10.1.1.0 MASK 255.255.255.0 TYPE = TRUSTED

Note: The Type parameter is ignored. It is only used for Network Address
Translation (NAT) configuration.
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¢ Permit all inbound and outbound traffic to and from the internal network:

FILTER SET = SECURE ACTION PERMIT DIRECTION = *
SRCADR = Internal DSTADR = Internal PROTOCOL = *
DSTPORT = * SRCPORT = * FRAGMENTS = NONE JRN = OFF

T@Ip: The only time a direction of both (*) applies in a filter rule is when the source and
destination IP addresses are the same and the source and destination ports are the

same.

¢ Permit outbound traffic from the non-secure network to the SSL-Telnet server.
This rule is shown as B on Figure 10 on page 29.

FILTER SET = SECURE ACTION = PERMIT DIRECTION = OUBOUND
SRCADR = * DSTADR = 10.1.1.10 PROTOCOL = TCP
DSTPORT = 992 SRCPORT > 1023 FRAGMENTS = NONE JRN = OFF

¢ Permit inbound traffic from the SSL-Telnet server to the non-secure network.
This rule is shown as C on Figure 10 on page 29.

FILTER SET = SECURE ACTION = PERMIT DIRECTION = INBOUND
SRCADR = 10.1.1.10 DSTADR = * PROTOCOL = TCP
DSTPORT > 1023 SRCPORT = 992 FRAGMENTS NONE JRN = OFF

¢ Define a filter interface associated with the AS/400 interface connected to the
secure network. Add the sSecure set name to it.

FILTER INTERFACE INTERFACE=INTERNAL SET = SECURE

2.1.2.2 AS/400 system as a host

Figure 11 shows an AS/400 system as a host. In this case, the IP filters control
the traffic attempting to flow inbound to and outbound from the host AS/400
system. The AS/400 system is connected only to the internal or secure network.
In this role, the AS/400 system is the source or destination of the traffic.

The characteristics of this example are:

* The AS/400 system acting as host has a single physical interface shown as
interface fl in Figure 11.

* Interface l is connected to the secure or trusted network.

* Line description TRNLINE is defined over the physical interface connected to
the trusted network.

* |P forwarding is not enabled on the AS/400 host.
The objective of this example is to show you the filter rules that you need to
configure in the host to allow only Telnet requests from the client to the
Telnet-SSL port of the server.
The following filter rules are defined on the interface:
* Define an address to configure the internal network subnet:
ADDRESS Internal IP=10.1.1.0 MASK 255.255.255.0 TYPE = TRUSTED

Note: The Type parameter is ignored. It is only used for NAT configuration.
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¢ Permit all inbound and outbound traffic to and from the internal network.

FILTER SET = HOST ACTION = PERMIT DIRECTION = *
SRCADR = Internal DSTADR = Internal PROTOCOL = *

DSTPORT = * SRCPORT = * FRAGMENTS = NONE JRN = OFF

* Permit inbound packets from the non-secure network (IP address any (*)) to
the SSL-Telnet server (IP address 10.1.1.10, mask 255.255.255.255, and port
992).

FILTER SET = HOST ACTION = PERMIT DIRECTION = INBOUND

SRCADR = * DSTADR = 10.1.1.10 PROTOCOL = TCP
DSTPORT = 992 SRCPORT > 1023 FRAGMENTS = NONE JRN = OFF

* Permit outbound packets from the SSL-Telnet server to the non-secure
network:

FILTER SET = HOST ACTION = PERMIT DIRECTION = OUTBOUND
SRCADR = 10.1.1.10 DSTADR = * PROTOCOL =TCP
DSTPORT > 1023 SRCPORT = 992 FRAGMENTS = NONE JRN = OFF

¢ Define a filter interface associated with the AS/400 interface connected to the
secure network. Add the #osT set name to it.

FILTER INTERFACE INTERFACE=TRNLINE SET = HOST
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SecurityiGateway

Untrusted

10.1.1.10 Network Client

Trusted

—
Network
10.1.1.0
255.255.255.0 [l
—

!
=
i

Fire\fNaII

Figure 11. IP filtering on the host AS/400 system

2.1.3 When to use AS/400 IP packet filtering

Primarily, use the OS/400 IP packet filtering support as a host security
mechanism in a configuration like the one described in the previous section. In
this role, the OS/400 IP packet filtering is used as a second level of defense
protecting the AS/400 server behind a security gateway such as a firewall or
router. You can find several examples that illustrate this use in this redbook. Refer
to Chapter 8, “Screened host architecture” on page 171, Chapter 9, “Screened
subnet architecture” on page 195, and Chapter 11, “Network security in an ASP
environment” on page 269, for examples of using AS/400 IP filters to protect the
host.
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You can also use the OS/400 IP packet filtering support as first line of defense if
you are using your AS/400 system as a security gateway. The configuration in this
case is similar to the one describe in 2.1.2.1, “AS/400 system as a security
gateway” on page 28. We recommend that you exercise extreme caution when
using this approach since an error in the filters configuration could lead to very
serious security exposures. If a user with the appropriate level of authority
disables the filters accidentally, your entire network is at serious risk. For
examples using the AS/400 system as a security gateway, refer to Chapter 6,
“Small office with dial-up Internet connection” on page 93, and Chapter 7, “Small
office with a permanent Internet connection” on page 135.

Another scenario where the use of the AS/400 system as a security gateway
applies is in an intranet environment separating subnets within an internal
network. You can use OS/400 packet filtering in the AS/400 system acting as a
security gateway to control access to a subnet where systems holding
confidential applications or data reside. Similarly, you could use the AS/400
system as a security gateway when connecting two business partner networks
over a private link.

2.2 AS/400 NAT implementation

32

Network Address Translation (NAT) was introduced as part of 0S/400 V4R3. NAT
configuration on the AS/400 system is through Operations Navigator IP packet
security, the very same interface used for IP packet filtering configuration
described in 2.1, “AS/400 IP packet filtering implementation” on page 26.

The implementation of NAT on the AS/400 system takes three forms:

e Masquerade, or hide, NAT
* Static, or map, NAT
* Masquerade, or hide “port-mapped”, NAT

Masquerade, or hide, NAT is primarily used to enable clients in your internal
network with private IP addresses assigned to access the public network. This is
accomplished by translating the client’s private address (trusted address) to the
public address of the AS/400 gateway (border address). This is the scenario in
which we use AS/400 native NAT support in this redbook.

Static, or map, NAT is primarily used to enable systems in the public network to
access servers in your internal network by translating the actual internal server
address to a public address. This is a one-to-one mapping of the IP address.
There is no port translation. Figure 12 illustrates this form of NAT.
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Figure 12. OS/400 static or map NAT

We do not use this form of NAT in the AS/400 system in this redbook’s scenarios.
In scenarios where we show public servers in the internal network, the static NAT
function is implemented in the Cisco router security gateway, which represents
the first layer of defense.

Masquerade, or hide “port-mapped” NAT, is used primarily to enable systems on
the public network to access servers in your internal network. Both IP address
and port are translated. For example, you could have an HTTP server on the
internal network bound to IP address 10.1.1.1 and port 5000 being accessed from
the public network using IP address 204.222.180.5 and port 80. The conversation
can be initiated from either network. Therefore, it also enables clients in the
internal network to access systems in the public network. Port-mapping is smaller
granularity than static; only a specific port for each IP address is translated rather
than the entire IP address and port range. Port-mapping does not support ICMP
because it has no ports: only UDP and TCP are supported. We do not use this
form of NAT in the AS/400 system in this redbook’s scenarios. In scenarios where
we show public servers in the internal network, the NAT function is implemented
in the Cisco router security gateway, which represents the first layer of defense.

You can configure the NAT rules to log NAT activity by specifying Journaling
FULL. NAT is logged in the QUSRSYS/QIPNAT journal.

2.2.1 AS/400 NAT documentation

You can find detailed information on AS/400 NAT implementation in the following
sources:

* AS/400 Information Center article “Networking Security - IP packet security”
at: http://www.as400.ibm.com/infocenter

* V4 TCP/IP for AS/400: More Cool Things Than Ever, SG24-5190

» Operations Navigator online help

2.2.2 AS/400 masquerade or hide NAT

Masquerading is used to allow the private network to hide behind and be
represented by the address bound to the public interface of the NAT machine. In
most situations, this is the address that has been assigned by an ISP that may be
dynamic in the case of a PPP connection. This type of translation can only be
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used for connections originating within the private network destined for the
outside public network. Each connection out is maintained by using a different
source (client) IP port number.

The main characteristics of hide NAT are:

* A private IP address or a range of IP addresses are hidden behind a single
public IP address on the AS/400 gateway performing NAT.

* Only clients in the internal network can initiate the connection that improves
security.

» Translation is done for outgoing packets, and incoming packets are translated
back and redirected to original destination.

* Internal port numbers are associated with random port numbers. This means
that both, the address and the port number are hidden from the public
network.

* The registered address on the NAT machine is a usable interface outside of
NAT.

* A single public interface supports multiple simultaneous conversations.

2.2.2.1 Address types

When using NAT, there are three address types that you must configure in the
Defined Addresses rules:

* Trusted: Used for internal or private addresses. These addresses are hidden
from the public network.

e Untrusted: Used for external or public addresses.

* Border: Used for addresses that are public and that form a boundary between
trusted and untrusted networks. This is the public address on the AS/400
gateway to which the internal address or addresses are translated. Figure 13
illustrates these concepts.

UNTRUSTED addresses

BORDER address

TRUSTED addresses
Internal Network

Figure 13. NAT address types
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2.2.2.2 AS/400 hide NAT example
Figure 14 shows an example of how NAT masquerade or hide NAT works.
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Figure 14. NAT masquerade or hide NAT flow example

The internal client with TRUSTED IP address 10.1.1.10 wants to communicate
with a host on the external network with the UNTRUSTED IP address 192.10.1.5.
The hide NAT function of OS/400 performs the address translation. The local host
is attempting to connect to the remote host through local port 1024 and the
remote port 23 (a Telnet session). The request is taken up by the AS/400
gateway, which translates the IP address of the local host to its the public
interface address (BORDER) and translates the local port number to a random
number out of the local pool of addresses. An entry is made in the dynamic
mapping table for this translation so that, when an inbound reply is received, the
AS/400 system should be able to route it to the exact destination. The packet
arrives at the remote host with these changes and the remote host sees it as the
address of the actual machine trying to communicate with it. It responds to the
same port number and IP address. The AS/400 system, upon receiving the
packet, will reverse translate it. There will be an entry for every outbound
communication request in the table maintained by the AS/400 for each individual
host. This mechanism provides for multiple conversations to multiple systems at
the same time through one single interface address. The important point to note
is that only the client stations on the local network can initiate a connection to the
outside world. This provides an excellent security feature.

In combination with this NAT function, IP filtering rules can be activated at the
same time, which will ensure that no IP packet goes out or gets in without proper
security controls.

2.2.2.3 Configuring masquerade or ‘hide’ NAT
To configure hide NAT on the AS/400 system, you must:

* Configure one defined address type TRUSTED with the internal address or
address range.

* Configure one defined address with the AS/400 gateway public IP address
type BORDER.

» Configure a hidden address (HIDE) NAT rule.
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Figure 15 shows a configuration example.

HIDE pcs BEHIND public TIMEOUT = 16 MAXCON = 64 JRN = OFF

ADDRESS public IP = 208.222.151.20 TYPE = BORDER

ADDRESS pcs IP = 10.160.100.50 THROUGH 10.160.100.254 TYPE = TRUSTED

Figure 15. NAT hide rule syntax

Chapter 7, “Small office with a permanent Internet connection” on page 135,
presents a scenario using hide NAT. Refer to 7.6.1, “Configuring NAT on the
AS/400 system” on page 152, for details on the NAT configuration in that
scenario.

2.2.2.4 Configuring NAT masquerade on a PPP link

By selecting the Hide address (full masquerading) check box as shown in Figure
16, in the Point-to-Point (PPP) connection profile configuration, all outbound IP
traffic will have its source IP address translated to the IP address of the PPP link.
The source port is also modified, so that return IP traffic can be properly
associated with the correct conversation, and have its destination IP address and
destination port changed back to the correct values.
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Figure 16. Configuring masquerade NAT over PPP

Chapter 6, “Small office with dial-up Internet connection” on page 93, presents a
scenario using NAT on a PPP link. Refer to 6.4.1, “Configuring NAT over a PPP
link” on page 105, for details on the NAT configuration in that scenario.
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2.2.3 NAT and IP packet filter processing order

The actual order of processing of the NAT and IP packet filter functions is shown
in Figure 17. IP datagrams arriving at an interface (inbound) are first processed
by the NAT function and afterwards by the IP packet filter rules. IP datagrams
destined for other hosts (outbound) are first processed by the filter rules and then
processed by the NAT function.

IP Forwarding

A I—| | 1 Outbound
Inbound | NAT Fil Fil
itbound | | a |
Outboun | Fil i - Inbound

Interface 1 Interface 2

Figure 17. Packet flow through the NAT and IP packet filtering functions of OS/400

Table 2 summarizes the process order.

Table 2. Order process summary

Direction Function
Inbound 1. NAT
2. Filter rules
Outbound 1. Filter rules
2. NAT

2.2.4 When to use AS/400 NAT

Primarily, use OS/400 masquerade or hide NAT when you use the AS/400 system
as a security gateway directly connected to the public network. Hide NAT enables
the internal clients with private IP addresses to access the public network as
explained in 2.2.2, “AS/400 masquerade or hide NAT” on page 33. You can find
examples of this configuration in Chapter 6, “Small office with dial-up Internet
connection” on page 93, and Chapter 7, “Small office with a permanent Internet
connection” on page 135.

Use 0S/400 port-mapped NAT to enable clients on the public network to access
public servers in your internal network. In scenarios like this one, you may use a
security gateway as a first line of defense, but you may prefer to use AS/400 NAT
support because either the security gateway doesn’t support NAT or using the
AS/400 NAT support gives you better control over the configuration.

Use static NAT in scenarios where you need to translate the IP address and the
entire range of ports bound to it.

2.3 AS/400 VPN implementation

IBM makes native VPN support available to AS/400 customers in V4R4 at no
extra charge. However, you must have the following software installed on your
AS/400 system to be able to configure an OS/400 VPN:
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* 0OS/400 V4R4 (5769-SS1)

* DCM (5769-SS1, option 34)

* Client Access Express for Windows (5769-XE1)

» Cryptographic Access Provider (5769-AC2 or 5769-AC3)

0S/400 implements the latest versions of the IPSec protocols (AH, ESP, and IKE)
and, in V4, supports authentication through pre-shared keys. OS/400 VPN also
supports the manual tunnels that you need to configure if the remote VPN partner
doesn't support IKE.

In addition, OS/400 supports the Layer 2 Tunneling Protocol (L2TP). L2TP is
used primarily but not exclusively in remote-access scenarios to extend corporate
network address space over the Internet to remote dial-in clients. L2TP tunnels
Point-to-Point Protocol (PPP) traffic and can be considered a successor to the
Point-to-Point Tunneling Protocol (PPTP) and Layer 2 Forwarding (L2F). To
achieve robust security, L2TP must be used in combination with IPSec. The
Point-to-Point Connection Profiles configuration GUI in Operations Navigator has
been enhanced to include L2TP.

A Java configuration GUI with scenario-based wizards are provided and
integrated into the AS/400 Operations Navigator. Access OS/400 VPN
configuration through Operations Navigator Network -> IP Security -> Virtual
Private Networking.

2.3.1 AS/400 VPN documentation

You can find detailed information on AS/400 VPN in the following sources:

* AS/400 Internet Security: Implementing AS/400 Virtual Private Networks,
SG24-5404

e AS/400 Information Center article “Network Security - Virtual private
networking”

» Operations Navigator online help

* AS/400 VPN home page: http://www.as400.1ibm.com/tcpip/vpn/

2.3.2 When to use AS/400 VPN support
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VPNs are a convenient and secure way to communicate with your remote users,
branch offices, and business partners over the Internet. VPN is ideal in situations
where you want to simulate the characteristics of a private network over public
links. AS/400 VPN implementation supports all these environments.

The AS/400 system supports remote-access VPN scenarios with dynamic IP
users. The ISP randomly assigns IP addresses to remote dial-in clients. AS/400
VPN configuration includes two options to support the remote dial-in clients
scenario. Use the Host-to-Dynamic IP Users option if the remote clients will
access only this AS/400 system through the VPN. Use the Gateway-to-Dynamic
IP Users option if this AS/400 system is acting as a gateway between the remote
client on the Internet and other hosts in the internal network. In addition, if you
want to extend your corporate IP address space to your remote clients by
assigning internal IP addresses to them to make the clients appear as if they
were directly connected to the internal network, you can use the AS/400's L2TP
support in the role of an L2TP Network Server (LNS). Refer to 7.4, “Configuring a
VPN connection to support remote VPN clients” on page 147, and to Chapter 12,
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“Remote access with Windows 2000 VPN clients” on page 305, for configuration
examples.

You can use AS/400 VPN support to connect remote branch offices to the
corporate network. A VPN could enable you to extend secure connectivity over
the Internet to remote sites that would otherwise be too costly to connect over
private links. A gateway-to-gateway VPN is usually used to connect two networks
that belong to the same company. In a gateway-to-gateway VPN, the secure
tunnel is established between the two gateway systems. Your AS/400 system can
act as a VPN gateway. Other hosts in the networks use the tunnel, but they don't
need to support VPN functions. Data flows in the clear in internal networks behind
the gateways, but this is acceptable in a branch office scenario where the
partners fully trust each other. The L2TP protocol can be used in this environment
in combination with IPSec if you need to extend your corporate address space to
the remote branch office. A VPN is also a good choice if you are replacing remote
controllers with AS/400 LANs. Refer to Chapter 10, “Branch office VPN gateway
to corporate office” on page 225, for an example of this scenario.

You can use AS/400 VPN support in business-to-business communications. A
VPN provides an excellent solution to connect business partners and suppliers
securely anywhere in the world over the Internet. In this scenario, however, the
partners don't fully trust each other. Host-to-host VPNs guarantee that secure
traffic starts and ends on the intended partner's host, and traffic doesn't flow in
the clear in the partner's network. This scenario is implemented as a host-to-host
tunnel within a gateway-to-gateway tunnel between the firewalls that protects the
access to both partners' networks. Unlike the branch office scenario where it is
acceptable that the data flows in the clear in the remote partner's network (since
both partners belong to the same company), in a business-to-business scenario,
the partners don't trust each other's networks. They want to have their traffic
protected right to the data endpoint of the VPN connection. You can also limit the
applications allowed in the secure tunnel. For example, you can configure the
VPN to allow Telnet from A to B only; no other TCP/IP application, such as FTP,
could use the tunnel. Even B could not Telnet to A. You can configure your
AS/400 system to be a host in a host-to-host or host-to-gateway VPN, which is
very suitable for an extranet environment. Refer to Chapter 11, “Network security
in an ASP environment” on page 269, for configuration examples.

2.4 AS/400 HTTP proxy server implementation

Conceptually, an HTTP proxy server is a server to which a client can ask to
retrieve documents on its behalf from other servers. An HTTP proxy server has
two primary functions. It centralizes or funnels requests through a centralized
point, and it provides caching capability. The proxy server performs as both an
HTTP server to its clients and as a client to the next server in a possible chain of
servers.

You can configure IBM HTTP Server for AS/400 to handle HTTP proxy requests
in addition to regular HTTP requests. The HTTP server may be configured to
function solely as an HTTP proxy or to function concurrently as both an HTTP
proxy and a regular HTTP server.

Chapter 2. AS/400 network security functions 39



The main functions of IBM HTTP Server for AS/400 as a caching proxy server
are:

* Cache

* SSL tunnelling

e Proxy chaining to another HTTP or SOCKS server

* Access control

* Logging

e HTTP, FTP (FTP browser client), and Gopher support

IBM makes the HTTP server available on the AS/400 system at no extra charge.
The following software must be installed to configure and use the HTTP server as
a proxy/cache:

e IBM HTTP Server for AS/400 (5769-DG1)
e Digital Certificate Manager (DCM), option 34 of OS/400 (5769-SS1)

When an HTTP client is configured to use an HTTP proxy server, all requests are
sent to the HTTP proxy server, regardless of the actual location of the resource.
The HTTP proxy server forwards the request to the actual resource location,
receives the response, and forwards it to the originating client.

The wide success of SSL has made it vital that the HTTP proxy protocol be
extended. This allows an SSL client to open a secure tunnel through the proxy.
Some Web browsers, such as Netscape Navigator, use SSL tunneling to
establish a secure connection to the destination server through the proxy. The
proxy can be a base or secure server.

Using SSL tunneling, the proxy does not have access to the data transferred
between the client and the destination server in either direction. Certificates are
exchanged between the client and server and the proxy is not involved. The
proxy only knows the source and target addresses for the information as well as
any user authentication information.

Figure 18 shows the use of IBM HTTP Server for AS/400 as a proxy server.
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Proxy Access control HostName itsoproxy
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ACLOverride Off Prox d
Mask all@10.160.*.* roxy *:443 i
AuthType Basic Enable CONNECT /¥ SSL tunneling

ServerlD Proxy_Authentication
UserID %%SERVER%%
Protect http:* Proxy_Prot
Protect https:* Proxy_Prot

Figure 18. Using IBM HTTP Server for AS/400 as a caching proxy
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HTTP clients always interface to HTTP proxies using the HTTP protocol. They

may, however, make requests to servers with non-HTTP protocols such as FTP,
WAIS or Gopher. In those cases, the HTTP proxy server transparently handles
the interface for the client (the interface code is contained in the proxy code; a

call is not made to the FTP client for example).

HTTP proxy server has become the standard method of passing through
firewalls. Most commercial Web clients (browsers) are easily configured to
interface to an HTTP proxy server. Additionally, clients don’t need to have
separate, specially modified code to handle other protocols such as FTP or
Gopher.

Another major benefit of the HTTP proxy server lies in its caching ability. Caching
reduces network bandwidth demands as commonly accessed documents are
retrieved from the HTTP proxy server cache rather than actually accessing the
remote server. Sometimes, proxies are cascaded behind a firewall, as shown in
Figure 18, for the express purpose of increasing the caching capability of an
internal network.

A proxy server can link to a firewall machine that has a socks or proxy server. The
proxy server is chained to the firewall server and the firewall server links to the
Internet. If the proxy server uses the socks server in the firewall, the proxy server
is also known as a socksified proxy.

You can use your server's protection function to control which internal clients can
use your server as a proxy, and therefore, access the Internet.

Some of the advantages of using a proxy server are:

* |t can act as a secure gatekeeper, managing the HTTP sessions between your
internal network and Internet hosts, without compromising security.

* When configured as a caching proxy, the proxy server caches returned Web
pages from requests that are made by all proxy server users. Consequently,
when users request a page, the proxy server checks whether the page is in
the cache. If it is, the proxy server returns the cached page. By using cached
pages, the proxy server is able to serve Web pages more quickly, which
eliminates potentially time-consuming requests to the Internet Web server.
The performance advantages of cache are more significant if the users tend to
request the same pages from Internet Web sites and if the link connecting to
the ISP is relatively slow.

* |t hides the private IP addresses of the internal clients behind a single public
registered IP address.

* The proxy server provides very good logging. It can log all URL requests for
usage tracking. You can then review the logs to monitor use and misuse of
network resources.

* The proxy server logs requests that were fulfilled from cache. This log helps to
understand how effectively the cache is being used.

¢ |t can log which internal hosts are accessing various Web sites through your
AS/400 proxy server or which internal hosts are accessing entries cached on
your proxy server.

* It can be configured to require user authentication before allowing access to
the Internet.
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* |t can be configured to limit the sites that users can access through the proxy
server.

* |P forwarding does not need to be enabled on you AS/400 security gateway.

=

Note: One of the main limitations of a proxy server is that it is application dependent.
The proxy server provided with IBM HTTP Server for AS/400 supports HTTP, FTP, and
Gopher.

2.4.1 AS/400 HTTP proxy server documentation

For detailed information about configuring the AS/400 HTTP server as a caching
proxy, refer to the following sources:

e HTTP Server for AS/400 Webmaster’s Guide V4R4, GC41-5434. You can
download the PDF file from:
http://www-4.1ibm.com/software/webservers/httpservers/doc/var4 /wng/
RZAG2MST . PDF

* IBM HTTP Server for AS/400 configuration online help

2.4.2 Proxy server versus NAT
Table 3 compares some functions of NAT and the proxy server.

Table 3. AS/400 NAT versus proxy compared

Feature Proxy NAT
Internal address hiding Yes Yes
Number of public IP address | 1 At least 1 (pool for better
required performance)
Cache Yes No
Logging Yes No
Access control/user Yes No
authentication
Services HTTP, HTTPS, FTP, Gopher | Almost all
Client configuration Required No
IP forwarding required No Yes
Performance Better if cache is used Better if cache is not used

2.4.3 When to use the AS/400 HTTP proxy server

Primarily, use the AS/400 proxy server when you use the AS/400 system as a
security gateway directly connected to the public network. The proxy server
enables the internal clients with private IP addresses to access the public
network using the server’s public IP address. You can find examples of this
configuration in Chapter 6, “Small office with dial-up Internet connection” on page
93, and in other chapters. The proxy cache can significantly improve the
response time for the internal clients accessing Internet Web servers and also
reduce network traffic. Chapter 6, “Small office with dial-up Internet connection”
on page 93, includes an example of using AS/400 caching proxy.
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You can also use the AS/400 caching proxy as an internal server to take
advantage of its cache and access control capabilities. Configure the internal
AS/400 proxy server to chain to a security gateway SOCKS or proxy at the
network boundaries.

2.5 AS/400 SOCKS support

The AS/400 system does not provide SOCKS server support. However, the
AS/400 system provides SOCKS client support. AS/400 client SOCKS support
operates with any SOCKS server that supports Version 4 SOCKS protocols. For
information on how to configure AS/400 SOCKS client support, refer to the
AS/400 Information Center article “Configuring AS/400 client SOCKS support”
and the redbook V4 TCP/IP for AS/400: More Cool Things Than Ever,
SG24-5190.

2.6 AS/400 SSL and TLS implementation

With the Secure Sockets Layer (SSL) protocol, you can establish secure
connections between AS/400 SSL-enabled TCP/IP servers and their clients.

V4R5 includes support for Transport Layer Security (TLS), the latest protocol
update to the industry accepted SSL support. TLS is the industry-standard,
definition of SSL. The TLS protocol is defined as part of RFC 2246, The TLS
Protocol.

The TLS protocol, as defined in RFC 2246, is an evolutionary upgrade of the SSL
Version 3.0 protocol. 0S/400 has supported SSL Version 3.0 and previous SSL
protocol versions since V4R1. TLS Version 1 and SSL Version 3 share the same
basic record construction and line flows. TLS provides the same function as SSL
and is compatible with SSL but includes some new features and clarifications of
protocol flows for areas ill-defined by the SSL protocol definition. The major goal
of TLS was to standardize the SSL definition and implementations, to make the
SSL protocol more secure, and to make the specification of the protocol more
concise and complete.

Supporting TLS on the AS/400 system allows AS/400 customers and business
partners to continue to have access to and take advantage of the latest
technology implementation of Internet application security enablement in the
industry. TLS support is automatically part of any SSL-enabled application, such
as the HTTP server and TELNET server. The capability to enable TLS for
business partner or customer provided SSL applications is enabled via parameter
values on the OS/400 SSL APls.

IBM makes SSL support available on the AS/400 system at no extra charge. The
following software must be installed:

e Digital Certificate Manager (DCM), option 34 of OS/400 (5769-SS1)

* TCP/IP Connectivity Utilities for AS/400 (5769-TC1)

e IBM HTTP Server for AS/400 (5769-DG1)

* One of the IBM Cryptographic Access Provider products: 5769-AC1 (40-bit),
5769-AC2 (56-bit), or 5769-AC3 (128-bit). The bit size for these products
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indicates the varying sizes of the digital keys that they employ. A higher bit
size results in a more secure connection.

* One of the AS/400 client encryption products, 5769-CE1 (40-bit), 5769-CE2
(56-bit), and 5769-CE3 (128-bit) if you want to use SSL with Client Access/400
Express for Windows, including Operations Navigator.

Use Digital Certificate Manager (DCM) to manage digital certificates. You can use
DCM to request a certificate from an Internet Certificate Authority (CA). DCM also
allows you to configure the AS/400 system as an intranet CA.

2.6.1 AS/400 SSL documentation

You can find detailed information on AS/400 SSL configuration and
implementation in the following sources:

¢ AS/400 Information Center article at: http://www.as400.ibm.com/infocenter
Look for the following articles:

— Securing applications with SSL
— Digital Certificate Management
— SSL programming protocols

— Secure Sockets Layer (SSL) API

* AS/400 Internet Security: Developing a Digital Certificate Infrastructure,
SG24-5659

2.6.2 AS/400 SSL-enabled servers and clients

Table 4 shows the SSL-enabled servers and corresponding clients available on
the AS/400 system in V4.

Table 4. AS/400 SSL-enabled servers and clients

SSL-enabled servers SSL-enabled clients
HTTP SSL-enabled browsers (for example,
Note: Client authentication support Netscape, Internet Explorer)
Telnet - CA400 Express PC5250
- HOD 3.0 or later
Note: Client authentication support - PCOMM 4.3 or later

- Other vendors SSL-enabled TN5250
Note: HOD V4 supports Client
authentication.

Management Central endpoint system - Management central central system
- Operations Navigator

Management Central central system - Operations Navigator

LDAP - SSL-enabled browser
- LDAP commands with -Z (SSL) and -K
(Key database file) options

DDM/DRDA - AS/400 Toolbox for Java
- Client Access OLE DB
provider

- Other vendors DRDA
application requester
products or DDM file 1/0
client that supports SSL

44  AS/400 Internet Security Scenarios: A Practical Approach



SSL-enabled servers SSL-enabled clients

Programs developed with AS/400 Developer | Appropriate client
Kit for Java (can be server or client program)

Appropriate server Client application developed with the AS/400
Developer Kit for Java

2.7 VPN versus SSL

Running services over SSL provides encryption and, therefore, confidentiality.
Data and passwords do not flow in the clear. However, since only a few clients
and servers provide SSL client authentication, if valid AS/400 user IDs and
passwords were compromised, they can be used to remotely access your SSL
servers. Using a server certificate issued by your AS/400 local Certificate
Authority (CA) makes it more difficult for hackers to successfully access your
internal servers over SSL since they’d need to configure you CA as a trusted root
in their systems.

Secure Sockets Layer (SSL) is implemented in the transport layer (TCP/UDP),
and requires modification of the applications that use it. Only those TCP/IP server
and client applications written to SSL can use this protocol.

In contrast, secure tunneling protocols, such as IPSec, on which AS/400 VPN
support is based, are implemented in the network layer (IP) of the TCP/IP stack.
Network-layer security protocols provide blanket protection for the upper-layer
application without requiring modification of the upper-layer applications that use
the secure tunnel. Once a host supports IPSec, all TCP/IP applications are
protected without any changes to the application. This provides the virtual
network view of the interconnected VPN hosts.

It is important to note that, both the server and the client must be SSL-enabled to
participate in an SSL session. For example, in V4R4, the AS/400 Telnet server is
SSL-enabled, but the Telnet client is not. Therefore, you cannot use a Telnet
“green screen” session to access the Telnet server running over SSL. You need to
use an SSL-enabled 5250 emulator such as TN5250 from Client Access/400
Express, PCOM 4.3 or later, or Host on-Demand 3.0. Likewise, if the TCP/IP
server is not SSL-enabled (for example, the AS/400 FTP server is not
SSL-enabled in V4R4), using an SSL-enabled client is not sufficient to
successfully establish an SSL session.

To participate in a VPN connection, either the host or the intervening security
gateway must support compatible VPN protocols. At present, there are not many
VPN clients available for Windows 95/98, but IPSec and L2TP support are
standard in Windows 2000.

SSL offers more granularity than VPN. With SSL, you can decide to protect only
some applications while VPN protects all the traffic between the data endpoints.
When client authentication is supported, SSL allows you to authenticate each
application with different digital certificates or even the same application (for
example HTTP server) with different certificates depending on the server
requirements. VPN authenticates the VPN server.
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When using SSL to allow Internet clients to access servers behind a security
gateway, you need to create filters to permit access to each individual server port,
which makes the filter configuration more complex and error prone. When using
VPN for the same purpose, the only filters that you need to configure are those
that permit IKE and IPSec traffic through the security gateway.

Table 5 shows a comparison of SSL and VPN features.
Table 5. SSL and VPN features compared

Feature

SSL

VPN

Data confidentiality

Authentication

Server mandatory. Client
optionally. On AS/400, only
available with HODV4 and
HTTP browsers.

Yes (VPN server)

Requires application support | Yes No
Requires host support No Yes
Services SSL-enabled servers and All

clients.

Client configuration

Required for each
application.

Required for VPN server.

Filter configuration

Individual filter by service
(more complex).

IKE + IPSec filters (simpler
configuration).

Availability for Windows
clients

Most AS/400 SSL-enabled
servers have a
corresponding SSL-enabled
Windows client (see Table 4
on page 44).

Standard in Windows 2000

Limited offers for Windows
95/98 (for example, Safe
Net Soft-PK by IRE).

Performance

See note.

See note.

Note: For SSL and VPN up-to-date performance data refer to AS/400 Performance
Capabilities Reference - Version 4 Release 4, available online at:
http://publib.boulder.ibm.com/pubs/pdfs/as400/V4AR4APDF/AS4PPCP2 . PDF

2.7.1 When to use AS/400 SSL support
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Use SSL primarily when you want to provide confidentiality and server
authentication in transactions over the Internet. SSL is ideal for Web-based
applications where the remote client is a browser and both client and server
authentication with digital certificates can be used. The prospect users in this
scenario are either all Internet users (with a valid certificate if client
authentication is required) or a close group of users such as university students,
club members, and so on that have access to an application provided by the
institution to which they belong. Host on-Demand over SSL is an excellent
solution to give access to your AS/400 5250 applications to some users in a
business partner’'s company. HOD V4 supports client authentication and so does
the AS/400 Telnet server. The remote client only needs a browser that supports
SSL to access your AS/400 applications securely with this solution.

You can also use SSL to give traveling employees secure access to the corporate
network. However, in this scenario VPN is probably a better choice even when
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the limited availability of VPN clients for Windows 95/98 may make SSL a simpler
solution that is faster to implement.

Chapter 7, “Small office with a permanent Internet connection” on page 135,
includes examples using AS/400 SSL-enabled servers and clients.

2.8 AS/400 DNS implementation

AS/400 DNS server support is included in with OS/400 option 31 (5769-SS1
option 31). You can configure AS/400 DNS server as an internal DNS for your
company’s private domain or as a public DNS server being responsible for your
company’s public domain. Figure 19 shows the AS/400 DNS server in both roles.

Internal network e Primary for company's internal domain
e List of internal clients names and IP addresses
e Forwards off-site queries to either ASWeb DNS or ISP DNS
® Security:
® Restrict zone transfers
e Limit the hosts that can query this DNS to the internal network
e Acceptresponse to queries only from ISP or DMZ (filters)

ISP

.160.100.0 ISP
-7 ISPDNS  mail relay
-

ISP's
network
DMZ equipment

ASweb Public DNS e Primary forcompany's public domain
company.com e List of company's public servers: mail relay,
public Web server, public FTP server
e Forwards off-site queries to ISP DNS
® Security:
® Restrict zone transfers

Internal DN S
Company.com

Jin

i)
Jim

Tie
Jim—

Figure 19. AS/400 DNS as an internal and public DNS server

The main configuration characteristics of the internal DNS server are:
¢ Includes clients in the internal network.

* Forwards queries for hosts outside the internal domain (off-site queries) to the
ISP DNS or to the company’s public DNS server if there is one.

¢ Only accepts queries from internal clients.
* Only accepts zone transfers from other DNS server in the internal network.
* Only accepts responses to queries from the authorized DNS (ISP or
company’s public DNS). This is control by packet filtering rules.
The main configuration characteristics of the public DNS server are:
* Includes the company’s public servers (Web server, mail server, etc.).

* Forwards queries for hosts outside the domain (off-site queries) to the ISP
DNS.

* Accepts queries from Internet clients.

* Only accepts responses to queries from the authorized DNS (ISP DNS). This
is control by packet filtering rules.
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2.8.1 AS/400 DNS documentation

For detailed information about AS/400 DNS configuration, refer to:
* AS/400 center article “Networking - DNS”

* IBM redbook AS/400 TCP/IP Autoconfiguration: DNS and DHCP Support,
SG24-5147

2.8.2 When to use AS/400 DNS server

Primarily, use the AS/400 DNS as an internal DNS server to resolve host names
of systems in your internal network. Configure the AS/400 internal DNS server to
forward off-site queries to the ISP DNS or your public DNS server in the DMZ if
the internal clients need to resolve Internet host names. Chapter 6, “Small office
with dial-up Internet connection” on page 93, through Chapter 9, “Screened
subnet architecture” on page 195, shows scenarios with the AS/400 system as an
internal DNS server.

Use the AS/400 DNS server as a public DNS on the DMZ running on your public
server. Chapter 8, “Screened host architecture” on page 171, shows configuration
examples.

2.9 AS/400 SMTP implementation

You can use the SMTP support on the AS/400 system as your local mail server
(local Mail Transfer Agent (MTA)), as a mail relay, or both. As discussed in
Chapter 1, “Network security concepts and overview” on page 1, the most
common attacks against SMTP are spamming and mail bombing.

To protect your AS/400 SMTP support against spamming, you must avoid
configuring it as an open relay.

There are two SMTP servers provided by IBM and Lotus that can run on the
AS/400 system:

* OS/400 SMTP support, part of 5969-TC1 TCP/IP Connectivity Utilities for
AS/400

* Lotus Domino SMTP, part of 5769-LNT Lotus Domino for AS/400

2.9.1 0S/400 SMTP support: When to use 0S/400 SMTP
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The OS/400 SMTP support is shipped with the operating system at no extra
charge. When configured as a mail relay (forwarding mail outside the local mail
domain), you can set the following restrictions to prevent abuses:

* Allow access to known users only. Perform the following steps:
1. On the AS/400 command line, type:
CRTSRCPF FILE (QUSRSYS/QTMSADRLST) CCSID(500)

This creates a physical source file that is named
QUSRSYS/QTMSADRLST.

2. On the AS/400 command line, type:
STRSEU SRCFILE (QUSRSYS/QTMSADRLST) SRCMBR (ACCEPTRLY)

This creates a physical source file member.
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3. Enter one IP address and its subnet mask per line. The mask is optional,
for example: 10.160.0.0 255.255.0.0

4. End and start the SMTP server.

This allows only users in your internal network (10.160.0.0) to send mail to
Internet users via the SMTP mail relay. This configuration is appropriate when
you are using the SMTP server to relay mail from your internal clients to the
Internet.

* Reject mail from specific addresses. Perform the following steps:
1. On the AS/400 command line, type:
CRTSRCPF FILE (QUSRSYS/QTMSADRLST) CCSID (500)

This creates a physical source file that is named
QUSRSYS/QTMSADRLST.

2. On the AS/400 command line, type:
STRSEU SRCFILE (QUSRSYS/QTMSADRLST) SRCMBR (REJECTCNN)
This creates a physical source file member.

3. Enter one IP address and its subnet mask per line. The mask is optional.
For example: 10.160.0.0 255.255.0.0

4. End and start the SMTP server.

This restricts hosts in the network (10.160.0.0) to send mail to Internet users
via the SMTP mail relay. This configuration is appropriate when you know the
IP addresses of the systems that you want to prevent from using your SMTP

server.

—>
Note: Spamming prevention is available with the following PTFs:

— SF52864 (V4R2)
— SF53421 (V4R3)
— SF54014 (V4R4)
— Standard in VAR5

For more information, refer to the PTF cover letter and to AS/400 Information Center
al: http://www.as400.ibm.com/infocenter

Notice that you can set the restrictions based on the source systems IP
address but you cannot restrict the destination domain. If you use the OS/400
SMTP as a mail relay in a bastion host between the Internet and your internal
network, you cannot restrict the incoming mail to accept only mail destined for
your mail domain.

Figure 20 on page 50 shows a scenario with OS/400 SMTP server used as a
mail relay between an internal network and the ISP mail servers.
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Figure 20. Using OS/400 SMTP server as a mail relay

The characteristics of this scenario are:

* Allow mail only from clients in the internal network to be sent to external
Internet domains.

* Allow connections only from the ISP SMTP server. Configure AS/400 IP
packet security (filters) to enforce this policy.

* The ISP is configured as the mail relay in the SMTP attributes.

* The ISP’s mail relays are the publicly registered mail servers for the
company’s mail domain. The ISP is the first protection against an attacker
trying to use the AS/400 SMTP server as a relay. It is also the first defense
against mail flooding attacks.

For information on OS/400 SMTP configuration, refer to the AS/400 Information
Center article “Networking - E-mail” at: http://www.as400.ibm.com/infocenter

For configuration examples in this redbook, refer to 6.3, “Configuring mail on the
AS/400 system” on page 98, and 9.4.2, “e-mail configuration” on page 203.

2.9.2 Lotus Domino for AS/400 SMTP: When to use Domino SMTP

Lotus Domino for AS/400 Release 5 includes a native SMTP server. Lotus
Domino SMTP offers several configuration options that enable you to set inbound
and outbound relay and connections control.

Figure 21 shows the same configuration as Figure 20 but implemented with
Domino for AS/400 SMTP server.
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Figure 21. Using Lotus Domino SMTP server as a mail relay

The characteristics of this scenario are:

* Allow mail only from clients in the internal network to be sent to external
Internet domains. Configure SMTP Inbound Controls - Inbound Relay

Controls.

* Allow connections only from the ISP SMTP server. Configure SMTP Inbound
Controls - Inbound Connection Controls.

* The ISP is configured as the relay host for messages leaving the local domain.

* The ISP’s mail relays are the publicly registered mail servers for the

company’s mail domain. The ISP is the first protection against an attacker
trying to use the AS/400 SMTP server as a relay. It is also the first defense

against mail flooding attacks.

You can also use Domino SMTP as a mail relay between the Internet and multiple

internal mail domains.

Figure 22 on page 52 shows Domino for AS/400 SMTP server as a DMZ mail

relay between the Internet and three internal mail domains.
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Figure 22. Lotus Domino SMTP server as relay between Internet and multiple internal domains

The characteristics of this scenario are:

e Domino SMTP server in the DMZ is the publicly registered mail server for
company1.com, company2.com, and company3.com.

* Allow mail only from mail servers in the internal network to be sent to external
Internet domains through this relay. Configure SMTP Inbound Controls -
Inbound Relay Controls.

* The ISP is configured as the relay host for messages leaving the local domain.

* Restrict target mail domain. Accept mail from any Internet SMTP server but
relay only iftarget domain is company1.com, company2.com or
company3.com. Configure SMTP Inbound Controls - Inbound Relay Controls.

2.9.3 AS/400 SMTP documentation

For detailed in formation on OS/400 SMTP configuration, refer to the AS/400
Information Center article “Networking - E-mail” at:
http://www.as400.1ibm.com/infocenter

For information on Lotus Domino SMTP configuration, refer to Lotus Domino 5 -
Administering the Domino System.

The Domino 5 Administrator Help (help\help5_admin.nsf) database contains
detailed information on configuring Lotus Domino SMTP.

2.10 Monitoring:
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Auditing and logging

The AS/400 system provides a set of tools that you can use to log and analyze
the use of the system. Refer Chapter 5, “Securing your hosts and understanding
the risks” on page 69, for more information.
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Chapter 3. Cisco router network security functions

“Out the 10Base-T port, through the router, over the leased line, off the bridge,
past the firewall... nothing but Net.” - Unknown

The Cisco router security features are covered in this redbook only as an
example of a router-based firewall functionality. It is meant to show an example of
a device or security appliance, that, without being a full blown firewall, performs
same or similar functions. It is not our intention neither to recommend this product
nor to replace Cisco documentation and marketing material. Our intention is to
provide a specific example of security appliances on the market today. This type
of devices are increasing in number, features, price range. We encourage you to
research the solution that suits your network and price requirements best.

For information on Cisco products and their security functions, refer to the
following resources:

e The Cisco Systems Web site: http://www.cisco.com
e Cisco Security Architectures by Gil Held and Kent Hundley
* Cisco I0OS 12.0 Network Security by Alicia Buckley

3.1 Cisco Secure Integrated Software (Cisco Secure IS) overview

© Copyright IBM Corp. 2000

The Cisco Secure Integrated Software (Cisco Secure IS), formerly known as the
Cisco 10S Firewall feature set, is a security-specific option for Cisco 10S
software. It integrates firewall functionality and intrusion detection for network
perimeter with the existing Cisco I0S security capabilities. Refer to Cisco
Systems Web site (http://www.cisco.com) for technical and marketing information
on this feature.

The following list summarizes the security functions provided Cisco 10S and
Cisco Secure IS when installed on a Cisco router:

* Access list (packet filtering): Part of base IOS

* Context-Based Access Control (CBAC): Provides internal users secure,
per-application-based access control for all traffic across perimeters, such as
perimeters between private enterprise networks and the Internet.

* Intrusion detection: Provides real-time monitoring, interception, and
response to network misuse with a broad set of the most common attack and
information-gathering intrusion detection signatures.

* Authentication proxy: Dynamic, per-user authentication and authorization for
LAN-based and dial-in communications; authenticates users against
industry-standard TACACS+ and RADIUS authentication protocols; network
administrators can set individual, per-user security policies.

* Denial of Service detection and prevention: Defends and protects router
resources against common attacks; checks packet headers and dropping of
suspicious packets.

* Dynamic port mapping: Allows network administrators to run
CBAC-supported applications on nonstandard ports.

e Java applet blocking: Protects against unidentified, malicious Java applets.
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VPNSs, IPSec encryption, and QoS support: Operates with Cisco 10S
software encryption, tunneling, and QoS features to secure VPNs. Provides
scalable encrypted tunnels on the router while integrating strong perimeter
security, advanced bandwidth management, intrusion detection, and
service-level validation. Standards based for interoperability.

Real-time alerts: Log alerts for denial-of-service attacks or other
pre-configured conditions. Configurable on a per-application, per-feature
basis.

Audit trail: Details transactions; records time stamp, source host, destination
host, ports, duration, and total number of bytes transmitted for detailed
reporting. Configurable on a per-application, per-feature basis.

Event logging: Allows administrators to track potential security breaches or
other nonstandard activities in real time by logging system error message
output to a console terminal or syslog server, setting severity levels, and
recording other parameters.

Firewall management: Wizard-based network configuration tool offers
step-by-step guidance through network design, addressing, and Cisco Secure
IS security policy configuration. Also supports NAT and IPSec configurations.

Integration with Cisco 10S software: Interoperates with Cisco I0OS features,
integrating security policy enforcement into the network.

Basic and advanced traffic filtering: Standard and extended access control
lists (ACLs); apply access controls to specific network segments and define
which traffic passes through a network segment.

Lock and key-dynamic ACLs: Grant temporary access through firewalls
upon user identification (username/password).

Policy-based multi-interface support: Provides the ability to control user
access by IP address and interface as determined by the security policy.

Redundancy/failover: Automatically routes traffic to a backup router if a
failure occurs.

Network Address Translation: Hides the internal network from the outside
for enhanced security.

Time-based access lists: Defines the security policy by time of day and day
of week.

Peer router authentication: Ensures that routers receive reliable routing
information from trusted sources.

3.2 Access lists

Cisco access lists are central to Cisco router configuration. They are used by
many different functions of 10S, and it is important that you understand how they
work before configuring a Cisco router. An access list is used to select packets.
When there is a function that does something to some, not all, packets, an access
list is often used to select which packets.

An access list can either permit or deny a packet. Exactly what permit and deny
means depends on where the access list is used, for example:
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e If the access list is used as a packet filter, denied packets are discarded, and
permitted packets are not affected.

e If the access list is used in a crypto map, permitted packets are encrypted, and
denied packets are sent in the clear.

e If the access list is used in NAT, permitted packets are translated, and denied
packets are not affected.

Each access list is a list of statements. Every statement is either a permit or a
deny statement. Every statement also contains a pattern. If the packet matches
the pattern, the packet is permitted or denied. The statements are evaluated one
after another, from the top to the bottom. After the first statement matches the
process stops. If no statement matches, the packet is denied. Figure 23, Figure
24, and Figure 25 show examples of access lists used as packet filters. Only host
10.0.0.7 is allowed to access the Telnet server on 10.0.1.5.

ip access-list g; 10.0.0.7.0.0.0.0
! ! l

Number Action Protocol Pattern

Figure 23. Example of a standard IP access list

Protocol
|

ip access-list extended host 10.0.0.7 gt 1023Xhost 10.0.1.5.eq 23

7K

1 1 | f
Number  Action Source part of Pattern Destination part of Pattern

Figure 24. Example of an extended numbered IP access list

Name
|

|
ip access-list extendedexample-access-1ist
(permi©)(tcphost 10.0.0.7 gt 1023xhost 10.0.1.5.eq 23
A 7

/ﬁ
I I I I

Action  Protocol  Source part of Pattern Destination part of Pattern

Figure 25. Example of an extended named IP access list

As Cisco 10S supports many different protocols, there are many types of access
lists. In this book, we only deal with the Internet Protocol. There are two types of
IP access lists: basic and extended. The difference between basic and extended
access lists are the detail of the pattern. In a basic access list, the pattern can
only look at the source IP address. In an extended IP access list, the pattern can
also look at the destination IP address and the source and destination port.

Most access lists are identified with a number, but extended IP access lists can
be identified by a name. If an access list has a name, it does not have a number.
Access lists with numbers 1 through 100 and 1300 through 1999 are basic.
Access lists with numbers 101 through 200 and 2000 through 2699 are extended.
Access lists with other numbers are for other protocols.
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In this redbook, we only use named access lists because they are more
descriptive and provide better documentation.

IBM Firewall for AS/400 does not have the concept of general purpose access
lists that can be used in different functions.

3.3 Packet filtering

Packet filtering is the most common use of access lists. With the interface
configuration command ip access-group <access-list> <direction>, an access
list is used to filter the traffic coming in or going out through an interface. If the list
denies the packet, it will be discarded. An ICMP message with type Destination
Unreachable and code administratively prohibited by filtering is also sent when a
packet is dropped.

The IBM Firewall for AS/400 has a similar packet filter function with the same
features.

3.4 Context Based Access Control (CBAC)
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CBAC adds inspection intelligence to access lists. Knowing the traffic permitted
from the internal network to the Internet, CBAC adds temporary openings, as
needed, to allow responses. Administrators do not need to configure static
permits to allow responses into the internal network. CBAC provides statefull
filtering.

CBAC modifies access lists that are used as packet filters. First, define an
inspection with the ip inspect name <inspection name> <protocols ... command.
You can also change several timeout parameters from their default values. Apply
the inspection to an interface in a direction, in or out, with the interface
configuration command ip inspect <inspection-name>. CBAC monitors all traffic
through the interface in the specified direction. If the traffic matches the
inspection, CBAC modifies other access lists to allow the return traffic. If there is
a packet filter on the interface, CBAC will only inspect traffic that is permitted by
the filter.

This is similar to the TCP/ACK feature in the IBM Firewall for AS/400, whose
purpose is to allow only packets from a connection already established. The
differences are:

e The TCP/ACK rule must be configured manually in explicit permit rules.

* The TCP/ACK rule is stateless. It permits TCP/IP packets with the ACK bit on
even if there was no corresponding request.

One of the dangers with TCP/ACK is that an attacker can fill your internal network
with traffic. With CBAC, such attacks are stopped at the router.

CBAC usage example
A user from host address 208.222.151.7 requests a Web page from a server with
host address 204.146.18.71.

Figure 26 shows the flow of the request and response packets, the point of CBAC
inspection (inside interface), and the fact that the access list on the outside
interface is modified to accept the response.
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Inbound Outbound
Interface 1 Interface 2

Inside routing
Inspect

Request -

| Modifies the access-list that
! is used as a packet filter so
' replies are permitted

Outbound N Inbound
Interface 1 \| Interface 2

routing access-list
used as
Inbound
packet filter

-s 1 Response

Figure 26. Packet flow for requests to the Internet and responses from the Internet

Figure 27 shows the simple configuration of the access list on the outside
interface. There is no need to configure explicit permit rules. They will be added
as a result of the CBAC inspection to permitted traffic in the internal interface.

ip access-list extended filter from inet
deny ip any any

Figure 27. Access list before connection

Figure 28 shows the access list on the outside interface after the request has
been processed. Notice the new (temporary) permit rule automatically added.

ip access-list extended filter from inet
permit tcp host 208.222.151.7 eqg 1142 host 204.146.18.71 eg 80
deny ip any any

Figure 28. Access list after connection

IBM Firewall for AS/400 does not have statefull filtering. It uses the TCP/ACK
feature to restrict connection initiation.

3.5 Network and Port Address Translation

Network Address Translation (NAT) is described in RFC 1631, The IP Network
Address Translator (NAT), which is available from:
http://ietf.org/rfc/rfcl631.txt.

NAT translates IP addressees. Usually it translates from private, not publicly
routable, IP addresses to public, routable, IP addresses. The two benefits with
NAT are to conserve public IP addresses and hide internal IP addresses. The
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translator has a table listing the active translations. When it receives a packet, it
checks this table. If the packet matches the information in the table, the IP
addressees are translated. There are two ways to create NAT entries: static or
dynamic. Dynamic entries are created when a packet does not match the NAT
table but matches the rules for creating a dynamic entry. Static rules are
configured manually by the administrator.

Basic NAT only translates whole IP addresses. More advanced NAT, sometimes
called masquerading, can translate port by port and hide several internal IP
addresses behind one public. Cisco calls this more advanced NAT function Port
Address Translation (PAT).

Cisco uses the following terminology for the IP addresses:

Inside local The client’s IP address in the internal network.
Inside global The IP address the client tries to connect.
Outside local The address that the Inside Local is translated.
Outside global The address that the client will connect.

(=>

Note: Usually the inside global and outside global addresses are the same. The only
time they are different is when you configure two-way NAT. You would do this if the
same IP addresses are used on two networks that must connect.

Table 6 shows an example NAT table. The user at 10.0.0.11 Telnets to
208.222.151.1 and uses 208.222.151.2 as a Web server. The user at 10.0.0.103
only Telnets to 208.222.151.1.

Table 6. Example NAT table

Inside local Inside global Outside local Outside global
10.160.100.11 208.222.151.1 204.246.18.4 208.222.151.1
10.160.100.11 208.222.151.2 204.246.18.4 208.222.151.2
10.160.100.103 208.222.151.1 204.246.18.7 208.222.151.1

Table 7 illustrates the NAT table when PAT was used.
Table 7. Example NAT table when PAT is used

Protocol Inside local Inside global Outside local Outside global
tcp 10.0.0.11:1024 208.222.151.1:23 | 204.246.18.4:1024 | 208.222.151.1:23
tcp 10.0.0.11:1025 208.222.151.2:80 | 204.246.18.4:1025 | 208.222.151.2:80
tcp 10.0.0.103:1024 | 208.222.151.1:23 | 204.246.18.4:1026 | 208.222.151.1:23

Note that both clients use the same public IP address and that the local port is
different for the last entry.

3.6 Remote syslog
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The syslog function of Cisco IOS sends the routers log to one or several remote
systems. The protocol used is the same as UNIX remote syslog. UDP packets are
sent to port 514 on the loghost, a listening process that can store or process the
messages. There are several tools for UNIX and Microsoft Windows systems to

record and process the syslog. During our tests, we used two Windows NT tools:
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Cisco’s PIX Firewall syslog server and Syslog for Windows NT, a shareware
syslog server from the Netal Web site (http://www.netal.com). We also tried
syslogd on a Debian GNU/Linux system. These tools give you the ability to filter
messages. Some of them can perform different actions such as send an e-mail,
store the message in a file, or beep.

The IBM Firewall for AS/400 cannot log to a remote system, but it can store the
log locally. Limits can be set in the firewall so a message is sent to the AS/400

system when a message occurs too often in the log. To have the same feature

from a Cisco router, remote logging must be used.

3.7 Lock and key and authentication proxy

The Cisco 10S lock and key feature makes it possible to only permit traffic after a
successful user authentication. The authentication is done by opening a Telnet
connection to the router, entering the user name and password, and then running
the access-enable command. The Telnet terminal line can be configured to
automatically run a command and then logging off the user, which is the
recommended way when you allow Telnet from the Internet. Cisco I0S also
supports Secure Shell (SSH), an encrypted terminal emulation. It might be
possible to use SSH instead of Telnet to authenticate the users. SSH is not
supported by all Cisco routers.

The Cisco Secure IS option includes an authentication proxy that is more
advanced than the lock and key feature but it is not supported by all router
models. The main differences between lock and key and authentication proxy
are:

* The authentication proxy requires that you use a TACACS+ or RADIUS server;
lock and key can use the local user database.

* Authentication proxy uses an HTML form to authenticate the user; lock and
key uses Telnet.

* Authentication proxy can have different privileges for different users; lock and
key give all users the same access.

If your router supports it, authentication proxy is the preferred option. The use of
lock and key with SSH is also recommended.

3.8 Intrusion detection

The Cisco Secure IS includes intrusion detection software. An Intrusion Detection
System (IDS) compares network activity to a database of intrusion signatures. If
the activity matches one of the signatures, the system logs it and responds by
sending an alarm to a syslog server or a NetRanger management interface. It can
also drop the packet or reset the TCP/IP connection.

The Cisco implementation can log possible intrusions to the 10S syslog and to
the Cisco Secure IDS Director. For details, refer to:
http://www.cisco.com/univercd/cc/td/doc/product/software/ios120/120newft/120t/
120t5/iosfw2/ios ids.htm

IBM Firewall for AS/400 does not provide intrusion detection capabilities.
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3.9 Virtual Private Dialup Networking

Cisco uses the term Virtual Private Dialup Networking (VPDN) to describe the
concept behind L2TP. VPDN also includes support for the earlier Layer 2
Forwarding (L2F) protocol that is similar to L2TP. A Cisco router can act both as a
Local Access Concentrator (LAC) and as a LNS.

IBM Firewall for AS/400 does not support L2TP or L2F. 0S/400 V4R4MO supports
L2TP.

3.10 IPSec

Cisco’s implementation of IPSec supports the following encryption and
authentication algorithms:

* ESP encryption: DES and 3DES

ESP authentication: SHA and MD5

AH authentication: SHA and MD5

IKE encryption: DES

IKE hash: SHA and MD5

Diffie-Hellman groups: 1 and 2

IKE Authentication methods: RSA signatures, RSA encrypted nonces, and
pre-shared keys

IBM Firewall for AS/400 supports an earlier version of IPSec and does not
support IKE. Its implementation of IPSec is compatible with IBM SecureWay
Firewall for AIX. OS/400 supports the IPSec and IKE standards.

For examples of configuring VPNs between AS/400 systems and Cisco routers,
refer to Chapter 10, “Branch office VPN gateway to corporate office” on page 225,
and Chapter 11, “Network security in an ASP environment” on page 269.
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Chapter 4. Selecting an Internet Service Provider

Selecting an Internet Service Provider (ISP) is a critical factor in making your
business connection to the Internet a safe and reliable one. As with any other
element of systems integration, success in choosing an ISP is 95% planning and
5% execution. You should carefully research the available providers before
making your selection, keeping the unique requirements of your business in
mind. If at all possible, prepare a list of questions to ask of each ISP to determine
which is best suited for you. An example of such a checklist is provided in 4.5,
“Which ISP to use” on page 66.

Your selection of an ISP will be largely determined by these factors:

* Your budget

* The Internet services you require

* The in-house technical expertise you have available for your Internet

implementation

* The availability of service options in your area

This chapter presents an overview of the factors to consider before selecting an

ISP.

4.1 Connectivity options

To connect to the Internet, you need a physical link and one or more IP

addresses.

4.1.1 Connection type

Depending on size and location, ISPs offer a variety of products for connection to
the Internet. Table 8 compares some of the connectivity options commonly
available from ISPs. You should research the availability and cost of these
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services in your area.

Table 8. Common ISP connectivity options

Connection type

Bandwidth range

Relative cost

Dial up Modem 56 Kbps 1
Leased line 56-64 Kbps 1.5
ISDN 64 -128 Kbps 3
Aggregated ISDN 192-384 6-10
Frame Relay 64 Kbps-2 Mbps 3-8
Cable modem/ DSL 3-10 Mbps 2

T 1.5 Mbps 10
T3 36-45 Mbps 100
ATM 155 Mbps 300

If you have a small business with a few employees and only want to provide
users Internet access, but you are not interested on offering Web serving or any
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other service to Internet users, an inexpensive dial-up connection is probably
suitable. The security aspects of this scenario are covered in Chapter 6, “Small
office with dial-up Internet connection” on page 93.

If you are medium sized company, your traffic requirements may be greater. If this
is the case, or if you want a permanent connection to Internet, a DSL line or cable
modem may be your choice. The security aspects of this scenario are covered in
Chapter 7, “Small office with a permanent Internet connection” on page 135.

4.1.2 IP address provision

With the explosive growth of the Internet, IP address depletion has become a real
problem. The shortage of IP addresses increases their value and cost. You
should study your IP address needs and make every effort to minimize the
requirements.

For a dial-up connection, the ISP usually provides a single dynamic IP address.
Random assignment of IP addresses reduces the cost since the IP address can
be reused when a host releases it. Another advantage of dynamic IP address
assignment is increased security. It makes it more difficult to locate your system
and find it again when a new IP address is randomly assigned to it. If you are
planning to provide services on the Internet, dynamic IP address assignment is
not an option for you. But if all you want is to provide Internet access for your
users, it is a good option. However, SMTP delivery typically requires a fixed IP
address. For SMTP services considerations, refer to 4.2.2, “E-mail services” on
page 63.

If you plan to host TCP/IP servers on your internal network that must be reached
from the Internet, you need fixed IP addresses. For a dedicated connection, the
ISP usually provides a block of fixed IP addresses. The number of IP address that
the ISP provides for the base price varies. Usually, ISPs provide eight fixed IP
addresses. There is often a cost for additional addresses.

Network Address Translation (NAT) may help you to reduce the number of IP
address that you need for the public servers in your internal network. Refer to
6.4.1, “Configuring NAT over a PPP link” on page 105, and 7.6.1, “Configuring
NAT on the AS/400 system” on page 152, for configuration examples.

4.2 Internet services

Planning your Internet service requirements will help you greatly in determining
your selection of ISP. It is your responsibility to understand and document your
requirements. Even the best ISPs that provide consulting services need your
input. You need to tell them what you are planning to do and gain the necessary
assurances prior to signing a contract.

This section lists some of the more common services that you may require.

4.2.1 Domain Name Services

Most ISPs can register your company’s domain. They can provide domain name
hosting and act as the primary or secondary DNS server for your company’s
public domain. All ISPs provide an IP address to which your internal DNS server
can forward off-site queries.
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4.2.2 E-mail services

There is a large variety of e-mail services that are offered by ISPs. We mention
only a few in this section.

4.2.2.1 Outbound mail
ISPs provide mail relays, mail routers, or SMTP gateways to which your internal
SMTP server can route mail destined for Internet domains.

4.2.2.2 Incoming mail

If your own mail server is the registered target for your company’s mail (its
address is listed in the Internet DNS MX record), then the ISP provides no special
service for your inbound mail. Your mail server can only be the registered target
for your company’s mail domain, if it is assigned a fixed, public IP address and it
is advertised in the Internet DNS servers.

Some ISPs offer to be the registered target for your company’s mail. In this case,
mail destined for your company’s users is routed to the ISP mail server and
stored there.

If the ISP is the registered target for mail destined for your company's domain, all
the incoming mail is stored on the ISP's mail server. There are two ways to get
mail from your ISP’s server:

* SmartPOP: With SmartPOP, the ISP stores all mail destined for your domain
in a single POP mailbox for your mail server to retrieve at a later time.

» Store and forward: Using store and forward, the ISP holds your mail. When
your mail server comes online and sends a signal to them, the ISP forwards
the stored mail. This is demonstrated in Chapter 6, “Small office with dial-up
Internet connection” on page 93.

The most popular mailer (program used for sending mail) used by ISPs is the
sendmail program. There are several options used by SMTP servers to initiate
the download of the stored mail. The ISP may required that your SMTP Server
supports one or more of the following methods to initiate the transmission of
the queued mail:

—ETRN
—rsh

—rexec
— finger

rexec is available on the AS/400 system. Your ISP may tell you to run the
command:

rexec -1 user -p password mail.isp.net “some command”
On the AS/400 system, the equivalent command is:

RUNRMTCMD CMD ('some command') RMTLOCNAME ('mail.isp.net' *IP) +
RMTUSER (‘user’) RMTPWD (‘password’)

Note: Case is important. You must use single quotes around user and
password to ensure that the RUNRMTCMD command preserves the case you
enter on the AS/400 system.
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4.2.2.3 AT&T Global Messaging Services

Internet mail connection for SMTP via remote access is a component of AT&T
Global Messaging Services that focuses on small to medium businesses and
includes the following functions:

e Attachment via remote access (dial-up) to AT&T 's global network to exchange
e-mail.

Automatic delivery of stored e-mail upon dial-up connection.

Attachment of Simple Mail Transfer Protocol (SMTP) servers.

Predictable pricing via a periodic fixed price based on customer size (three
tiers) and number of registered connections, plus remote access charges.

Enhanced message tracking via an easy-to-use Web site providing customers
the flexibility to track messages at their convenience.

The main benefits of AT&T Internet mail connection for SMTP are:

* Enhanced dial-up access feature: Provides customers with automatic
delivery of stored e-mail upon dial-up connection. This gives customers an
alternative to an expensive leased, direct line connection at the price of a few
short phone calls.

* Fixed price feature: The tiered fixed price structure affords customers the
flexibility of a very competitive, predictable price. With the exception of remote
access charges, customers can then remove their e-mail business function
from their variable cost.

* Single domain feature: Enables businesses to grow as an entity rather than
multiple individual parts by allowing multiple users with a single domain name.
This provides growing businesses with the cohesive e-mail image of a large
enterprise.

* Message tracking feature: The customer accessible, Web-based message
tracking feature enables customers to track (on their schedule) the delivery
status of e-mails they have sent as well as the service quality.

For more information on AT&T Global Messaging Services, visit:
http://www.att.com/glcbalnetwork/dialsmpt.html

New IBM Global Network Dial Connection

A new V4R5 option in Operations Navigator's, New IBM Global Network Dial
Connection, provides a step-by-step way to configure the information that you
need to connect your local AS/400 system to AT&T Internet mail connection for
SMTP via remote access. Refer to 6.3.1.3, “New IBM Global Network Dial
Connection (V4R5 only)” on page 99, for a configuration example.

4.3 Security services
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ISPs can provide varying levels of security services. Some leave it entirely to the
customer, while others offer hardware and software solutions. The offering may
be limited to installation only or they may include managed solutions.

If your ISP will be handling your IP security, you must ask your ISP which
services it will permit. While turning IP security services over to an ISP may seem
the simplest solution, your ISP may have a default set of Firewall services in
place that do not allow some of the services you require, or which permit
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modification only at significant cost. Further, your ISP may not be familiar with the
AS/400 platform, and may not, for example, know which ports to open up to allow
remote Client Access sessions.

4.3.1 Router-based firewall services

By using the firewall features integrated in some routers, an ISP may offer a
service to protect your network. For example, an ISP may employ a Cisco router
and configure, on your behalf, security features such as extended access control
lists, Control Base Access Lists (CBAC), and other functions available with Cisco
Secure IS.

Having the ISP implement security on the Internet interface may be a
cost-effective solution for small businesses and for branch offices.

For example, Chapter 7, “Small office with a permanent Internet connection” on
page 135, describes a scenario using the AS/400 system as a gateway with a
permanent connection to the Internet. We recommend that you add additional
security protection provided by the router that connects the system to the ISP as
a first line of defense.

4.3.2 Software-based firewall

The ISP may offer to install a software-based firewall in your internal network.
This may include the installation, maintenance and management of the firewall
hardware and software, as well as expert customer support. This solution may
also include updating the firewall software when new releases are available,
making sure that you have the latest advances in firewall technology.

4.3.3 Intrusion detection service

The ISP may also offer around-the-clock network surveillance to help ensure
quick identification and termination of unauthorized attempts to access your
network. They protect against:

Denial of Service attacks
Applet attacks

IP spoofing

* Sniffing

* CGl attacks

In addition, they may provide regular incident status and audit reports.

4.3.4 Virus checking

Some ISPs may provide an antivirus service to protect the customer network from
virus infection. The service includes:

* Regular virus statistics and analysis reports
* A regularly updated virus signature database
* Non-stop outbreak alert monitoring

4.3.5 VPN service

Many ISPs can provide a managed VPN service. Depending on the need of the
user, the ISP can configure remote VPNs for mobile office users, or site-to-site
VPNSs for intranet and branch office connectivity, or even the extranets that link
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business partners. The VPN service should include access control,
authentication, and encryption.

4.4 Value added services

Beyond the provision of services that make your connection to the ISP stable and
secure, the ISP may add further services, which for some customers are very
worthwhile. Among these are server hosting, support, and professional
consultation.

4.4.1 Server hosting

An ISP may offer services to take over the operation and support the tasks of
your systems. The ISP can host your company’s server and network equipment
on their premises. This may be a cost-effective option for the small to medium
business, with little in-house support.

4.4.2 Support

Easy access to help is important for companies without their own expert support
staff. A good ISP will supply support information in a way that is easily accessible
to its customers, for example, by the telephone, e-mail, or the Web. Services,
such as guaranteed 24x7 monitored uptime, are available.

4.4.3 Consultancy

From time to time, your company may require expertise not available in-house.
The ISP may work with you, usually for a fee, to determine a solution, taking into
account any possible changes to your connectivity and security requirements.

4.5 Which ISP to use

Now that you understand your Internet service needs and have a good idea of
your startup and monthly budget, where do you begin looking for an ISP, and how
do you make a final decision? We recommend the three Rs:

* Referrals: There are few better resources for ISP evaluations than referrals.
First, ask those you know who they are using and how satisfied they are. Then
ask a prospective ISP for client referrals; these are often candid and can be
very helpful in making a decision.

* Reviews: Computer magazines and their online brethren often present
reviews of Internet Services Providers, targeted to various sized businesses.
These can be a very useful source of information.

* Research: Once you have used the first two means to narrow your choice of
ISPs, prepare a list of questions to ask of each. Their answers will allow you to
make a final selection.

Sample ISP checklist
1. Which of the following connectivity options do you offer?

* Analog dial-up: Random IP address assignment
* Analog dial-up: Fixed IP address assignment
ISDN

Cable
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e DSL
e Fractional T1 - T3

2. What are your startup costs for each of the above options?

* Analog dial-up: Random IP address assignment
* Analog dial-up: Fixed IP address assignment
ISDN

Cable

DSL

e Fractional T1 - T3

3. What are your ongoing monthly costs for each of the above options?

* Analog dial-up: Random IP address assignment
* Analog dial-up: Fixed IP address assignment
ISDN

Cable

e DSL

e Fractional T1 - T3

4. Do you offer fixed public IP addresses for public servers in my network? Is
there an additional cost associated with these?

How much do you charge for additional IP addresses?

Do you offer domain name registration and hosting services?

® N o o

Can you route e-mail to my AS/400 system, so that it can serve both my
interoffice and external e-mail?

9. Do you perform the router configuration as part of the service contract?

What is the maximum number of fixed public IP addresses | can be assigned?

10.Can the router configuration be customized according to my needs? Is there

additional cost associated with this?

11.Do you offer Web hosting services? Can | host my own Web site if | so
choose?

12. Do you offer Firewall or other IP security services?
13. Is there additional cost for your Firewall services?
14. Can the Firewall services be customized to permit the following services:

* FTP client (file transfer from Internet)

* Web hosting

* FTP hosting (file transfer from host system)
* Secure Web hosting (HTTPS)

* Outbound Telnet sessions

* Inbound Telnet sessions

e Secure Sockets Layer (SSL) connections

e Virtual Private Networks (VPNSs)

* Client Access

15.1Is there additional cost for this customization?

16.Do you set up Virtual Private Networks? What is the cost associated with
these?
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4.6 Reference material

You can start your ISP research with the following list of Web links:
o AT&T Global Network Services: http://www.att .com/globalnetwork/

* AT&T Global Messaging Services:
http://www.att.com/glcbalnetwork/dialsmpt.html

* Inventive Designers:

http://www.inventivedesigners.com/html/evergreen announcement vlr3.html
e Net400: http://net400.com/netmail.htm

* FreeCode software archive:
http://www.freecode.com/cgi-bin/viewproduct .pl?7347

* Fetchmail home page:
http://www.tuxedo.org/~esr/fetchmail /fetchmail-FAQ. html#G1

e NewNet: http://rama2.th.newnet.co.uk/hosting/

e Expert Internet Service: http://www.xpert .net/xpert/svcs_pricing.shtml
* BizNet Communications Inc.: http://www.bizl.net/frame relay.htm

¢ Exodus Communications: http://www.exodus.com/

* Internet Network Services:
http://www.insnet .net/products/managedFW/security.asp

¢ |ISP-Planet: http://www.isp-planet.com/technology/vpn-customers-a.html
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Chapter 5. Securing your hosts and understanding the risks

This chapter provides a brief review of some of the security characteristics and
tools to protect and monitor your AS/400 system. Use this chapter as a summary
only. Study the documentation listed in 5.7, “Reference material” on page 91, to
secure and monitor your AS/400 system.

Host security is the last line of defense on systems that participate in networks
connected to the Internet. But as explained in Chapter 1, “Network security
concepts and overview” on page 1, security is as strong as the weakest link in the
chain. Therefore, host security is very important to the overall security of your
network.

5.1 AS/400 system security characteristics

The AS/400 system has very strong system security characteristics such as:

* Integrated security: This is extremely difficult to circumvent compared to
add-on security software packages offered on other systems

* Object-based architecture: Makes it technically difficult to create and spread
a virus. On an AS/400 system, a file cannot pretend to be a program, nor can
a program change another program. AS/400 integrity features require you to
use system-provided interfaces to access objects. You cannot access an
object directly by its address in the system. You cannot take an offset and turn
it into or “manufacture” a pointer. Pointer manipulation is a popular technique
for hackers on other system architectures. Because the AS/400 system was
designed with object oriented technology, a computer instruction that operates
on a file will not operate on a program. Thus, a computer virus that can attack
and destroy most other operating systems and its data would not be able to
run on the AS/400 system.

* Flexibility: Lets you set up your system security to meet your specific
requirements.

It is possible to select and configure the level of security on your AS/400 system
to match your security policy. The AS/400 system’s integrated security is
sufficiently flexible to change as a system’s security needs change. It is very
important that your AS/400 system is secured according to your company's
security policy.

The inherent security features of the AS/400 system, when properly configured,
provide you with the ability to minimize many risks. When you connect your
AS/400 system to the Internet, however, you need to provide additional security
measures to ensure the safety of your internal network. After you ensure that your
AS/400 system has good general system security in place, you are ready to
configure additional security measures as part of you comprehensive security
plan for Internet usage.

5.1.1 Where to start with AS/400 security

© Copyright IBM Corp. 2000

There are so many aspects to security that the most difficult step to take might be
the first one. Of course, as usual in security matters, your starting point is your
security policy, identifying the assets you must protect and the possible risks.
Assuming you are past this step, the next step is to understand the basics of
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AS/400 security. The following process and references will help you to get
started:

1. Review the AS/400 Information Center article “Basic system security and
planning” at: http://www.as400.1ibm.com/infocenter

Select System Administration->Security.
2. Run the AS/400 Security Advisor from Technical Studio. Logon to:

http://www.as400.1ibm.com/tstudio/securel/secdex.htm

Select AS/400 Security Advisor. Study and understand the
recommendations that the security advisor provides. Consult 0S/400 Security
- Reference V4R4, SC41-5302, for a detailed description of the security
functions, commands, and parameters.

3. Run the AS/400 Security Wizard from Operations Navigator. Study and
understand the recommendations before making the changes on your system.

4. Consider taking a class on AS/400 security. Visit
http://www-3.1ibm.com/services/learning/community/as400/ for information on
AS/400 education.

5. Understand the overall environment running on your AS/400 system. Identify
areas that need to be secured such as communications, specific applications,
and TCP/IP services. The book Tips and Tools for Securing Your AS/400,
SC41-5300, provides excellent help in this area.

6. Consider hiring consultants to either help you with the implementation of your
security policies or evaluate your current system and network security
implementation. Logon to http://www.as.ibm.com/asus/as400solutionctr.html
for information on AS/400 security services or to http://www.as.ibm.com/ for
the IBM Global Services home page.

5.2 AS/400 security tools

Besides the large set of security-related system values, commands, and journals
available on the AS/400 system, IBM makes available, at no extra charge, a set of
tools to help you to configure and audit your system. There are also some
vendors that provide security products for the AS/400 system. This section
provides an overview of some security-related tools available on the AS/400
system.

5.2.1 AS/400 security advisor
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The AS/400 security advisor is available on the Web at:
http://www.as400.ibm.com/tstudio/securel/index av.htm

The AS/400 security advisor generates a list of recommendations that you can
use as a starting point for your security policies. The advisor presents you a list of
questions and calculates recommendations based on your input. The
recommendations include a list of recommended security-related system values
along with suggestions for scheduling basic security and audit journal reports.
The advisor also generates a CL program that you can cut and paste and then
edit for your own use.

You can use the security advisor even if you don’t have access to an AS/400
system since it runs on the AS/400 Web site. It’s an excellent learning tool and
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helps you to set the basic security environment. It is also useful to evaluate the
required changes to the AS/400 basic security configuration when either your
security policies change or you are planning a new OS/400 release installation.

5.2.1.1 Running the AS/400 security advisor
Follow these steps to use the AS/400 security advisor:

1. Open a Web browser session and enter the following URL to start the security
advisor (Figure 29): http://www.as400.ibm.com/tstudio/securel/index av.htm

57400 Internet Security Advizor - Hetscape

File Edit “iew Go Communicator Help

':@:\a:&@.d@@@gg

Back Fopward  Reload Home Search Metzcape Frint Security Shop Stop
w‘ " Bookmarks £ Location: Ihttp:.-".-"www.asélDD.ibm.com.-"tstudio.-"SEEUF!E‘I findex_av.htm j @v What's Related

Home |News | Products | Services | Solutions | About IBM ShoplBM Support Download

search | in|Asi400 7] Gl
. 4
How would you characterize the | 'hStnct
AS/400e Home general security policy for your | " Average
AS/4007 ~
Technical Studio | Felaxed
Home & FRunning Business Applications
AS/400 Security ‘What 15 your AS/400 used for? | © Application Development
+ Security | © Both
Advisor Does your AS/400 have
workestations that are easily
- Additional accessible by individuals who © Yes & No
are not authorized to the
system?

Does your AS/400 use

advanced program-to-program
communications (AFPPC) to © Yes
communicate with other
systems in the network?

Does your AS/400 use TCPTP
to communicate with other & Yes  No
systems in your network?
Is yvour AS/400 directly
connected to the Internet or in a &
network that is connected to the
internet?

’E == | | Document: Done

Figure 29. Answering the AS/400 Security Advisor questions

2. Select the answers that are appropriate to you environment, and click
Calculate Recommendations. The AS/400 Security System Values
Recommendations page appears. See Figure 30 on page 72.
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- AS /400 Internet Security Advisor - Netscape

File Edit “iew Go Communicator Help

':@:\a:&@.d@@@gg
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search | in|Asi400 7] Gl

AS/400e Security System Values Recommendations :|
Flease note that the recommendations generated by this tool are just
that--recommendations. Each emvironment has its own unique set of requirerments

which no tool can entirely account for. These recommendations are a starting point for
your security policies and are not a guarantee that you will not suffer a security breach

or loss if you choose to implerment them.

AS/M00e Home

Technical Studio
Home

AS/400 Security
Advisor -
[System security level [QsECURITY | 40

Touneed to analyze vour system and applications before you change th%
QEECTUEITY (system security) value, Consult the Security - Eeference,
2C41-3302, prior to changing this value.

+ Additional

|Sien on info [QDSPSGNTNF | 1
Inactive job time out [omiscTTv | 15
Inactive message queue [QmTacTMSGQ | *DSCIOB
IDisconnect job interval [oDscroRTTv | 60
|Limit device session [QLMTDEVSSN | 1
|Limit security officer [QLMTSECOFR | 1
IMax not valid sienon [omMaxsie | 3
[Max sien on action [QMANSGHACHT | 3
= *| [Remote nower on and TPT.  [ORMTTET. | 0 LI
| =B= | Documert: Do Sl R e i

Figure 30. AS/400e Security System Values Recommendations

3. Print these recommendations or copy and paste the CL program part into a
source file on your AS/400 systems. Prior to executing the program on your
system, you need to analyze your environment and applications to verify that
these settings are appropriate. Obviously, you may choose to modify the

program to better suit your needs.

5.2.2 AS/400 Security Wizard

AS/400 provides a Security Wizard to help you set the appropriate system level
controls based on your specific system and network configuration. The Security
Wizard is part of Operations Navigator. You can use the wizard to implement the
recommendations directly. Use the wizard when you have access to the AS/400
system security configuration that you want to change. Its use is appropriate
where you have access to Operations Navigator and you want to configure
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security on the current release of 0S/400.

The AS/400 Security Wizard provides:
e An Administrator Information report

¢ A User Information report

* An option to apply the recommended changes to the system, to delay those
changes, or to modify the recommendations before making any change.
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5.2.2.1 Running the AS/400 Security Wizard
Follow these steps to use the AS/400 Security Wizard:

1. Start Operations Navigator by clicking Start->Programs->IBM AS400 Client
Access->AS400 Operations Navigator.

2. Double-click the system icon for the AS/400 system that you are configuring.
The system components appear.

3. Right-click the Security icon, and select Configure from the pull-down menu
(Figure 31).

3 AS 7400 Dperations Mavigator
File Edit “iew Options Help
B miutes id
| Environment: My A5 /400 Connections | As2B:
EI} Management Central [4:05) Narme | Description
Em My AS/400 Connections % Basic Operations Manage 45 /400 messages, printer output, and printers.
@Job M anagement Manage AS /400 jobs and server jobs.
%ﬁ Configuration and Service Dizplay system inventary, work, with fixes, and collect performance «
G Metwork, Manage AS /400 TCPAP and Internet support.
Security Configure and manage AS /400 security.
"B % Basic Operations 6“ Uszers and Groups Manfage AS5/400 uzers and uzer groups.
@ Job Management E‘;D‘atabase Admlnlst.er DB2.-"4DD..
H . N . @, File Systems whark, with &5 /400 file systems.
Configuration and Service I o R
L g Network e Multimedia Store and share multimedia data on the A5 /400 system.
p Backup Schedule backups of A5/400 data.
Explore @Application Development work, with A5 /400 application development tools,
+-fE Databaz  Open
-2 File Syst. Create Shortcut
- Multimec ST
[ Backup -
@ Applicati Eroperties
4] | Hl
Configure spstem security i

Figure 31. Starting the AS/400 Security Wizard

The Welcome to AS/400 Security Wizard display (Figure 32 on page 74) appears.
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AS /400 Security Wizard - As2b6

‘welcome to the A5 /400 S ecurity ‘Wizard!

Usze the wizard to:
Create a et of gecurity recommendations for your A5/400,
Create reports explaining the security recommendations.

Apply the recommendations to your A5 /400 [optional].

*f'ou can cancel at any time by clicking the Cancel button.

< Back | Mest » | Cancel

Figure 32. AS/400 Security Wizard - Welcome window

4. Respond to the questions presented by the wizard. Advance through the

displays by clicking Next.

5. After answering all the questions, the wizard allows you to review the

recommendations as shown in Figure 33.

Summary of Recommendations
Security Auditing Policy I Security Level I Security Journal Reports
Security Controls Password Rules I Securty Reports

To accept a recommended zetting for a security control, leave its checkbox checked.
To keep the current setting for a security contral, click its checkbox to remaove the check.

|Secur_ity Contral |Eurrent Setting |F|ec:0mmended Setting |
Allow object restore Restore all objects Mo objects with security-zensitive a
Femate power on and | No Mo
2% zign on action Dizable profile Dizable device and profile
Dizconnect job interval 180 B0
Use adopted authority  Mone QUSEADPAIT
Retain server secuity  Yes Mo
DDM request access  Check object authorizations Mo remote access allowed
Max not valid signon & 3
Inactive message queu Dizconnect job Dizconnect job
Inactive job time ot 180 158
Sign on info Dizplay Dizplay
Femate sign on Fiequire sign on Mo remote sign on allowed
Remate service attribub OFff Of
Job action File for uzer Fieject network jobs
Limit gecurity officer Mo Yes
Limit device session Mo es

QK I Cancel | Lol

Figure 33. AS/400 Security Wizard - Recommendations summary

6. At this point, the Security Wizard allows you to change the settings it has

recommended.

With the tabs, you can select the different security areas. You can see the
different recommendations provided and the current settings on your system.
If you unmark a box you keep your current settings. Review the

recommendations.

7. Click OK after reviewing the recommendations.
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8. Click Next to proceed with the reports produced by the wizard. The display
shown in Figure 34 allows you to specify where you want to save the
Administrator Information and User Information reports.

AS 7400 Security Wizard - As2b6 l

The Security “Wizard generates two reports that explain the
zecurty recommendations.

Specify the directory where you want the reports located.

Adminigtrator Information B eport

IE:\Program Filez'BM\Client Access\Servicel

Uzer Information Repart

IE:\Program Filez'BM\Client Access\Servicel Browse ... |

< Back | Mest » | Cancel

Figure 34. Specifying the directories to save the reports

9. Click Next. The Security Wizard reports display (Figure 35) appears.

AS 7400 Security Wizard - As2b6 l

The Security “Wizard reports have been created.

*f'ou can view the reports now.

| Wiew Administrator [nformation Heport i

Wiew Uzer Information Report |

< Back | Mest » Cancel

Figure 35. Security Wizard Reports display

On this display, you can select to view the Administrator Information Report
and the User Information Report, which give information about the specific
changes that take place if you apply the recommendation from the Security
Wizard. See 5.2.2.2, “The Security Wizard reports” on page 76, for more
details.

10.Click Next. The Apply Security Wizard Changes display (Figure 36 on page
76) appears.
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Decide whether you want to apply the recommendations now or if you want to
save them and continue with your Security Wizard later.

AS 7400 Security Wizard - As2b6 l

“r'ou have completed all the steps necessary to create a set
of gecurity recommendations for your A5/400,

Do you want to apply the recommended security changes to
your A5/400 now?

" No, save changes

Click Finizh to complete pour selection.

Mate:  |f you select Mo, you may retum to the Security
‘Wizard at a later time to apply the zaved set of
recommended changes to your A5/400,

< Back I Finizh I Cancel

Figure 36. Apply Security Changes display

When you apply the Security Wizard changes, the security-relevant system
values on your system will have the settings that you can see in the
Administrator Information report. For system values with new settings, the
report indicates any related optional change that you might need to make.

5.2.2.2 The Security Wizard reports
There two reports produced by the Security Wizard: the Administrator Information
Report and the User Information Report.

The Administrator Information Report

This report is intended for use by an AS/400 System Administrator. It is also a
good auditing tool to help gauge the security level of your AS/400 system as well
as a tool for learning about AS/400 security in general.

The administrator report has the following characteristics:

* It makes recommendations. Figure 37 shows an example of such a
recommendation.

khkkkkkkhkkhkkhkkhkkhkhkkhkhkhkhkhkhkkhkhkhkhkhkhkhkhhkhkhkhkhkkhkhkhkhkhkhkkhxx

System value name: QMAXSIGN

Current setting: 5

Recommended setting: 3
khkkkkkkhkkhkkhkkhkkhkhkkhkkhkhkhkhkkhkhkhkhkhkhkhkkhhkhkhkhkhkkhhkhkhkhkhkkhxx
System value name: QMAXSGNACN

Current setting: 2

Recommended setting: 3

Figure 37. Example of a recommendation in the Administrator Information Report

* It explains the reasons for and the implications of the changes it recommends.
See Figure 38 for an example.
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Following are operational considerations for the QVMAXSIGN and QMAXSGNACN system
values:

The system will allow 3 consecutive attempts for a user to sign on correctly
(correct user ID and password combination) .

When a user exceeds the unsuccessful sign-on attempts (3), the system will do
the following:

Set the status of the user's profile to *DISABLED. To make a user's
profile available for sign on again, use the following command: CHGUSRPRF
USRPRF (profile-name) STATUS (*ENABLED)

Vary off the device where the user attempted to sign on. To make a
workstation available for sign on again, use the Work with Configuration Status
(WRKCFGSTS) command to vary on the device.

Figure 38. Example of an explanation in the Administrator Information Report

* It points to relevant information for further information on the topic. See Figure
39 for an example.

Following is a list of the security tools that will be scheduled to run on your
system. The list shows the following:

The name of the report that the tool prints

The name of the command that runs.

The name of the job schedule entry

The name of the spooled file that contains the report.
For suggestions about how to use the security tools reports, see "Tips and Tools
for Securing Your AS/400", SC41-5300.

Figure 39. Example of reference documentation in the Administrator Information Report

The User Information Report

This report is intended for use by all AS/400 system users after the system
administrator applies the recommendations. You can use the user information
report to provide users with the documentation about security policies and their
expected behavior. See Figure 40 on page 78 through Figure 41 on page 79 for
an example of such a report.
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System-Wide Security Policy

Every AS/400 user must help to protect the important information on the system.
To assist with this job of protecting the system, a set of security rules is
built into the AS/400. Following are the security rules for our AS/400 system
and how they affect you, the AS/400 user:

When you sign on the system, you will see the Sign On Information display. It
shows when you last signed on and whether your last sign on attempt was incorrect
(such as an incorrect password) . Review the information on the display. If you
notice anything that indicates someone else is trying to sign on with your user
profile, report it to the security administrator.

After you have reviewed the display, you can press the Enter key to remove
it.

When you need to leave your workstation, you should either sign off, suspend
your job, or put your PC in "lockup" mode. This prevents someone else from
attempting to access information with your session.

The system will automatically suspend your session if you go for 15 minutes
without interacting with the system (pressing Enter or a function key). You can
resume your job by signing on at the same workstation with the same user ID. Your
job will resume right where you left off.

The system will end an interactive job if no interactive activity occurs for
240 minutes. Users should be strongly urged to suspend their jobs before leaving
their workstations. When the system ends a job, data on the user's display might
be lost.

About user profiles and passwords: Think of your user ID and password as
your key to enter the system and access the information that you need. You
should not share your user ID and password with anyone, nor should you "borrow"
anyone else's user ID and password.

One way that the system prevents users from sharing user IDs is by allowing
you to sign on to only one workstation at a time. (This also helps you to
remember to sign off at one workstation before moving to another one.) You might
discover that this restriction causes problems with your PC sessions. Contact
the security administrator for assistance.

If you find that you do not have enough authority on the system to access the
information that you need, contact the security administrator for assistance.

Type your user ID and password carefully. If you type them incorrectly 3
consecutive times on the Sign On display, the system will take the following
action:

The system will make your user profile unavailable for sign on and vary off
the device that you are using. You will need to contact a system administrator
for assistance.

If you discover that your user profile is not available for sign on (and you
have not made sign-on errors), contact the security administrator immediately.
Someone else might have attempted to sign on with your user profile.

Figure 40. User Information Report example (Part 1 of 2)
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Password Rules: The system will enforce a set of rules when you set a new
password for yourself. These rules are intended to ensure that you create
passwords that are difficult for others to guess. Following are the rules:

To help protect user's passwords, the system will require you to set a new
password every 60 days.

Your new password must be different from your 7 previous passwords.

Minimum password length: 6

Maximum password length: 8

Characters not allowed in a password: AEIOU@#S

A password may not contain numeric characters next to each other. Based on
this rule, J32RIX is not a valid password. J3R2TX is a valid password. This rule
prevents, for example, telephone numbers and birth dates as passwords.

A password may not contain the same character consecutively. Based on this
rule, JJ12345 is not a valid password because the character "J" appears twice in
a row.

Every position in a new password must have a different character than the same
position in the previous password. This prevents making only slight changes when
creating a new password (JIMMY1l, JIMMY2, JIMMY3, and so on.) Based on this rule,
the following password transitions are valid: BOBBY to JIMMIE, A11XYZ to B22QRS.
The following password transitions are NOT valid: BOBBY to JIMMY (position 5 is
the same), A11XYZ to BI12QRS (position 2 is the same) .

A password must contain at least one numeric character.

Figure 41. User Information Report example (Part 2 of 2)

5.2.3 Security option in Operations Navigator

Operations Navigator Security GUI offers a very user friendly interface to update
AS/400 security configuration. The Policies option under Security in Operations
Navigator allows you to configure system-wide security values.

To access the security policies configuration values from Operations Navigator,
click Security->Policies (Figure 42).

3 AS 7400 Dperations Mavigator

File Edit “iew Options Help

é{:llﬁl }(ll @||0| 0 minutes old

| Environment: My A5 /400 Connections | Az02: Policies
EI} Management Central [Az20] - | Description
= My A5 /400 Cornections Y Audit Policy A45/400 Audit Palicy

! Azl rity Policy
Bl As02

-5 Basic Operations

[-E8 Job Management

B2 Configuration and Service
b Metwork

S ecurty

Autharization Lists
Fuolicies

[-@® Users and Groups

- Database

-2 File Systems

4% Mulimedia

{2 Backup LI 4] |
[ [1-20f 2 object(s) [

Set and maintain A5 /400 securty and auditing policies.

Figure 42. Starting security policy properties in Operations Navigator

Double-click Security Policy to work with AS/400 system-wide security
configuration values (Figure 43 on page 80).
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Security Policy Properties - As02 EHE

Timne-Out | Device Ermrar Action I Femote Sign-0On I Objects Mot Auditable I
Security Controls | Systern Sign-On I Passwaord Expiration I Password
Security level

£ N passiionas are needed and users have authonit b &l resouses A0y

€ Paggwords are required and ussrs have authority to all resources [20]

" Passwords are required and users' access to resources is bazed on their authority  [30)

" Protect undocumented system interfaces [40]

& {Enhance protection of system interfaces (50

Security actions:
¥ &llow restore of system state programs

¥ &llow restore of programs that adopt their owner

¥ &llow restore of files that have the S_ISUID [set-userlD] attribute enabled.

¥ &llow restore of files that have the S_ISGID [set-group-D] attribute enabled.

I | el restare: af programs and Ales with the: atimye attitutes while instaling sofware fires,

™ Allow remote service of system
V' Allaw zerver security information to be retained

Diefault authority for newly created objects in BSYS.LIB file system
’7 " Exclude  lse ' Change Al ‘

QK I Cancel Help |

Figure 43. AS/400 Security Policy Properties

5.2.4 Security auditing tools
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From time to time, most companies will be audited. These audits often assess the
completeness, accuracy, existence, and integrity of company data. They assess
the adequacy of the control procedures and ensure compliance with the
company’s policies and legal requirements.

AS/400 security assessment can be divided into physical security control and
logical security control. The physical security control is a very important part of
the security auditing, as it helps ensure the availability and reliability of the entire
system.

The logical security control can establish the baseline of controls that ensure
system integrity, protect the system resources, and enforce the security policies.

=

Note: The purpose of an audit is to test whether security policies are being imple-
mented and whether the practices are effective. If you do not have a written security
policy, you will fail an audit.

Included in the operating system for AS/400 are security tools that can help you
with the auditing of your AS/400 system. To access the tools, use the co secTooLs
command. The Security Tools menu options are logically grouped. Figure 44
shows the user profile options.
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SECTOOLS Security Tools
System: AS20
Select one of the following:

Work with profiles
1. Analyze default passwords

2. Display active profile list
3. Change active profile list
4. Analyze profile activity

5. Display activation schedule
6. Change activation schedule entry

7. Display expiration schedule
8. Change expiration schedule entry

9. Print profile intermals

Selection or command
===>

Fl=Help F3=Exit F4=Prompt F9=Retrieve Fl2=Cancel
(C) COPYRIGHT IBM CORP. 1980, 1999.

More...

Figure 44. Security Tools user profile options

Figure 45 shows the Security Tools auditing and the first report scheduling
options.

SECTOOLS Security Tools

System: AS20
Select one of the following:

Work with auditing
10. Change security auditing
11. Display security auditing

Reports
20. Submit or schedule security reports to batch

21. Adopting objects

22. Audit journal entries

23. Authorization list authorities
24 . Command authority

25. Command private authority

26. Communications security

27. Directory authority

Selection or command
===>

Fl=Help F3=Exit F4=Prompt F9=Retrieve Fl2=Cancel
N

More. ..

Figure 45. Security Tools auditing and report scheduling options

Figure 46 on page 82 shows the remaining Security Tools report scheduling
options.
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SECTOOLS Security Tools

Select

28.
29.
30.
31.
32.
33.
34.
35.
36.
37.
38.
39.
40.
41.

one of the following:

Directory private authority
Document authority
Document private authority
File authority

File private authority
Folder authority

Folder private authority
Job description authority
Library authority

Library private authority
Object authority

Private authority

Program authority

Program private authority

Selection or command

===>

Fl=Help F3=Exit F4=Prompt F9=Retrieve

Fl2=Cancel

System:

AS20

More. ..

Figure 46. Security Sectools report scheduling options

Figure 47 shows the remaining report scheduling and general system security
options.

-

SECTOOLS Security Tools

Select

42.
43.
44 .
45.
46.
47.
48.
49.

one of the following:

User profile authority

User profile private authority
Job and output queue authority
Subsystem authority

System security attributes
Trigger programs

User cbjects

User profile information

General system security

60.
61.
62.

Selecti
===>

Fl=Help

Configure system security
Revoke public authority to objects
Check object integrity

on or command

F3=Exit F4=Prompt F9=Retrieve Fl2=Cancel

System:

AS20

More. ..

Figure 47. Security Tools report scheduling and general system security options

Figure 48 shows the last screen of the Security Tools menu from which you can
access all security-related AS/400 menus.

AS/400 Internet Security Scenarios: A Practical Approach




SECTOOLS Security Tools
System: AS20

Select one of the following:

80. Related security tasks

Bottom

Selection or command
===>

Fl=Help F3=Exit F4=Prompt F9=Retrieve Fl2=Cancel Y
&

Figure 48. Security Tools related security tasks

The Security Tools gives you almost all of the information you need to audit your
AS/400 system. It helps verify that your company’s security policy is correctly
implemented.

You can also activate auditing using the Operations Navigator by clicking
Security->Policies->Audit policy option (Figure 42 on page 79).

Use the System page (Figure 49 on page 84) to specify system-level auditing
activation controls. There are two basic types of auditing that can be used in
combination with each other:

* Auditing of specific actions
* Auditing of access to specific resources
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Audit Policy Properties - As02

b
|

I I
| I
| I
I |
I |
I I
I I
I I

Figure 49. System-wide auditing

Use the New Objects page (Figure 50) to specify the default auditing value for
newly-created objects. The value you select depends upon the auditing
requirements of your installation.

Audit Policy Properties - As02

Figure 50. New objects auditing

Use the Security Tools report options to generate the auditing reports.

For further information on securing your AS/400 system, see Tips and Tools for
Securing your AS/400, SC41-5300.

If you need help to do a system security assessment, IBM Global Services has
trained security consultants that can help you with this task. For more information
on services available from IBM Security Services, visit the following Web sites:
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® http://www.as.ibm.com/asus/as400solutionctr.html
® http://www.ibm.com/security/services
® http://www.ibm.com/services/e-business/security

5.3 Monitoring, auditing, and intrusion detection

No network security strategy is complete without a process to constantly monitor
the normal operation of the network and quickly detect passive or active attacks.
Developing and implementing security policies is of little use if you don’t have a
process in place to enforce them. The AS/400 system has a wide variety of
journals, logs, and functions that will help you to perform host-based intrusion
detection. There are also some products developed by vendors that provide
additional functions. Refer to 5.5, “Additional security products for the AS/400
system” on page 90, for additional sources. This section provides an overview of
the tools available on the AS/400 system to detect host-intrusion and reduce
vulnerabilities.

5.3.1 Intrusion detection system

Intrusion detection systems collect information from a variety of system and
network sources and analyze the information looking for symptoms of security
problems. The basic process of any intrusion detection system consists of the
following steps:

1. Signature analysis: Detects intrusions by looking for activity that corresponds
to known intrusion techniques (signatures).

2. Deviation from normal behavior or average values: Detects intrusions by
looking for activity that is different from what is known as normal behavior.

3. Reacts to malicious or abnormal behavior: Sends alerts to the operator’s
console, sends e-mail or a message to the pager, and shuts down the
network, router, and mail server.

The white paper An Introduction to Intrusion Detection and Assessment
published by the International Computer Security Association (ICSA) is an
excellent starting point for this topic. You can download the white paper from:
http://www.icsa.net/html/comunities/ids/White%20paper/index.shtml

5.3.2 AS/400 host intrusion detection

The AS/400 system has no one tool available from IBM that can be used as an
intrusion detection system. However, there are some areas of the AS/400 system
that you should monitor to detect intrusions and assess vulnerability. We can
group the areas to monitor for host-intrusion as follows.

System probing
Monitor for the following symptoms:
* Connection attempts to inactive servers
* Packets with source routing
Do not forward these packets.
* Packets denied due to packet filtering rules

Enable journaling for native packet filtering and add explicit DENY rules to log
denied packets.
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e TCP/IP connections left in an unusual state

Watch for connections in FIN-WAIT state for minutes. Netstat can help
analyze this condition.

* Excessive PINGs and other ICMP traffic
Abnormal system utilization
Monitor for the following symptoms:
e Abnormal or excessive CPU usage
e Abnormal or excessive 1/O usage
Measure communications bandwidth usage
* Disk usage
* Use of services outside of normal working times
For example, watch for Telnet or FTP being used at 3:00 a.m.

Note: CPU, I/O, and disk can be monitored with the performance monitoring on
the AS/400 system.

Blatant access attempts
Monitor for the following symptoms:

* Signon failures

¢ Authentication failures (SSL and IPSec)
e Authorization failures to objects

SSL key operation failure

Digital signature verification failure

Note: Authentication and authorization failures can be audited with the AS/400
system audit journal.

Abnormal deletions
Monitor for the following symptoms:

e Deletion of QSYSOPR, QSYSMSG, or QHST messages
* Deletion of problem log entries

* Change of audit status

» Stopping monitor program

Note: Changes and deletions to objects can be monitored in the AS/400 system
audit journal.

Installing backdoors
Monitor for new objects installed on the system.

Note changes in:

e System values

User profiles

Validation lists

Object authorities

Work management (job descriptions, subsystem descriptions, etc.)
Job scheduler settings

Programs or service programs

Files
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* Communication configurations (lines, interfaces, etc.)
* PTF installation/removal

Note: Monitor via auditing.

Activation of services
Monitor for the following symptoms:

e Job started
e Subsystem started
e Communication lines varied on/off
e Servers being started
— TCP/IP servers
— Client Access servers

Note: Monitor via auditing.

Server exploitation
Items to monitor for server exploitation include:

e Pattern matching (“signature analysis”) and thresholds
e General items for which to monitor:

— Malformed requests

— Authentication failures
— Invalid request methods
— Trend deviation

e Servers:
Specific symptoms to monitor based on server type:

— HTTP (invalid URLs, DoS triggers, cgi-bin program failures)
— FTP (invalid path)

— SMTP (spamming, mail volume for a specific user)

— DNS (zone transfers, reverse queries for site mapping)

— Telnet

— Domino

5.4 Reducing the vulnerability of your AS/400 host

There are many steps that you can take to reduce the security exposures in the
TCP/IP environment on your system. These steps apply to both your entire
TCP/IP environment and to the specific applications. The IBM manual Tips and
Tools for Securing Your AS/400, SC41-5300, includes a comprehensive list of tips
with detailed implementation information. The following sections provide some
examples simply to raise your awareness. For more information about network
security and the AS/400 system, refer to:

* Tips and Tools for Securing Your AS/400, SC41-5300

e AS/400 Technical Studio:
http://www.as400.ibm.com/tstudio/securel/Sdex fr.htm

AS/400 Information Center:
http://publib.boulder.ibm.com/pubs/html/as400/v4r5/ic2924/info/index.htm

Select Networking->Network Security->IBM SecureWay: AS/400 and the
Internet.
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5.4.1 General TCP/IP security tips
Here are some general guidelines for you to consider when using TCP/IP:

* Only start the TCP/IP servers that are needed.

* Consider using non-routable private IP addresses in your internal network.
* Prevent applications from using well-known ports.

e Turn IP Source Routing off.

¢ Allow IP Datagram Forwarding only when needed.

* Do not leave PPP or SLIP lines waiting in answer state.

* Use IP packet filtering on your AS/400 system.

* Use Network Address Translation (NAT) if possible.

* Prevent unauthorized use of well-known ports by preventing the users that
can use the ports.

* Use AS/400 system auditing and journaling.

5.4.2 SMTP considerations
Prevent the use of your AS/400 SMTP server as an open relay:

* Prevent unwanted use as a relay
* Prevent unwanted connections
SMTP spamming prevention is available with the following PTFs:

* V4R2 - SF52864

* V4R3 - SF53421

* V4R4 - SF54014

* V4R5 - Standard
Prevent mail flooding:

* Avoid using any entries in the system distribution directory. Without an *ANY
*ANY entry, your system will reject mail that is not addressed to valid users.

» Set the threshold for the system auxiliary storage pool fairly low (80% to 85%).
Your system will send messages to the operator message queue and reject
mail when the threshold is reached.

SMTP is documented in the AS/400 Information Center article “Networking -
E-maif. To access this document, logon to AS/400 Information Center at:
http://publib.boulder.ibm.com/pubs/html/as400/v4r5/ic2924/info/index.htm

Select Networking->TCP/IP->TCP/IP Services and Applications->E-mail.

5.4.3 DNS considerations
If you are using the DNS server as an internal DNS, consider these points:
e Limit the domains and host that can query your internal DNS.
* Restrict zone transfers to trusted secondary DNS servers or do not allow zone
transfers at all.

Whether you are using your DNS server as a public DNS or as an internal DNS,
be sure to restrict the ability to change the configuration file for your DNS server.
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DNS is documented in the AS/400 Information Center article “DNS”. To access
this document, logon to the AS/400 Information Center at:
http://publib.boulder.ibm.com/pubs/html/as400/v4r5/ic2924/info/index.htm

Select Networking->TCP/IP->TCP/IP Services and Applications->DNS.

5.4.4 TELNET considerations

If you allow Internet users to access the Telnet server on your AS/400 system,
you must consider, for example:

* Limiting the number of signon attempts (QMAXSIGN system value)
* Defining the maximum signon action with QMAXSGACN:

— Vary off device
— Disable user profile
— Vary off device and disable user profile

» Setting QAUTOVRT to initially automatically create sufficient virtual devices.
Then set the QAUTOVRT system value to 0.

* Using the Inactivity time-out (INACTTIMO) parameter on the TELNET
configuration to reduce the exposure when a user leaves a TELNET session
unattended.

* Restricting powerful user profiles from accessing a Telnet session.

* Using a user exit program to disallow or allow access based on IP address or
subnet. Connections and denied access attempts can be logged.
Refer to http://www.as400.ibm.com/tstudio/tech ref/tcp/indexfr.htm for Telnet
exit program examples.

For more information about securing your TELNET server and sessions, refer to
Tips and Tools for securing Your AS/400, SC41-5300, and the AS/400 Technical
Studio at: http://www.as400.ibm.com/tstudio/tech ref/tcp/indexfr.htm

5.4.5 HTTP considerations

Configure HTTP server directives to specify how your server detects and reacts
to denial-of-service attacks. The new Denial of Service directives are:

e DenialOfServicePenalty
¢ DenialOfServiceThreshold
¢ DenialOfServiceTrusted

This directives are available with the following PTFs:

* V4R1 - SF49766
* V4R2 - SF49764
* V4R3 - SF50167
For more information about how to secure your HTTP server, refer to:

* Tips and Tools for Securing Your AS/400, SC41-5300
e HTTP Server for AS/400 Webmaster’s Guide V4R4, GC41-5434

5.4.6 FTP considerations

If you are going to use the FTP server on the AS/400 system to be accessable
from Internet, you should consider, for example:
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* Passwords being sent unencrypted. Consider allowing only anonymous FTP.

e Using FTP exit programs to restrict the FTP operations that users can perform
and to prevent unwanted access, log access.

For more information about securing your FTP server refer to Tips and Tools for
securing Your AS/400, SC41-5300, and AS/400 Technical Studio at:
http://www.as400.ibm.com/tstudio/tech ref/tcp/FTPEXIT/Indexfr.htm

5.4.7 POP considerations

When using the POP server on your AS/400 system you have to consider
preventing excessive mail volume by using the AS/400 system to manage mail
space and setting reasonable ASP thresholds.

For more information about how to secure your POP server, refer to Tips and
Tools for securing Your AS/400, SC41-5300.

5.4.8 TCP/IP applications exit programs

You can add security and more granular control to most IBM-provided AS/400
TCP/IP applications by adding a user written-exit program. Exit programs allow
system administrators to control which activities are allowed for each of the
specific applications. Refer to the following sources for documentation on exit
programs:

* TCP/IP servers exit programs:

— 0S8/400 TCP/IP Configuration and Reference, SC41-5420 (Appendix E,
“TCP/IP Application Exit Points and Programs”)

— System API Reference, SC41-5801

— Telnet exit programs examples:
http://www.as400.ibm.com/tstudio/tech ref/tcp/indexfr.htm

— FTP exit programs examples:
http://www.as400.ibm.com/tstudio/tech ref/tcp/FTPEXIT/Indexfr.htm

* Client Access Express host servers exit programs:

Client Access Express Host Servers, SC41-5740 (Chapter 5, “Using Exit
Programs”)

5.5 Additional security products for the AS/400 system

Besides the integrated security tools and functions shipped with the AS/400
system by IBM, other vendors offer security packages for the AS/400 system.
Some examples are:

e PowerLock from PowerTech
PowerLock provides the ability to:

— Provide intrusion detection
— Expose security gaps and correct them
— Customize access control access

For more information about PowerLock, visit: http: //www.powertechgroup.com/
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DetectIT from DetectIT Inc.

DetectlT modules range from auditing, data, and system management, to
application and access control for a single AS/400 system or a network of
multiple AS/400 systems.

The DetectIT e-series is an extension of the native series with more advanced
security functions that can operate effectively within an e-business and
e-commerce environment.

For more information on DetectlT, visit: http://www.detect-1it .com/
Global Sign-On (GSO)

IBM Global Sign-On is a secure, easy-to-use product that grants users access
to the computing resources they are authorized to use with just one logon.
Designed for large enterprises consisting of multiple systems and applications
within heterogeneous, distributed computing environments, Global Sign-On
eliminates the need for end users to manage multiple logon IDs and
passwords.

For more information on GSO, visit:
http://www-4.1ibm.com/software/network/globalsignon/

5.6 Summary

Host security is the last line of defense in a network and, therefore, must be
based on a good policy and implemented correctly. The AS/400 system provides
tools to implement host security and maintain it. The Security Wizard, Security
Advisor, Auditing Tools, and intrusion detection procedures can be used
individually or together to provide the highest levels of host security for your
AS/400 system.

5.7 Reference material

The following documents include detailed information on the topics discussed in
this chapter:

Tips and Tools for Securing Your AS/400 V4R4, SC41-5300

AS/400 Security - Reference V4R4, SC41-5302

AS/400 Security - Enabling for C2, SC41-5303

System API Reference, SC41-5801

0S5/400 Security APIs V4R4, SC41-5872

Client Access Express Host Servers, SC41-5740

HTTP Server for AS/400 Webmaster’s Guide V4R4, GC41-5434
AS/400 Internet Security: Developing a Digital Certificate Infrastructure,
SG24-5659

AS/400 Internet Security: Implementing AS/400 Virtual Private Networks,
SG24-5404

Web resources:

IBM AS/400 Information Center:
http://publib.boulder.ibm.com/pubs/html/as400/v4r5/ic2924/info/index.htm

Select System Administration->Security.
IBM AS/400 Technical Studio, Security:

http://www.as400.1ibm.com/tstudio/securel/secdex.htm

Chapter 5. Securing your hosts and understanding the risks 91



* IBM Security Home: http://www.ibm.com/security/

* ICSA white paper An Introduction to Intrusion Detection and Assessment.
http://www.icsa.net/html/comunities/ids/White%20paper/index.shtml
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Chapter 6. Small office with dial-up Internet connection

This scenario describes the packet filtering gateway configuration. It provides a
suitable, cost-effective solution for businesses wanting to connect to the Internet
but not wanting to serve information on the Internet. This is a simple, but popular,
secure network configuration where the security gateway (the AS/400 system in
our scenario) provides packet filtering, Network Address Translation, and other
basic network security functions at a low price.

6.1 Packet filtering gateway using the AS/400 system

This scenario presents a small business with a few employees. The AS/400
system is the application and file server. It is also used as the security gateway
connected to the Internet through a dial-up connection. The internal users need
access to the Internet for Web browsing and e-mail services. The AS/400 system
is used as the security gateway between the internal network and the Internet. It
provides all the network security functions required to implement the company’s
security policies. Figure 51 represents this scenario.

Internet

AS/400

packet filtering gateway
; dial-up link 56Kbps

AS/400
Application and file server

Figure 51. Small office connected to the Internet using the AS/400 system as a security gateway

6.1.1 Scenario characteristics

© Copyright IBM Corp. 2000

This scenario has the following characteristics:
e The AS/400 system is used as a security gateway.
* The AS/400 system is connected to the ISP through a dial-up connection.

* The AS/400 system is connected to the internal network through a private LAN
connection.

* The ISP is the registered target for mail destined for the company’s domain.

93



* To transfer e-mail destined for the company, the ISP assigns the AS/400
system a fixed private IP address over the dial-up link when the account is
identified during the logon.

* The e-mail software used in the PC clients is the e-mail program included in
the Netscape or Internet Explorer browsers.

* The SMTP and POP servers are the native servers included in OS/400.
e The company purchases only one registered (public) IP addresses to access
Internet services.
A summary of the services provided by the ISP include:
* The ISP is the registered target for the company’s mail domain.
* Assigns static private IP address to transfer mail destined for the company.

* Assigns dynamic or static IP address (depending on customer’s requirements)
for other applications.

* Provides SMTP mail relay services for the company’s e-mail.
* Resolves DNS queries for domains outside the company’s domain.

* Provides security services as first line of defence. Refer to 4.3, “Security
services” on page 64, for the available security services offered by ISPs.

6.1.2 Scenario advantages
The advantages of this scenario are:

» Takes advantage of the AS/400 built-in network security capabilities and
eliminates the need for an extra network security device.

* Dial-up connection is available in all countries and geographies within a
country.

* Only one public (globally routable) IP address is required.

* Public IP address is dynamically assigned and never advertised since there is
no public server on the AS/400 system. It is difficult for hackers to identify and
locate the system.

* Simple configuration.

* Fairly secure configuration because the IP traffic is routed through the AS/400
system and not to the AS/400 system except for mail. All other requests to
TCP/IP servers from the public interface (Internet) are denied.

* Good price per performance. The filtering and routing functions are efficient,
which allows CPU power to use the AS/400 system not only as a business
application server but also a network security gateway.

6.1.3 Scenario risks
The risks associated with this scenario are:

* Configuration mistakes could have very damaging effects on the production
AS/400 system directly connected to the Internet.

* DoS (Denial of Service) attacks on the security gateway may impact the
business applications running on the same AS/400 system. However, the low
speed of the link diminishes the effect of a potential the DoS attack.

* The connection to the Internet is not always available.
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To minimize theses risks, use a layered filtering approach by adding packet
filtering to the router that connects the AS/400 system to the ISP.

6.1.4 Scenario customer requirements
The following sections list the customer requirements for outbound services (from

internal network to the Internet, inbound services (from the Internet to the internal
network), and internal network services for internal users.

6.1.4.1 Outbound services requirements
The services required from the internal users to the Internet are:

e Send e-mail to Internet mail domains
e HTTP Web browsing
e Forward DNS queries for hosts outside the internal domain

6.1.4.2 Inbound services requirements
The services required from the Internet to the internal network are:

* Receive e-mail
* Receive DNS replies
* Receive HTTP replies

6.1.4.3 Internal network requirements
The internal users require the following network services from the AS/400
system:

Internal DNS server
DHCP server
Internal mail server
Netserver

Telnet server

Client Access

6.1.5 Security policy
Before you lay out the network security policy, you must have an IT security policy
for your company. Otherwise, you do not know what your guidelines are for a
particular environment.

Important:/t is very important that your company’s IT security policy is implemented
on the total IT environment. Your host security is often your last level of defense
against intruders. You must ensure a sound host security before connecting your
AS/400 system and its attached network to the Internet. Please, read and understand
Chapter 5, “Securing your hosts and understanding the risks” on page 69.

The network security policy that applies to the security gateway public interface
for this scenario is:

Control outbound IP traffic

¢ Allow outbound HTTP requests
Allow outbound DNS queries
Allow outbound SMTP only to ISP SMTP mail router
Allow echo replies (PING replies) to the ISP only
Deny all other outbound traffic
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Control inbound IP traffic
¢ Allow inbound HTTP responses
e Allow inbound DNS replies
* Allow inbound SMTP mail client from ISP only
* Allow incoming PING requests from the ISP only
* Deny all other inbound traffic

Detect source address spoofing
* Deny incoming IP traffic if the source address is from the internal network

* Deny incoming IP traffic if the source address is from the IP address space
reserved for private intranets as specified in RFC 1918, Address Allocation for
Private Internets:

—10.0.0.0—10.255.255.255 (10/8 prefix)
—172.16.0.0—172.31.255.255 (172.16/12 prefix)
—192.168.0.0—192.168.255.255 (192.168/16 prefix)

Log any attack attempt
* Log deny to specific traffic
* Log default deny all traffic not explicitly allowed

Restrict TCP/IP servers
Only the following servers required by the business and network needs can be
started:

e Host servers

* NetServer

Telnet

DNS

SMTP

DHCP

POP

HTTP (if HTTP proxy is used)

Ensure that no other servers start during IPL or by running the Start TCP/IP
(STRTCP) command.

Refer to Appendix A, “Services, ports, and master filter files” on page 373, for a
list of TCP/IP servers and ports.

Hide internal hosts IP address
Translate internal hosts private IP addresses to public (registered) IP address of
the security gateway non-secure interface.

Allow only valid IP address from the internal on the internal interface
Prevent internal users from performing DoS attacks on Internet hosts using
spoofed IP addresses. See 6.7.1, “Ingress filtering” on page 124.

%ogtg:lngress filter configuration on the internal interface protects the Internet, not
your network. It is "good Internet citizen practice", but only really necessary in larger
networks or when you fear the possibility of attacks from your internal network to the
Internet. Refer to RFC 2827, Network Ingress Filtering: Defeating Denial of Service
Attacks which employ IP Source Address Spoofing, for more information.
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6.1.6 AS/400 security gateway functions required
The following functions shipped with the AS/400 system are required to
implement the security gateway in this scenario:

* Routing

* |P forwarding

* |P packet filtering

* Network Address Translation (NAT)

* DNS server

* SMTP server and client

* POP server

e HTTP Proxy server, included in IBM HTTP Server for AS/400 (optional,
needed only if HTTP Proxy is used)

* DHCP (recommended for ease of configuration in an internal network)

6.2 Implementing the AS/400 packet filtering gateway network configuration

This section describes the implementation of this scenario in our test network.

6.2.1 Scenario network configuration
Figure 52 shows the network configuration used in our test lab.
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AS/400 packet filtering
gateway

Internet Web
Server
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Figure 52. AS/400 system as a packet filtering gateway test network
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6.2.2 Implementation task summary

The following list summarizes the tasks performed to implement this scenario:
1. Configure Mail on the AS/400 system:

a. Configure PPP for mail.
b. Configure SMTP.
c. Configure POPS3.

2. Configure PPP for other Internet services:

Configure standard dial-up for manual startup connection to the ISP.
Configure DNS.

Configure the proxy server.

Configure the AS/400 system IP filters.

o o~

Configure your internal services:
Configure DHCP.

7. Configure the PC clients in the internal network.

6.3 Configuring mail on the AS/400 system

In this scenario, incoming e-mail from the Internet is “stored and forwarded” by
the ISP. This is a special service provided by AT&T and other ISPs. To provide
this service, the ISP must be the registered target for your company’s mail
domain. The account is identified during the establishment of the connection.
Once the account is identified, the ISP assigns a private IP address to the AS/400
security gateway and forwards the stored mail. The private IP address is used
only for mail transfer. Check with your ISP for similar services. Visit
http://www.att.com/globalnetwork/dialsmpt.html for a description of the service
provided by AT&T.

In this scenario, outgoing e-mail for mail domains other than the local domain, is
forwarded to the ISP. The ISP is configured as the mail router in the AS/400
SMTP server.

The following section summarizes the tasks performed to configure mail for this
scenario.

6.3.1 Configuring PPP for mail
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The configuration of PPP for mail is identical to other configurations that use PPP.
In our scenario, the ISP identifies the company account by the value configure in
the User name field.

6.3.1.1 Prerequisites of PPP
To use PPP on your AS/400 system, you must have one of the following
input/output (1/0) adapters:

2699 Two-line WAN IOA

2720 PClI WAN/Twinaxial IOA

2721 PCI Two-line WAN IOA

2750 PCI ISDN BRI U IOA (2-wire interface)
2751 PCI ISDN BRI S/T IOA (4-wire interface)
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e 2761 8 port analog modem I0OA
e 2745 PCI Two-line WAN I0A

=
Note: The ECS 7852-400 modem can be used in dual PPP asynchronous and ECS
mode.

6.3.1.2 PPP configuration

Figure 53 shows how the AS/400 system is identified by the ISP using the value
of the User name field. Based on this identification, the ISP assigns a private IP
address to the AS/400 system over the PPP link. This IP address can only be
used for the mail connection. Once the connection is established, the ISP
forwards the mail that it stored and is destined for the AS/400 system’s mail
domain.

Dialas25b - As20 EHE

TCRAR Settingsl Damain Mame Serverl Script I Subsyster  Authentication | 1 I 4

— Local spstem identification
V' Enable local system identification
& CHAP only

" PAP arl . .
o User name identifies the

user account to the ISP.

Uszer name: Ii‘narcela

Password: I “““““““

— Remate spstem authentication
™ Require remate syster identification

& | CHER G
1 SlloyFARE

i atiar [t rames j e

QK I Cancel | Help |

Figure 53. Configuring CHAP authentication on a PPP connection profile

—>

Note: You must contact your ISP and understand their requirements for mail over a
dial-up connection. If your ISP is IBM Global Services (AT&T), a new IGN connection
wizard is available in V4R5 to configure mail and regular Internet connections.

For details on setting up the PPP dial configuration, refer to the AS/400
Information Center on the Internet at:
http://publib.boulder.ibm.com/pubs/html/as400/v4r5/ic2924/info/
RZAIYGETSTART . HTM

6.3.1.3 New IBM Global Network Dial Connection (V4R5 only)

—>

Note: The name IBM Global Network or IGN will be changed to AT&T Global Network.
In this chapter, to keep consistency with the names in Operations Navigator's GUI, we
refer to “IBM Global Network” (IGN), while the correct name should be AT&T Global
Network.
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In VAR5, special configuration and support is available for customers that use
AT&T Global Network Services as their ISP. IBM Global Network (IGN) Dialer
Wizard provides a step-by-step way to configure the information that you need to
connect your local AS/400 system to an application server on the AT&T network.
This information is relevant to AT&T customers. A new option in the Point-to-Point
Connection Profiles configuration, allows you to configure PPP for AT&T Global
Messaging Services: Internet mail connection for SMTP via remote access. For
more information on this service, refer to 4.2.2.3, “AT&T Global Messaging
Services” on page 64, and to the AT&T Web site at:
http://www.att.com/glcbalnetwork/dialsmpt.html

This wizard enables extended authentication unique to AT&T Global Messaging
Services, which cannot be specified via standard PPP. Figure 54 shows the
options to select to start the new IGN dial connection wizard.

3 AS 7400 Dperations Mavigator

File Edit “iew Options Help

“@lbl .l@l Xll @ll °| 1 minutes old
| Environment: Brooklyn's Environment Az2Bb: Connection Profiles
EI} Management Central [2:25prod) Prafile | Protecel | Status | Connection type
E‘m Brooklym's Ervironment “mansZSht0s  PPP Inactive Switched line-anzy
=B As25h SgAsdllns  PPP “waiting for connection ... Vittual line [L2TP) -
% Basic Operations “glspanswer  PPP Inactive Switched line-ansy
o568 Job Management “gl2tpas20  FPP Inactive Vittual line [L2TF)
- B2 Configuration and Service Sgndy PPPlInactive Switched line-dic
E-{ 3 Metwork g A5 - — 1. Network
B IP Secury 3l te.rm FPF Inact!ve \u"lrt.ual Ilne.[L2T.F']-
E| ' Paint-to-Point g Compdial FPFP Inactive Switched line-dial
= M “gDidltoasZ0  FPP Tnactive Switched line-dial 2.Point-to-Point
H ey Modems . . . .
: ——————— “m Gitoginit EPP Inactive Wityalline (L 2TPL .
P e Connection Profiles " A 3.Connection
= Protocals Explore Switched line-dial .
0 Servers W vinual ne (L2TF) || Profiles
‘* Intermet Create Shortcut Wirtual line (L2TF] -
|BM Metwark Stations New Profile Switched line-dial
AR L WEREE o Mew B Global Netwark Dial Connection
=38 Curit_l,l — 4. Select New
F-4i® Users and Groups FIoperies IGN Dial
- Database A
[-52 File Systems Connection.
-3 Multimedia
{2 Backup
[]---@ Application Development

- Bl As25prod
-l As25web

KN — i
Z

Creates a new |IBM Global Metwork dial connection profile.

Figure 54. Starting the New IGN Dial Connection

From the Welcome panel (Figure 55), go through the steps that are necessary to
create a Point-to-Point (PPP) switched-dial connection profile on the local AS/400
system. You can then use this profile to access a selected application server
using the connection to AT&T.
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New IBM Global Network Dial Connection - As25b

‘welcome to the AS /400 Operations Mavigator IBM Global Metwork,
[IGM] TCPAP dial-up connection wizard.

Thiz wizard will take you through the steps to configure an IGH dial
connection profile to access a server application.

*r'ou may need to get certain information from wour network
administrator in order ko answer some of the questions.

*f'ou can cancel the configuration process at anytime by clicking the
Cancel button. Click the Help button to see a list of the information
needed to create the IGM dial connection profile.

< Back | Mest » I\l Cancel |

Figure 55. New IBM Global Dial Connections - Welcome panel

When you complete the IGN Dialer Wizard, a connection profile is created. This

connection profile uses the PPP data link protocol to establish a TCP/IP dial-up

connection with AT&T. The IGN Dialer Wizard does not support connections that
use the SLIP data link protocol.

From the Application Type panel, specify the type of application server that you
want to access (Figure 56).

New IBM Global Network Dial Connection - As25b

‘Wwhat type of zerver application would you like to access uzing : :
the [EM Global Metwork connection? Select this option to
1 B electionic semvices applization eXChange mail with
( & Mail exchange applicatiori ) the AT&T Global
" Dialup networking application Messaging SMTP
server.

™~ Select this option for
standard Internet ac-
cess.

< Back I Mest » i I Cancel | Help

Figure 56. Configuring the IGN application server type

* Mail exchange application: Creates a connection profile that is used by
either Lotus Mail or the Simple Mail Transfer Protocol (SMTP) mail scheduler
that is packaged in the 5769-TC1 product, which provides TCP/IP support. If
you specify this option, you must specify your own AT&T Global Network
Services account information later in the IGN Dialer Wizard. You can also
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create multiple connection profiles and override the default settings of several
parameters.

S

Tip: This wizard enables extended authentication unique to AT&T Global Network
Services, which cannot be specified via standard PPP screens.

 Dial-up networking application: Creates a connection profile for other
dial-up networking applications, such as standard Internet access. If you
specify this option, you must specify your own AT&T Global Network Services
account information later in the IGN Dialer Wizard. You can also create
multiple connection profiles and override the default settings of several
parameters.

(==

Note: Mail and Internet access are two separate accounts and may be best served
with two separate modems and phone lines versus a single modem and phone line
shared between the two accounts.

The Account Information panel (Figure 57) allows you to specify a Point-to-Point
(PPP) connection profile name and the AT&T Global Network Services account
information for your mail exchange and dial-up networking applications.

New IBM Global Network Dial Connection - As25b

Specify a name for the
connection profile that
; : o you want to use to ac-
what would you like to name the connection profile which will
access the IBM Glabal Netwark? cess the selected server
Profile name: [1GN_mai application using the
AT&T connection.

‘what iz your [BM Global Metwork account information’?

Account: [ccor Specify your user ID
SN that AT&T assigned
User |D: Imarcela
you. If your company
Password: o ~ has a corporate ac-

count, your account
administrator must
supply you with a
user ID in your com-

pany’s account.
< Back I Mest » [ I Cancel Help |

Figure 57. Account information panel

From the Mail Server Settings panel (Figure 58), define the information that is
necessary for mail transfer using your AT&T Global Messaging Services
connection.
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New IBM Global Network Dial Connection - As25b

Wwhat iz the SMTP mail transfer information far this |BM Glabal
Metwork connection?

Mail server:
IP address:
Domain name: Iign.net
Local IP address: |208222.1511 {TokenRing) =]

‘wiould you like to zet additional routing information for remote servers
or subnetworks on the IBM Global Metwork?

 Yes
& No

< Back I Mest » I Cancel | Help
b

Figure 58. Specifying information about the AT&T mail server

In V4R5, a new SMTP scheduler function is provided to send large amounts of
e-mail through the AT&T Global Messaging Services when you use AT&T as your
ISP. From the Schedule Mail Transfer panel (Figure 59), define whether the SMTP
scheduler is started and the time interval that exists between connections.

New IBM Global Network Dial Connection - As25b

The SMTF scheduler is used to periadically dial the |BM Glabal The SMTP scheduler
Metwork and transfer mail. Do pou want to enable the SMTP .
automatically connects

zcheduler for periodic mail transfer?
¥ Enable the SMTF scheduler to AT&T Global

Mail transfer interval [1 - 1440 IBE‘ 'l minutes Messaglng Services and
initiates a mail transfer

at the time interval that
you specify.

< Back I ﬂexbi I Cancel Help

Figure 59. Scheduling the mail transfer

6.3.2 Configuring SMTP

For details on configuring SMTP on the AS/400 system, see the AS/400
Information Center at:
http://publib.boulder.ibm.com/pubs/html/as400/v4r5/ic2924/info/
RZATIRGETSTART . HIMHHDRRZATRGETSTART

You can find more information about AS/400 mail in the redbook AS/400
Electronic-Mail Capabilities, SG24-4703. Another good reference for setting up
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SMTP/POP3 is document number 13863509, which can be found in the AS/400
Software Knowledge Base at: http://www.as400service.ibm.com

In this scenario, the AS/400 SMTP server must forward mail outside the local
domain to the ISP mail relay. To accomplish this, the Mail router parameter in the
Change SMTP Attributes (CHGSMPTA) configuration must point to a name that is
associated to the IP address of the ISP’s mail relay.

The setup for this scenario should include using the partial configuration shown in
Figure 60.

Change SMTP Attributes (CHGSMTRA)

Type choices, press Enter.

lgeralDEdeldmite ra s s i XS AMES D Bl S = i B C
M DU e e e e g’MﬂILRDUTER’ )

Coded character set idepgifier 0Ea19 1-65533, *SAME, *DFT
Mapping tables:
Outgoing EBCDI CII table . *¥CCSID Mame, #*SAME, *CCSID, #*DFT

L D e s Mame, *LIEL, #CURLIB

tfig ASCII/EBCDIC table . #CCSID Mame, *SAME, *CCSID,
Mame, *LIBL, *CURLZ

) ) St Bl *@ *VES, *NO, *SAME
The mail router name in SMTPA Journal . . ww e e e e e E3R1] *vES, *NO, *SAME
. Process all mail through MSF . . *M0O *%ES, #®MNO-oxSAME
must have an entry in the host table FPercent routing character . . . *YES *#¥ES, *
pointing to the ISP mail relay. B F4=Prompt 0 ~sh  Fid Fi3a
keys

Work with TCP/IP Host Table Entries
System: AS20
Type options, press Enter.
1=Add 2=Change 4=Remowe S=Display 7=Rename

Internet Host
Op Address Mame
S 2@5.222.151.25 MATLROUTER
MATLROUTER. ITSOROCH. IEM. CO
i 127 mm. 1 LOOFEACE
LOCALHOST
ik 1 Aonnm, 20 ITSOPRORY.
ITSOR™S IBM. COM

(Wals

Figure 60. Configuring SMTP attributes Mail router to point to the ISP mail relay
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Note: The host table entry is not necessary if the mail router IP address can be
resolved by DNS.

6.3.2.1 Preventing mail spamming
To prevent unauthorized people from using your SMTP server to relay mail, you
can restrict access to the mail function to known users only.

In this scenario, to allow only the internal network POP users to use the SMTP
server to send mail, follow these steps:
1. On the AS/400 command line, type:

CRTSRCPF FILE (QUSRSYS/QTMSADRLST) CCSID(500)

This creates a physical source file that is named QUSRSYS/QTMSADRLST.
2. On the AS/400 command line, type:

STRSEU SRCFILE (QUSRSYS/QTMSADRLST) SRCMBR (ACCEPTRLY)

This creates a physical source file member.

3. Enter one IP address and its subnet mask per line. The mask is optional.
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In our example, the entry is 10.160.100.0 255.255.0.0.

This adds a record for the allowed addresses. This address list allows only POP
users in the internal network to send their mail.

Refer to the PTF cover letters in Table 9 for additional information.

Table 9. PTFs to prevent mail spamming

0S/400 release PTF
V4R2 SF52864
V4R3 SF53421
V4R4 SF54014
V4R5 None needed

6.3.2.2 Preventing mail flooding
Some suggestions to limit the impact of attempts to flood your system with mail
are:

* Avoid using an *ANY *ANY entry in the system distribution directory. Without
an *ANY *ANY entry, your system will reject mail that is not addressed to a
valid user in your network. If someone tries to flood your system with
improperly addressed mail, they will get back a flood of error messages.

» Set the threshold for the system auxiliary storage pool fairly low (80% to 85%).
A message is sent to the operator's message queue when the threshold is
reached. If the disk utilization jumps unexpectedly, it may be due to a mail
flooding attack.

6.3.3 Configuring the POP3 server

For information on how to configure POP3 users on the AS/400 system, refer to
the AS/400 Information Center articles “Configuring SMTP and POP servers for
e-mail” and “Setting up a POP e-mail client” at:
http://publib.boulder.ibm.com/pubs/html/as400/v4r5/ic2924/info/index.htm

6.4 Configuring PPP for other Internet services

You should contact your ISP before determining the type of PPP dial profile to
use. If your ISP is AT&T, select the Dial-up networking application in the
Application type panel (Figure 56 on page 101). This option creates a connection
profile for other dial-up networking applications, such as standard Internet
access.

6.4.1 Configuring NAT over a PPP link

By selecting the Hide address (full masquerading) check box as shown in Figure
61 on page 106, all outbound IP traffic will have its source IP address translated
to the IP address of the PPP link. The source port is also modified, so that return
IP traffic can be properly associated with the correct conversation and have its
destination |IP address and destination port changed back to the correct values.
Network Address Translation (NAT) over the PPP profile is only used in this
scenario to enable Web browsing for internal clients. It is not needed for Web
browsing if you are using a proxy server instead. The use and configuration of the
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proxy server in this scenario is discussed in 6.6, “Configuring a proxy server on
your AS/400 system” on page 110.

With a standard dial connection type, the ISP can dynamically assign an IP
address every time the AS/400 system dials up. The advantage of randomly
assigned IP addresses is that it is more difficult for hackers to attack a system on
which the IP address is not fixed. PPP dial connections must be manually started.

Figure 61 summarizes the most important parameters for this configuration.

Dialas25b - As20 EHE
General | Eonnectionl TCPAP Settings,| Domain Mame Serverl Script I Subsyste 4 I L4
— Specify Mode type: Dial to manually
M ame: . .
o establish the connection to the ISP.
Drescription: IDiaI-up o ISP

The zettings on thiz page affect the settings on the rest of the property pages.

Type:
) prr
=Sl
Mode
Line connection type:
% Shitahied e
e
Vil e L2TE]
Mode type: IDiaI ) j
Dialas25b - As20 EHE
Generall Connection  TCP/IP Settings | Domain Marme Serverl Script I Subsyste 4 I L4
~ Local IP addre
P address: I j
& Dynamically assign
N >
Local IP address — Remate P addie:
dynamically assigned by & Dynamically assign
the ISP. " IP address: I

| Foute speciied
) Defite addiess pol:

Configuring NAT on a Starting [F address: I

PPP link. [urmter o sddiesses: I‘I

™ Request TCPAP header compression [¥J]

¥ Hide addresses [full masquerading)

QK | Cancel Help

Figure 61. Configuring a PPP dial connection profile with NAT

Since the AS/400 system needs to know how to route IP packets destined for the
Internet, you must configure routing for the PPP profile. To do this, click the
Routing button shown in Figure 61. The display shown in Figure 62 appears.
Select Add remote system as the default route.
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DOD-TO-ISP Routing - As20 HE
Route redistribution: Spec1fy the ISP as

L=l |~ the default route.
& [limited

Dwnamic routing [RouteD]:
' None
 RIM
 RIP2

Static routing:

" None

& t4dd remote system as the default route

€ Uze static routes:

Fiemote Metwark | Subnet Mask |

el

Hemove |

QK I Cancel | Help |

Figure 62. Configuring the ISP as default route in the PPP connection profile

If you are configuring the IGN dialer to enable native address translation for the
dial-up networking connection, select Yes, enable full masquerading as shown
in Figure 63.

New IBM Global Network Dial Connection - As25b

Wwiould you like to define additional remote IP addresszes to
access gervices provided by other |BM Global Metwork
application servers?

¥ Define remate server |P addresses

208,222 151 25 T ISP IP address

Hemove |

Full masgerading allows pou ta hide all local IP addreszes from
the remate server. Do you want to enable full masguerading so
that all outbound [P traffic will have the source P address
translated to the IP address of the PPP link?

( & ‘eg, enable full masquerading ) Enable NAT
Mo

< Back I ﬂexbi I Cancel | Help

Figure 63. Configuring the PPP link in the IGN dialer with NAT

With full masquerading, the source IP address for all outbound IP traffic is
translated to the IP address of the PPP link. The source port is also modified, so
that return IP traffic can be properly associated with the correct conversation and
have its destination IP address and destination port changed back to the correct
values.
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6.5 Configuring DNS
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In this scenario, the DNS server running on the AS/400 system is the primary
server for your company’s internal domain. When a DNS client (resolver) queries
the DNS server for a name outside the local domain, the DNS server must
forward off-site queries to the ISP DNS.

Configuration of the DNS server is done entirely through Operations Navigator. In
this scenario, we configure AS20 to be the primary DNS server for the internal
domain ITSOROCH.IBM.COM. The ISP DNS IP address will be specified in the
Forwarders configuration.

Operations Navigator includes a DNS configuration wizard that you can use the
first time you configure your DNS server or if you want to override an existing
configuration. For information about configuring AS/400 DNS server, refer to:
http://publib.boulder.ibm.com/pubs/html/as400/v4r5/ic2924/info/

RZAISGETSTART . HTM#HDRRZA

The redbook AS/400 TCP/IP Autoconfiguration: DNS and DHCP Support,
SG24-5147, includes step-by-step instructions and advanced topics.

Forwarders are name servers whose main purpose is to handle all of the off-site
queries for the name servers at a given site. If a name server has a list of
forwarders and cannot resolve a query from its domain or cache data, the name
server sends the query to a forwarder. In this scenario, configure the AS/400 DNS
server to forward queries to the ISP DNS by specifying its IP address in the
forwarders configuration. Follow these steps:

1. Atthe DNS Server Configuration window, right-click DNS Server (top of the
tree), and select Properties.

Click the Forwarders tab.

Click Add.

Enter the IP address of the ISP DNS to which you want to forward the queries.
Click Contact only forwarders for off-site queries.

Click OK.

o oA w N

If the forwarder does not answer within a short period of time, the requesting
server contacts the offsite servers itself. In this scenario, you do not want your
DNS to attempt to contact other Internet DNS servers if the ISP DNS can’t
answer the query. You can restrict your name server from trying to contact offsite
servers by specifying at least one forwarder and selecting the “Contact only
forwarders for off-site queries” check box.

Figure 64 shows how to configure the ISP DNS as a forwarder.
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DHS Server Properties - As20 EHE

Sort List I Unreliable Mame Servers | Limitz I Additional Directives I
General I Fioot Servers Fonwarders | Security I Options
Specify the ISP’s DNS IP address as a Forwarder IP addresses:
forwarder for queries involving hosts (20822215125 d

outside the internal domain. FEmae

Movellp

e e [ v

L

Be sure to select this box. %{ Contact only forwarders for off-site queries

(] 8 %J Cancel

Figure 64. Configuring the ISP DNS as a forwarder

6.5.1 Restricting DNS zone transfers

You can prevent any other name server from requesting a zone transfer of your
name server data. From the DNS Server Properties - Security page, you can
define the networks, subnets, or IP addresses of the name servers that can
perform zone transfers from your name server. In this scenario, you want to
restrict all hosts (including the ISPs) from using a zone transfer to obtain a
complete list of your internal DNS information.

Leaving this page blank allows all hosts to request zone transfers from your DNS
server. To limit access, enter the loopback address on this page as shown in

Figure 65.
DHS Server Properties - As20 EHE
Sort List I Unreliable Mame Servers I Limitz | Additional Directives I
General I Fioot Servers I Fonwarders Security | Options
Secondary server access lish
Zone transfer requests can only be [ adcies [ hinsk I
initiated from a loopback address. ———==(127.0.01 255.255.255.255 Add |

Hemove |

(] 8 | Cancel
X

Figure 65. Restricting zone transfers

6.5.2 Limiting the hosts that can query your DNS

From the Primary Domain Properties - Security page, you can limit access to the
primary domain data. Only hosts that you identify here have permission to get
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information from the domain. You can limit access to hosts with specific IP
addresses or to hosts with an interface on one of the networks or subnets listed.
Leaving this page blank makes your domain data available to all hosts.

In this scenario, you only want the hosts in your internal network and the local
AS/400 system to query your name server data. See Figure 66.

Primary Domain Properties - itzoroch.ibm.com.

General | Mame Serversl I il Security |Additi0nal Hecordsl
Lirnit domain data access to subnets:
Only allow the internal network and
Address | Mask | Add | y .
10.160.100.0 265.255.256.0 the loopback address to access domain
127.00.1 255.255.255.255 Hemave | data for this primary domain.
Lirnit domain data access to [P addresses:
Add |
Hemove |

QK I Cancel | Help |

Figure 66. Restricting the hosts that can query your name server data

6.6 Configuring a proxy server on your AS/400 system

One of the requirements in this scenario is to enable internal clients to access
Web servers on the Internet using the HTTP protocol. In 6.4.1, “Configuring NAT
over a PPP link” on page 105, we showed how to enable internal clients to access
the Internet using NAT. In this section, we explain how to configure the AS/400
security gateway as an HTTP proxy server to enable internal clients to access
Web servers on the Internet.

When using a proxy server, NAT is not needed, since Internet hosts see all
requests coming from your proxy server public interface, regardless of your
underlying TCP network infrastructure.

6.6.1 Advantages of using the proxy server
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Some of the advantages of using a proxy server are:

* |t can act as a secure gatekeeper, managing the HTTP sessions between your
internal network and Internet hosts without compromising security.

* When configured as a caching proxy, the proxy server caches returned Web
pages from requests that are made by all proxy server users. Consequently,
when users request a page, the proxy server checks whether the page is in
the cache. If it is, the proxy server returns the cached page. By using cached
pages, the proxy server can serve Web pages more quickly, which eliminates
potentially time-consuming requests to the Internet Web server. The
performance advantages of cache are more significant if the users tend to
request the same pages from Internet Web sites and if the link connecting to
the ISP is relatively slow.
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* It hides the private IP addresses of the internal clients behind a single public
registered IP address.

* The proxy server provides very good logging. It can log all URL requests for
usage tracking. You can then review the logs to monitor the use and misuse of
network resources.

* The proxy server logs requests that were fulfilled from cache. This log helps to
understand how effectively the cache is being used.

¢ |t can log which internal hosts are accessing various Web sites through your
AS/400 proxy server or which internal hosts are accessing entries cached on
your proxy server.

* It can be configured to require user authentication before allowing access to
the Internet.

* |t can be configured to limit the sites that users can access through the proxy
server.

¢ |P forwarding does not need to be enabled on you AS/400 security gateway.

—>

Note: One of the main limitations of a proxy server is that it is application dependent.
The proxy server provided with IBM HTTP Server for AS/400 supports HTTP, HTTPS,
FTP, and Gopher.

6.6.2 Configuring IBM HTTP Server for AS/400 as a proxy server

For information on how to configure IBM HTTP Server for AS/400 as a caching
proxy, refer to HTTP Server for AS/400 Webmaster's Guide V4R4, GC41-5434.
This section summarizes the caching proxy configuration for our scenario:

1. Create an HTTP server configuration (PROXY in our scenario) and a server
instance (ITSOPROXY in our scenario).

2. Click Basic on the left frame to bring up the configuration form shown in
Figure 67 on page 112.

3. Configure the proxy server to bind to the AS/400 internal (private) IP address
10.160.100.20 (see Figure 52 on page 97 and Figure 67 on page 112).
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Figure 67. Creating an HTTP server configuration to be used as a proxy caching server
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4. Expand Proxy Settings, and click Prox

y server settings to configure the

protocol for which you want the server to act as a proxy. In this scenario,
select HTTP only as shown in Figure 68.

Specify the port on the target server on

To allow HTTPS requests to traverse the proxy, configure SSL tunneling.

which the secure HTTP server is

listening for requests. The default SSL port for HTTP servers is 443 as shown

in Figure 68.
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Figure 68. Configuring the server as an HTTP proxy server

6. Click Caching settings to enable caching as shown in Figure 69 on page 114.
We recommend that you enable proxy caching. Proxy caching will increase
Web browsing performance for your internal clients when users tend to
request the same pages from the Internet Web servers.
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Figure 69. Configuring your server as a caching proxy

6.6.3 Controlling internal users access to the Internet
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You may want to restrict access to the Internet to a group of authorized internal
users. You can add access control to the proxy server configuration to require
user authentication. Internal users attempting to point their browsers to the proxy
server will be prompted to enter a user ID and password. You must create a
validation list that holds the list of Internet users and their passwords. In our
scenario, these are the users inside the company that are allowed access to use
the proxy, and, therefore, to the Internet.

To configure access control for the proxy server, follow these steps:

1. From the HTTP server configuration, click Protection->Create protection
setup.

2. Complete the Create protection setup form as shown in Figure 70.
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Figure 70. Configuring a protection setup to control access to the proxy server

3. Click Next.

4. Complete the Authentication form as shown in Figure 71 on page 116.
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Figure 71. Configuring the proxy server authentication

5. Click Document protection to protect the HTTP protocol.

6. Complete the Document protection form as shown in Figure 72.
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Figure 72. Creating document protection to protect the HTTP proxy when it receives an HTTP request

7. Configure the users that can access the proxy server. In this example, we
must create the validation list Web_Users in library Weblib. Use the options
under the Internet users link in the HTTP server configuration page as shown
in Figure 73 on page 118.
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Figure 73. Add the user ID and password of internal users authorized to access the proxy server

6.6.4 Allowing access to selected domains
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You may want to limit your users to access only specific Web sites. You can
configure the HTTP proxy to relay requests only to some domains, rejecting all
other requests. You can accomplish this by using the Proxy chaining and
nonproxy domain form of the HTTP server configuration. The real purpose of this
form is to specify the domains for which your server is going to send the request
to another proxy in a chain of proxies and those to which your server is directly
connected (no proxy chain should be used). In our scenario, the proxy server is
not part of a chain of proxies, but we are using this configuration to accomplish
the objective. In the URL field, enter a fictitious name of the next proxy in the
chain. Since this chaining proxy server doesn’t exist, URL requests that don’t
match those specified in the Nonproxy domains field will not be relayed by the
AS/400 proxy. Use the Nonproxy domains field in the form to specify the list of
servers and domains for which you want the proxy to relay requests. These are
the domains you want to allow your internal users to access.

Figure 74 shows the Proxy chaining and nonproxy domain form. The
configuration shown in Figure 74 allows internal users to access only the domains
ibm.com, lotus.com, .org, .edu, and .gov.

AS/400 Internet Security Scenarios: A Practical Approach
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Figure 74. Configuring nonproxy domains

Figure 75 on page 120 shows the HTTP configuration file after the proxy server

configuration is complete.
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# HTTP CONFIGURATION FILE
rotection Proxy Prot {
PasswdFile WEBLIB/WEB_USER
ACLOverride Off

Mask all@l0.160.*.*

AuthType Basic

ServerID Proxy Authenticatio
UserID %%SERVER%%

Protect http:* Proxy Prot
Protect https:* Proxy Prot
HostName itsopro:
BindSpecific On

Port 1010

UserID %%SERVER%%
DNS-Lookup Off
Imbeds Off SSIOnly
Proxy http:*

Access control config-
uration for proxy serv-
er. Only users in
network 10.160.0.0
and with a valid Inter-
net user in validation
list Weblib/Web_User
can access the proxy.

Proxy server bound to
hostname
ITSOPROXY and
port 1010.

( Proxy *:443)<
Caching On
CacheSize 5 M

CacheLimit 2 4000 K
CacheLimit 1 200 K
CacheLockTimeout 20 minutes
Gc On

GcMemUsage 500

GcDailyGe 03:00
CacheDefaultExpiry http:* 0 da
CacheDefaultExpiry ftp:* 1 day
CacheDefaultExpiry go
NormalMode On
Enable GET
Enable HEAD
Enable OPTIONS
Enable TRACE
Disable DELETE
Disable POST
Disable PUT

CacheRoot /QOpenSys/QIBM/UserData/HTTPSVR/ProxyCache/cache

http proxy nowhere.com

Co_proxy .1bm.com, . Iotus.com, .org, .edu, .

OD/

Proxy server
configured to tunnel
HTTPS requests.

Limit access to the
domains listed in
no_proxy directive.
All other requests will
be discarded since the
chaining proxy speci-
fied in http_proxy
does not exist.

Figure 75. Proxy HTTP configuration file

6.7 Configuring IP filters on the AS/400 system

All the filters used in this redbook’s scenarios are configured using three general

filter files:

* SERVICES.i3p: Defines all the services used in this redbook’s scenarios.
* ADDRESS.i3p: Defines the source and destination IP addresses of the filters.
* IPFILTERS.i3p: Defines all the filters used in this redbook’s scenarios.

For a complete list of the filter files and additional AS/400 filter information, refer
to Appendix A, “Services, ports, and master filter files” on page 373.

In this scenario, we propose two alternatives to enable internal clients to access

Web servers on the Internet:
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e Use NAT. Configure NAT in the PPP connection profile as described in 6.4.1,
“Configuring NAT over a PPP link” on page 105. The filter rules required to
allow internal users to access Internet Web servers using NAT are grouped
under the filter set HTTP_NAT.

* Use the proxy server. Configure IBM HTTP Server for AS/400 as a proxy
server as described in 6.6.2, “Configuring IBM HTTP Server for AS/400 as a
proxy server” on page 111. The filter rules required to allow internal users to
access Internet Web servers through the proxy are grouped under the filter set

HTTP_Proxy.

S

Tip: When using an HTTP proxy, the source and destination IP address that repre-
sents the internal clients is the public interface assigned to the proxy server.

When using NAT, the source and destination IP address that represents the internal
clients is the internal client real IP address. Filter checking is performed before NAT
on the outbound traffic and after NAT on the inbound traffic.

Figure 76 shows the SCENARIO1_NAT.I3P filter. The set http_nat is applied to
the PPP interface in this example.

T8 IP Packet Security - As20
File Edit “iew Help

i3] »lel 3] = 9l

File Mame: /QIBM/netsecib/scenariol_MAT.13P

1P Packet Security: All Security Rules

Services, E|--- IP Packet Security

address,
and filter
files are
included.

@ All Security Rules

Statement
# INCLUDE FILE = /QIBM/netsecrb/services.i3p

Cr Dehned Addieszes
o> Filter Interfaces

# INCLUDE FILE = /QIBM/netsecrb/address.i3p
# INCLUDE FILE = /QIEM/netsecrb/ipfilters.i3p
Iﬂb FILTER_INTERFACE INTERFALCE = dislaz25b SET = Spoofing, dnz, smtp, TCPstartt_Derny, echao, http_nat, deny_all

4

Filter set http_nat is applied to the PPP interface.

Figure 76. IP packet security configuration on AS20 - SCENARIO1_NAT.I3P

Figure 77 shows the SCENARIO1_PROXY.I3P filter. The set http_proxy is applied
to the PPP interface in this example.
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# INCLUDE FILE = /QIEM/netsecrb/ipfilters.i3p
Iﬂb FILTER_IMTERFACE INTERFALE = dialaz25b SET = Spoofing, dns, smitp, TCPstart_Deny, echo, hitp_proxy, deny_all http—nat
applied to
~~ PPP inter-
| [2] face.

Figure 77. IP packet security configuration on AS20 - SCENARIO1_PROXY.I3P
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Table 10 explains the purpose of the filter sets used in this scenario.

Table 10. Filter sets used in the small office with dial-up Internet connection scenario

Filter set Action
Spoofing Prevents hackers from using a private address outside of the
physical internal network to access the AS/400 system.
Ingress Prevents hackers in your internal network from performing DoS

attacks to Internet hosts using forged IP addresses.

Allow_internal_traffic

Allows inbound and outbound internal network traffic on the internal
interface.

DNS Allows DNS queries and responses from and to the internal DNS
server running on the AS/400 system and the ISP DNS server.
SMTP Allows SMTP requests and replies from and to the internal SMTP

server on the AS/400 system and the ISP.

TCPstart_Deny

Prevents intruders from starting sessions to the AS/400 system
servers from the Internet.

ECHO

Allows the AS/400 system and the ISP to ping each other.

HTTP_NAT

Allows internal clients to browse the Web. This filter set is used
when enabling NAT in the PPP profile, as described in 6.4.1,
“Configuring NAT over a PPP link” on page 105. This filter set is not
needed if your internal clients are going through the proxy server,
as discussed in 6.6.2, “Configuring IBM HTTP Server for AS/400 as
a proxy server” on page 111, to access the Web.

HTTP_Proxy

Allows internal clients to browse the Web through the proxy server
configured on the AS/400 system. This filter set is not needed if
your PPP profile is configured to use NAT, as discussed in 6.4.1,
“Configuring NAT over a PPP link” on page 105.

Deny_All

Denies all traffic that does not match any of the other filter sets. This
set was added to enable logging through journaling. In every IP
packet filter file, there is an implicit deny all rule at the bottom. If you
want to log denied traffic, you must explicitly configure a filter rule
and enable journaling for it.

Figure 78 and Figure 79 on page 124 list the defined addresses, services, and
filter rules used in this scenario. For a complete list of the filters used in this
redbook and some additional information on AS/400 IP filters implementation,
refer to Appendix A, “Services, ports, and master filter files” on page 373.

T

Note:JRN=FULL in the filters with ACTION=PERMIT was only used for testing
purposes. We recommend that you do not enable journaling (JRN=OFF) for these
filters during regular operations.
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IP Packet Security: All Security Rules

#Defined Addresses

ADDRESS InternalNetwork IP = 10.160.100.0 MASK = 255.255.255.0 TYPE = TRUSTED
ADDRESS privatelOaddresses IP = 10.0.0.0 MASK = 255.0.0.0 TYPE = TRUSTED
ADDRESS privatel72addresses IP = 172.16.0.0 MASK = 255.240.0.0 TYPE = TRUSTED
ADDRESS privatel92l68addresses IP = 192.168.0.0 MASK = 255.255.0.0 TYPE = TRUSTED
#Public randomly assigned IP address used for the PPP comnection (dialas25b interface) .

# Usually, the ISP assigns IP address within a known subnet

#ADDRESS Public IP = 208.222.151.17 THROUGH 208.222.151.31 TYPE = TRUSTED
ADDRESS ISP IP = 208.222.151.25 MASK 255.255.255.255 TYPE = TRUSTED

ADDRESS internaladdress IP = 10.160.100.20 MASK = 255.255.255.255 TYPE = TRUSTED

#Defined Services

ICMP_SERVICE All ICMP TYPE = * CODE = *

ICMP_SERVICE Echo rply TYPE = 0 CODE = *

ICMP_SERVICE Echo TYPE = 8 CODE = *

SERVICE All PROTOCOL = * DSTPORT = * SRCPORT = *

#Starting TCP rule

SERVICE Starting TCP PROTOCOL = TCP/STARTING DSTPORT = * SRCPORT = *
SERVICE SMTP req PROTOCOL = TCP DSTPORT = 25 SRCPORT >= 1024

SERVICE SMTP_ rply PROTOCOL = TCP DSTPORT >= 1024 SRCPORT = 25
SERVICE HTTP req PROTOCOL = TCP DSTPORT = 80 SRCPORT >= 1024

SERVICE HTTP rply PROTOCOL = TCP DSTPORT >= 1024 SRCPORT = 80
SERVICE HTTPS req PROTOCOL = TCP DSTPORT = 443 SRCPORT >= 1024
SERVICE HTTPS rply PROTOCOL = TCP DSTPORT >= 1024 SRCPORT = 443
SERVICE DNS client queries PROTOCOL = UDP DSTPORT = 53 SRCPORT >= 1024
SERVICE DNS client rply PROTOCOL = UDP DSTPORT >= 1024 SRCPORT = 53
SERVICE DNS server to server PROTOCOL = UDP DSTPORT = 53 SRCPORT = 53

#IP Filters

#Spoofing defense, internal addresses and private addresses are not allowed on the non-secure side

FILTER SET Spoofing ACTION = DENY DIRECTION = INBOUND SRCADDR = InternalNetwork
DSTADDR = * SERVICE = All FRAGMENTS = NONE JRN = OFF

FILTER SET spoofing ACTION = DENY DIRECTION = INBOUND SRCADDR = privatelOaddresses
DSTADDR = * SERVICE = All FRAGMENTS = NONE JRN = OFF

FILTER SET spoofing ACTION DENY DIRECTION = INBOUND SRCADDR = privatel72addresses
DSTADDR = * SERVICE = All FRAGMENTS = NONE JRN = OFF

FILTER SET spoofing ACTION = DENY DIRECTION = INBOUND SRCADDR = privatel921l168addresses
DSTADDR = * SERVICE = All FRAGMENTS = NONE JRN = OFF

#Echo (PING)

FILTER SET Echo ACTION = PERMIT DIRECTION = OUTBOUND SRCADDR = Public DSTADDR = ISP
SERVICE = echo FRAGMENTS = NONE JRN = FULL

FILTER SET Echo ACTION = PERMIT DIRECTION = OUTBOUND SRCADDR = Public DSTADDR
SERVICE = echo rply FRAGMENTS = NONE JRN = FULL

FILTER SET Echo ACTION = PERMIT DIRECTION = INBOUND SRCADDR = ISP DSTADDR = Public
SERVICE = echo rply FRAGMENTS = NONE JRN = FULL

FILTER SET Echo ACTION = PERMIT DIRECTION = INBOUND SRCADDR = ISP DSTADDR = Public
SERVICE = echo FRAGMENTS = NONE JRN = FULL

H#HTTP proxy filters, allowing http requests from the inside to outside.

FILTER SET HITP_ proxy ACTION = PERMIT DIRECTION = OUTBOUND SRCADDR = Public DSTADDR = *
SERVICE = HTTP req FRAGMENTS = NONE JRN = FULL

FILTER SET HITP_ proxy ACTION = PERMIT DIRECTION = INBOUND SRCADDR = * DSTADDR = Public
SERVICE = HTTP rply FRAGMENTS = NONE JRN = FULL

Isp

H#HTTPS proxy filters, allowing https requests from the inside to outside.

FILTER SET HITP_ proxy ACTION = PERMIT DIRECTION = OUTBOUND SRCADDR = Public
DSTADDR = * SERVICE = HITPS req FRAGMENTS = NONE JRN = FULL

FILTER SET HITP_ proxy ACTION = PERMIT DIRECTION = INBOUND SRCADDR =
DSTADDR = Public SERVICE = HTTPS rply FRAGMENTS = NONE JRN = FULL

H#HTTP NAT filters, allowing http requests from the inside to outside.

FILTER SET HITP nat ACTION = PERMIT DIRECTION = OUTBOUND SRCADDR = InternalNetwork
DSTADDR = * SERVICE = HTTP req FRAGMENTS = NONE JRN = FULL

FILTER SET HTTP nat ACTION = PERMIT DIRECTION = INBOUND SRCADDR = *
DSTADDR = InternalNetwork SERVICE = HTTP rply FRAGMENTS = NONE JRN = FULL

H#HTTPS NAT filters, allowing https requests from the inside to outside.

FILTER SET HITP nat ACTION = PERMIT DIRECTION = OUTBOUND SRCADDR = InternalNetwork
DSTADDR = * SERVICE = HITPS req FRAGMENTS = NONE JRN = FULL

FILTER SET HTTP nat ACTION = PERMIT DIRECTION = INBOUND SRCADDR = *
DSTADDR = InternalNetwork SERVICE = HTTPS rply FRAGMENTS = NONE JRN = FULL

# Filters continued in Figure 79...

|
*

Figure 78. IP filters used in the small office with dial-up connection to the Internet scenario (Part 1 of 2)
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#DNS filters, DNS queries to the non-secure side.

FILTER SET DNS ACTION = PERMIT DIRECTION = OUTBOUND SRCADDR = Public DSTADDR = ISP
SERVICE = DNS_server to_server  FRAGMENTS = NONE JRN = FULL

FILTER SET DNS ACTION = PERMIT DIRECTION = INBOUND SRCADDR = ISP DSTADDR = Public
SERVICE = DNS_server to_server  FRAGMENTS = NONE JRN = FULL

FILTER SET DNS_client ACTION = PERMIT DIRECTION = OUTBOUND SRCADDR = * DSTADDR = *
SERVICE = DNS client queries FRAGMENTS = NONE JRN = OFF

FILTER SET DNS_client ACTION = PERMIT DIRECTION INBOUND SRCADDR = * DSTADDR = *
SERVICE = DNS client rply FRAGMENTS = NONE JRN OFF

FILTER SET Deny all ACTION = DENY DIRECTION = * SRCADDR = * DSTADDR = * SERVICE = all
FRAGMENTS = NONE JRN = FULL

#SMTP filter, allowing incoming and outgoing mail

FILTER SET SMTP ACTION = PERMIT DIRECTION = OUTBOUND SRCADDR = Public DSTADDR = ISP
SERVICE = SMTP_ req FRAGMENTS = NONE JRN = FULL

FILTER SET SMTP ACTION = PERMIT DIRECTION INBOUND SRCADDR = ISP DSTADDR = Public

SERVICE = SMTP_ rply FRAGMENTS = NONE JRN = FULL
FILTER SET SMTP ACTION = PERMIT DIRECTION = OUTBOUND SRCADDR = Public DSTADDR = ISP
SERVICE = SMTP rply FRAGMENTS = NONE JRN = OFF

FILTER SET SMTP  ACTION = PERMIT DIRECTION INBOUND SRCADDR = ISP DSTADDR = Public
SERVICE = SMTP_ req FRAGMENTS = NONE JRN = OFF

# ==== Allow Internal traffic: traffic on the internal net is allowed
FILTER SET Allow_ internal traffic ACTION = PERMIT DIRECTION = * SRCADDR = InternalNetwork
DSTADDR = InternalNetwork PROTOCOL = * DSTPORT = * SRCPORT = * FRAGMENTS = NONE JRN = OFF

# Ingress filters. Prevent attack to Internet fram intermal hosts with spoofed IP address

FILTER SET Ingress ACTION = PERMIT DIRECTION = INBOUND SRCADDR = InternalNetwork DSTADDR = *
PROTOCOL = * DSTPORT = * SRCPORT = * FRAGMENTS = NONE JRN = OFF

FILTER SET Ingress ACTION = PERMIT DIRECTION = OUTBOUND SRCADDR = * DSTADDR = InternalNetwork
PROTOCOL = * DSTPORT = * SRCPORT = * FRAGMENTS = NONE JRN = OFF

#Deny all inbound requests to start a TCP session

FILTER SET TCPstart Deny ACTION = DENY DIRECTION = INBOUND SRCADDR = * DSTADDR = *
SERVICE = Starting TCP FRAGMENTS = NONE JRN = OFF

#Deny rules-Deny All filter in place for testing logging (journaling).

#By default there is an implicit deny all filter rule with no logging

FILTER SET Deny all ACTION = DENY DIRECTION = * SRCADDR = * DSTADDR = * SERVICE = all
FRAGMENTS = NONE JRN = FULL

Figure 79. IP filters used in the small office with dial-up connection to the Internet scenario (Part 2 of 2)

%ogtg: When using the Dialas25b PPP connection profile, we assume that the ISP
randomly assigns an IP address to the AS/400 system each time it dials up. Normally,
the assigned IP address will fall within a known range of IP addresses. In this example,
we assume that the ISP assigns an IP address in the range 208.222.151.17 through
208.222.151.31. The corresponding defined address is:

ADDRESS Public IP = 208.222.151.17 THROUGH 208.222.151.31 TYPE = TRUSTED

The address type must be set to TYPE = TRUSTED. T0 define an address as TYPE =
BORDER, the address has to be an active interface configured on the AS/400 system.

6.7.1 Ingress filtering

RFC 2827, Network Ingress Filtering: Defeating Denial of Service Attacks which
employ IP Source Address Spoofing, recommends that you allow only addresses
from the internal network in the inbound traffic on the internal interface of a
gateway. This technique does not protect against DoS attacks that originate from
valid internal networks IP addresses. This filtering prevents attackers within the
originating network from launching a DoS attack using forged source addresses
that do not conform to ingress filtering rules. An additional benefit of
implementing this type of filtering is that it enables the originator to be easily
traced since the attacker has to use a legitimately reachable source IP address to
launch the attack.
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If you have any reason to fear that an attack could be initiated from your internal
network, it is a good practice to configure ingress filtering on the internal interface
as recommended by RFC 2827. To illustrate ingress filtering, we configured and
applied them to the internal interface (TRNLINE) of the AS/400 system acting as
a gateway in this scenario. Figure 79 shows the filter sets Allow_internal_traffic
and ingress that we applied to the internal interface of the AS/400 gateway in this
scenario.

Figure 80 shows the SCENARIO1_internal.i3p filter file with the
Allow_internal_traffic and ingress filter sets applied to the AS/400 gateway’s
internal interface (TRNLINE).

TH IP Packet Security - As20 EH

File Edit “iew Help

&l ple| Al =] 3

File Mame: /QIBM fnetsectb/SCEMNARIOT internal | 3P

IF Packet Security: All Security Rules

IP Packel - Statement
Z# INCLUDE FILE = /QIBM/netsecrh/services. i3p
g # INCLUDE FILE = /QIEM netsecib/addiess.idp
o> Filter Interfacss ## INCLUDE FILE = /QIBM/netsecrb/ipfilters.i3p
%: g'lte'_s Wi FILTER_INTERFACE LINE = TRMLIME SET = Allow_internal_traffic, Ingress
SIYICes

(<3 Address Translation
-2 Inelides LI

| Y

Figure 80. IP packet security configuration on AS20 internal interface - SCENARIO1_internal.i3p

6.8 Configuring

a DHCP server

By configuring the DHCP server in your AS/400 system, you can automate the
configuration of the internal hosts in your network. In this scenario, the DHCP
server on the AS/400 system dynamically configures the clients with a unique IP
address, the default gateway, and DNS server. For details on configuring DHCP,
refer to AS/400 TCP/IP Autoconfiguration: DNS and DHCP Support, SG24-5147.

To start the DHCP configuration, follow these steps:

1. Open the Network container in Operations Navigator.

2. Click Servers in the left pane.

3. Click TCP/IP in the left pane.

4. Right-click DHCP in the right pane, and select Configuration from the
pull-down menu.

A window appears like the example in Figure 81 on page 126.
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i fil DHCP Server Configuration - As20

2| =

Global

e Subnet itsosubnst

18 Class IBMNSM 1.0.0

1B Class IBMNSM 2.0.0

B Class IBMNSM 3.4.1

[# Wendor IBM Metwark Station

Figure 81. DHCP Server Configuration

5. Right-click Global in the left pane, and select New Subnet - Advanced. You
see a window like the one in Figure 82.

Subnet itzosubnet Properties - As20

Specify the subnet name.

Subnet used for ITS0, address range 10.160.100.1 through 10.160.100.254,

Figure 82. New DHCP subnet properties - General

6. Click the Address Pool tab. The window shown in Figure 83 is displayed.
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Subnet itzosubnet Properties - As20

General Address Poal | Leases

I Dptionsl Other I

EHE3

P addresses included

C Subnet address:

Y
101601000 =<

'S

Start address:

End address:

I'ID.'IBD.'IDD.'I
|1D.1BD.1DD.254

Gubnet mask:

|255.255.255.0 )Z

IP addreszes excluded from pool

dd. I

( 0160.100.20

1

Hemove |

(] 8 I Cancel

Help

Figure 83. New DHCP subnet properties - Address pool configuration

Specify the address
and subnet mask of
your internal network.

Exclude the AS/400
system’s IP address
from the pool.

Exclude the IP address of hosts that cannot be dynamically assigned, for
example, printers and servers. By specifying addresses that were excluded
from the pool field, you are telling the DHCP server not to offer these
addresses to requesting clients.

7. Click the Options tab. The window shown in Figure 84 is displayed.

Subnet itzosubnet Properties - As20

Generall Address PDD|I Leases

Awailable options:

Options | Other |

Selected options:

Tag | Mame

ag

| Mame

2 Time offset
4 Time server

5 Mame server
7 Log server

8 Cookie server
E] LPR server
10 Impress server
11

Resource location ger
4 I i 3

2 !
il | g
HemEyees- |

Templates

Subnet mask.
Fouter
Domain name server

)

(] 8 I Cancel

Help

Figure 84. New DHCP Subnet Properties - Options

Add the Subnet mask,
Router, and Domain
name server options to
the configuration.

The values that used for each of these options in this scenario are as follows:

¢ Subnet mask = 255.255.255.0

¢ Router = 10.160.100.20
e Domain name server = 10.160.100.20
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By selecting these options in your DHCP subnet configuration, you are telling
the DHCP server to distribute these values to the requesting clients. This
automates the TCP/IP configuration of the clients.

8. Click OK.

This will add the subnet to your DHCP server configuration. The DHCP server
configuration is complete.

9. Start the DHCP server using the Start TCP Server command:

STRTCPSVR SVR (*DHCP)

6.9 Configuring the internal clients

To allow the internal clients to use the services described in this scenario, you
need to configure the TCP/IP, the POP3 client for mail, and the Web browser on
the internal PCs. The configuration that we show you is from a PC running the
Windows 95 operating system.

6.9.1 Configuring TCP/IP

The TCP/IP configuration is minimal, since the DHCP server configured in 6.8,
“Configuring a DHCP server” on page 125, dynamically assigns the appropriate
attributes, such as Default Gateway and DNS, to the clients when the client
starts. For details on configuring TCP/IP on your PCs, refer to:
http://www.microsoft.com

1. Bring up TCP/IP properties for the PC TCP/IP protocol. You see a window
like the one shown in Figure 85.

TCFP/IP Properties EHE

Bindings | Advanced | Mew®is |
DS Configuration I Gateway I WINS Configuration P Address

An IP address can be automatically assigned to this computer.
If your network does not automatically azsign IP addresses, ask
your network. administrator for an address, and then tppe it in
the space below.

Specify that the client will obtain the
Cf" Dbtain an IF address automaticallﬁ) TCP/IP configuration from the AS/400
" Specify an IP address: system’s DHCP server.

(] 8 I Cancel

Figure 85. Client IP Address configuration

2. Click OK to complete the TCP/IP configuration of the PC.

You have to reboot your PC for this configuration to go into effect.
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6.9.2 Configuring a POP3 Client

There are many POP3 clients that can be used in this scenario. We show you the
configuration for Netscape Messenger, since it is the one we used during our
tests for this scenario. Perform the following steps:

1.
2.
3.

Preferences E

86.

Lategory:

[ Appearance

Faonts

- Colors

[#- Mavigator

- Mail & Newsgroups

= |dentity:

- Mail Servers

- Mewsgroup Servers
- Addressing

- Meszages

- \Window Settings
- Copies and Folders
- Formatting

- Return Receipts

- Dizk Space

+|- Fioaming Access

+]- Composzer

- Offline

- Advanced

[N =

Start Netscape Messenger.

Select Edit->Preferences from the pull-down menu bar.

Set your name, email address, and signature file

The information below is needed before pou can send mail. [f you do
niot know the information requested, please contact your system
administrator or [nternet Service Provider.

OUr hame:
D ave Granum

mail address:
aveny@itsoroch.ibm.com J

Beply-to address{only needed if different from email address]:

Organization:

Signature File:

| LChooze... |

I Attach my personal card to messages (as a vCard) Edit Card... |

E

Cancel |

Help |

Figure 86. Netscape Preferences - Identity configuration

Select Identity under the Mail & Newsgroups container, as shown in Figure

Specify the PC user’s
name.

Specify the e-mail address
for this PC user. There
should be adirectory entry
configured on the AS/400
system with this e-mail
address configured as the
SMTP alias.
itsoroch.ibm.com is the
registered domain for
which the ISP stores mail.

4. Click Mail Servers, which is located directly below Identity. You see a window
like the one shown in Figure 87.

Preferences E

Lategory:

[ Appearance

[#- Mavigator

- Mail & Newsgroups

- |dentity

- Mail Servers

- Mewsgroup Servers
- Addressing

- Meszages

- \Window Settings
- Copies and Folders
- Formatting

- Return Receipts

- Dizk Space

+|- Fioaming Access

+]- Composzer

- Offline

- Advanced

[N =

Specify servers for mail

~ Incoming Mail Server

Edit... |
Delete |

et as [efault |

 Outgoing Mail Server \
4520 ]

To zet server properties [such as checking for new
messages automatically). select a server and then
click Edit.

Outgoing mail [SMTF] server:

Outgoing mail server user name: [avery

Usze Secure Socket Layer[S5L]) or TLS for outgoing messages:
& Mever " If Possible © Always

Local mail directory:

IEI: “Program FileshMetscapetU sershdefaultymail

LChooze... |

B

Cancel | Help |

Specify the AS/400
system to be the Outgoing
SMTP server. Specify the
user of this PC as the Out-
going server user name.

Figure 87. Netscape Preferences - Outgoing Mail server (SMTP) configuration
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5. Click Add to add an incoming (POP3) mail server. The window shown in
Figure 88 is displayed.

Mail Server Properties E
General | POP |

Gerver Name: (BRI Specify the AS/400 system in the Server
Name field. Specify POP3 as the Server
Type. Specify your PC user’s ID as the
User Name.

Server Type: IF'DF'3 Server L!

Uszer Mame: Iavery

™ Remember password.

™ Check for mail every |1 5 minutes

I~ | Eutornaticallydowninad any newimessages

QK I Cancel | Help |

Figure 88. Netscape Incoming Mail Server (POP3) Properties configuration

6. Click OK twice to finish the configuration.

6.9.3 Configuring the Web browser to use the proxy server

This section describes the browser configuration required to use the proxy server
running on the AS/400 system. We used Netscape Navigator during our tests.

1. Open Netscape Navigator, and select Edit->Preferences from the pull-down
menu.

2. Click Advanced->Proxies. The window shown in Figure 89 is displayed.

Preferences E

Lategory:

. e Calors
[l Navigator
(=) Mail & Mewsgroups
- |dentity A network proxy iz uzed to provide additional security between pour
computer and the Internet [usually along with a firewall] and/or to
increase performance between networks by reducing redundant traffic
wia caching.

Configure prozies to access the Internet

- Mail Servers
- Mewsgroup Serve

- Addressing
- Messages " Direct connection to the Intemet

- window Settings (G’ Manual proxy configuration i
- Copies and Folder D i 8 _—I

- Formatting " Automatic prowy configuration

- Return Receipts Configuration location [URL]: Ihttp:.-’.-"w3_rchland.ibm.com.-"rch.pr
- Dizk Space
[#- Roaming Access Helaad |
[#- Composzer
- Offline

El- Advanced

Select Manual proxy
configuration and click
View.

vj

| | L

()8 | Cancel |

Figure 89. Netscape Preferences - Proxies configuration

3. On the Manual Proxy Configuration window, enter the name of the proxy
server and port as shown in Figure 90. Remember that the proxy server was
configured to bind a host name to the internal IP address of the AS/400
system and port 1010 (see Figure 67 on page 112).
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Manual Proxy Configuration E

— Servel
Type Address of proxy server to uge Port
BT Jrsopow oo Configure the proxy server running on the
=
ooty [ [ y = AS/400 system for HTTP and HTTPS
= I T requests. Refer to Figure 67 on page 112
- ' and Figure 68 on page 113.
Socks: I :ID
Gopher: I :ID
wals: | Jo
r— Exception:
Do not uze proxy servers for domains beginning with:
Use commas [,] to separate entries.

Figure 90. Netscape Manual Proxy configuration

4. Click OK twice to complete the proxy configuration in the browser.

6.10 Additional AS/400 system configuration

This section includes additional TCP/IP configuration information on the AS/400
system. Figure 91 shows the IP interfaces configured on the AS/400 system for
this scenario.

Work with TCP/IP Interfaces
System: AS20
Type options, press Enter.
1=Add 2=Change 4=Remowe S5=Display 9=Start 10=End

Internet Subnet Line Line
Opt Address Mask Description Type
:: 1@.160.108. 20 255.255.255.0 TRMLINE *TRLAM
J— 127.0.@.1 255.0.0.0 *LOOPBACK *MONE

Figure 91. Internal and loopback interfaces configured on the AS/400 security gateway

Figure 92 shows the results of the NETSTAT *IFC command on AS20.

Work with TCP/IP Interface Status
System:  AS20
Tupe options, press Enter.
5=Display details  #=Display associated routes  9=Start  10=End

12=lork with configuration status  14=Display multicast groups L
This is the address

Internet Network Line Interface ;
Opt Address Address Description Status 3331gned to the
_ (79B.222.151.70  203.222.151.70 DIALISP Act lve == AS/400 system by
_ 192.168.2.9 192.168.2.0 NTFWTST288  Inactive the ISP.
_ 192.168.2.11 192.188.2.0 WTFIREWLEE  Inactive
192.168.2.13 192.1658.2.0 WTSERVOREE  Inactive

Figure 92. Interface assigned by the ISP on the dial-up line

Only the default route pointing to the ISP is configured on the AS/400 system for
this scenario as shown in Figure 93 on page 132.
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Work with ILCHSLIF Houtes

System: AS20
Type options, press Enter.
1=Add 2=Change 4=Remowe S5=Display
Route Subnet Mext Preferred
Opt Destination Mask Hop Interface
*DF TROUTE *MONE 2@5.222.151.25 *MONE

Figure 93. Default route to the ISP

Figure 94 shows the configuration of the AS/400 system local host and domain
names. The AS/400 resolver searches the host table first and then the DNS
server running on the local system for name resolution. The local DNS server
forwards off-site queries to the ISP DNS as discussed in 6.5, “Configuring DNS”
on page 108.

Change TCP/IP Domain {CHGTCPDMM)

Type choices, press Enter.

. Host name . . . . . . . . . . . ‘AS2@’
Search local host table first for name . . .
. Domain name . . . . . . . . . . ‘itsoroch.ibm.com’
resolution. \(
: Host name search priority . . . *LOCAL *REMOTE, *LOCAL, *SAME
Access DNS server running on local DofaTn name <eruer: )
system through loopback interface. —=(nternet address . . . . . . . 127.08.08.1 D)

Figure 94. AS/400 host name and resolver configuration

The Change TCP Attributes (CHGTCPA) command allows you to configure
various TCP/IP settings for the AS/400 system. In this scenario, we are primarily
concerned with the IP datagram forwarding parameter. This should be set to
*YES to allow internal clients to access the Internet through the AS/400 system
when using NAT. You don’t need to enable IP forwarding if you are using the proxy
server for internal clients to access the Internet.

We recommend that you set IP source routing to *NO. By doing this, the AS/400
system will not forward packets with source routing. Refer to Figure 95.

Change TCP/IP Attributes (CHGTCPA)

Type choices, press Enter.

TCP keep alive . . . . . .« .« « . 1z2@ 1-40320, *SAME, #*DFT
TCP urgent pointer . . . . . . . *BSD *SAME, #*BSD, #*RFC
TCP receive buffer size . . . . 5192 512-83858608, =*SAME, =*DFT
. . TCP send buffer size . . . . . . 5192 512-83858608, =*SAME, =*DFT
Set IP forwardlng to *YES when using UDP checksum . . . . . . . . . . *MO *SAME, *YES, *NO
. . Path MTU discowvery:
NAT to enable internal clients to access the Enablement . . . . . . . . . . HYES *SAME, *DFT, #NO, *YES
Inhterwal 10 5-403268, *0OMCE
Internet. (1P datagram forwarding . . . . . *YES ) *SAME, *YES, *NO
IP source routing . . . . . . . *MO *SAME, #*YES, *MO
IP reassembly time-out . . . . . i@ 5-128, *SAME, *DFT
. . . IP time to Live . . .« « « .« . . 64 1-255, #SAME, *DFT
Set this parameter to *NO if internal clients ARP cache timeout . . . . . . . 15 1-1448, *SAME, *DFT
Log protocol errors . . . . . . *%ES *SAME, #*YES, *MO

are using the proxy server to access the
Internet. Eottom

F3=Exit F4=Prompt FS=Refresh Fl2=Cancel Fl3=How to use this display
F24=More keys

Figure 95. Configuring IP forwarding using the CHGTCPA command

6.11 Verification tests

Perform the tests listed in Table 11 to verify that the implementation satisfies the
customer requirements. The “Yes” entries indicate that the connection to that
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application is successful, and “No” indicates that it is not. “N/A” indicates that the
service is not available on the destination system.

Table 11. Verification tests - Small Office with dial-up Internet connection

SMTP HTTP DNS DNS POP client
query response

From AS20 to AS25B | Yes N/A Yes Yes N/A

From PC94 to Yes N/A Yes Yes Yes
AS20(I)*

From AS25B to AS20 | Yes N/A Yes Yes N/A

From PC94 to AS25B | No Yes No N/A No

From PC94 to AS26 No Yes No N/A No

* AS20(l) indicates the internal interface on AS20 (10.160.100.20).

6.12 Security tests

Perform the tests listed in Table 12 to verify that the implementation satisfies the
network security policies. Once again, the “Yes” entries indicate that connection
to that application is successful, and “No” indicates that it is not. “N/A” indicates
that the service is not available on the destination system.

Table 12. Security Tests - Small Office with dial-up Internet connection

PING FTP TELNET HTTP

From AS20 to AS25B Yes No No N/A
From AS25B to AS20 Yes No No N/A
From AS25B to PC94 No No No N/A
From PC94 to AS20(l)* Yes Yes Yes N/A
From PC94 to AS25B No No No Yes
From Internet client to AS20 | No No No No
* AS20(l) indicates the internal interface on AS20 (10.160.100.20).

6.13 Summary

The small office with dial-up Internet connection scenario implementation shows
a cost-effective way of allowing the AS/400 system (as the security gateway) and
internal clients to have access to the Internet. By using the configuration in this
scenario, internal users have access to primary Internet services, such as Web
browsing and e-mail, while still being able to use their AS/400 system as an
application and file server for their business requirements. This scenario was
implemented using AS/400 network security functions and Internet servers (IP
packet filtering, NAT, SMTP, POP, DNS, HTTP, and DHCP) that are shipped with
the system at no extra charge.

As the security gateway, the AS/400 system is the last line of defense against
intruders for your private LAN. As mentioned earlier, it is important that your
company’s IT security policy is implemented on the total IT environment.
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Chapter 7. Small office with a permanent Internet connection

This scenario describes the packet filtering gateway configuration with a
permanent Internet connection as opposed to the dial-up connection discussed in
Chapter 6, “Small office with dial-up Internet connection” on page 93. It provides
another suitable solution for businesses that need to connect to the Internet but
do not want to serve information on the Internet. This is a simple but popular
secure network configuration where the security gateway (the AS/400 system in
our scenario) provides packet filtering, Network Address Translation, and other
basic network security functions at a low price.

7.1 Packet filtering gateway using the AS/400 system

This scenario represents a small business with a small number of employees
connected to the Internet through a Digital Subscriber Line (DSL) connection.
The internal users need access to the Internet for Web browsing and e-mail
services. The AS/400 system is used as the security gateway between the
internal network and the Internet. It provides all the network security functions
required to implement the company’s security policies. Figure 96 represents this

scenario.
AS/400
Business Partner
Internet
VPN Client
SSL Client
! Internal Network
=m= LAN g
.
[ |
=
m—rm

Figure 96. Small office connected to the Internet using the AS/400 system as a security gateway
7.1.1 Scenario characteristics

This scenario has the same characteristics as the scenario in 6.1.1, “Scenario
characteristics” on page 93, with the following differences:
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e The AS/400 system is connected to the ISP through a dedicated high-speed
link (DSL).

e Lotus Domino R5 is the internal mail server on the AS/400 system.

* The following services are provided to the company’s employees over the
Internet:

— Remote Lotus Notes clients access the internal Domino server.

— Remote Telnet users access the SSL-Telnet server on the AS/400 system
using a Telnet SSL client.

— Remote Client Access users access Client Access/400 Express for
Windows servers on the AS/400 system using Operations Navigator over
SSL.

— Remote VPN clients have unrestricted access to the internal network using
the AS/400 system as a VPN gateway.

* The AS/400 system has a VPN connection to a remote business partner.

* The ISP provides security services such as filtering configuration in the
modem, port scanning detection, and other firewall-like security services.

A summary of the services provided by the ISP include:

* Assigns a fix IP address.
* The ISP is the registered target for the company’s mail domain.
* Resolves DNS queries for domains outside the company’s domain.

* The ISP is the registered target for the company’s mail domain. It provides
mail relay functions.

* The ISP provides basic security services such as port scanning detection and
filtering configuration of the router.

7.1.2 Scenario advantages

136

The advantages of this scenario are:

» Takes advantage of the AS/400 built-in network security capabilities and
eliminates the need for an extra network security device.

* A high speed permanent connection to the ISP makes the Internet services
always available at a relatively low price.

* Only one public (routable) IP address is required.

* All allowed incoming traffic to the AS/400 system, except for mail, is encrypted
orin a VPN tunnel.

* All outgoing IP traffic from the internal clients is routed through the AS/400
system where internal addresses are translated to public addresses (NAT).

» Offers good price performance. The filtering and routing functions are efficient,
which leaves CPU power to use the AS/400 system not only as business
application server but also a network security gateway.

e All VPN client traffic to the AS/400 system (AS20) is protected by IPSec.

¢ All traffic between the AS/400 system (AS20) and the business partner
AS/400 system (ASO07) is protected with a VPN connection (host-to-host).
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7.1.3 Scenario risks
The risks associated with this scenario are:

* Configuration mistakes could have very damaging effects on the production
AS/400 system, since the system is directly connected to the Internet.

» Denial of Service attacks on the security gateway will severely impact the
business applications running on the same AS/400 system.

e The connection to the Internet is up all the time. The length of time you are
connected is in direct proportion to the risk to be hacked.

* You are connected to the same LAN as other companies or users that are
contracting your ISP’s services. Take into account that there could be other
protocols besides TCP/IP running on the same LAN, such as IPX, NetBEUI,
and so on.

* Opening access to servers in the internal network allowing incoming
connections increases the risk. Running services over SSL provides
encryption and, therefore, confidentiality. Data and passwords do not flow in
the clear. However, since Telnet and Client Access services over SSL do not
provide client authentication, if valid AS/400 user IDs and passwords were
compromised, they can be used to remotely access your SSL servers. Using a
server certificate issued by your AS/400 local Certificate Authority (CA) makes
it more difficult for hackers to successfully access your internal servers over
SSL. Using remote VPN clients is more secure than using SSL clients.

* When allowing incoming Telnet over SSL, you can add another level of
protection by using Telnet exit programs. For information about the Telnet exit
program, refer to V4 TCP/IP for AS/400: More Cool Things Than Ever,
SG24-5190, and: http://www.as400.ibm.com/tstudio/tech ref/tcp/indexfr.htm

* Allowing all services in the VPN host-to-host connection to the business
partner is risky. To minimize the risk, restrict services in the VPN connection to
the business partner to only the required services. For information on how to
configure connection granularity, refer to the redbook AS/400 Internet
Security: Implementing AS/400 Virtual Private Networks, SG24-5404.

e SSL and VPN have a performance cost. For information about SSL and VPN
performance, refer to AS/400 Performance Capabilities Reference - Version 4
Release 4, which is available on the Web at:
http://publib.boulder.ibm.com/pubs/pdfs/as400/V4AR4PDF/AS4PPCP2 . PDF

To minimize theses risks, use a layered filtering approach by adding packet
filtering to the router that connects the AS/400 system to the ISP. Ensure a solid
host security.

7.1.4 Scenario customer requirements

The following sections list the customer requirements for outbound services (from
an internal network to the Internet), inbound services (from the Internet to the
internal network), and internal network services for internal users.

7.1.4.1 Outbound services requirements
The services required from the internal users to the Internet are:
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* Send e-mail to Internet mail domains using Lotus Domino on the AS/400
system.

¢ Use HTTP Web browsing.

e Forward DNS queries to the ISP to resolve host names outside the internal
domain.

» Set a host-to-host VPN connection to the business partner.

7.1.4.2 Inbound services requirements
The services required from the Internet to the internal network are:

* Receive e-mail

* Receive DNS replies

* Receive HTTP replies

* Receive Telnet requests over SSL

* Perform all Operations Navigator functions over SSL
* Remote VPN clients

* Notes clients on the Internet can access the Domino server on the AS/400
system to send and receive mail and for replication. The traffic between the
Notes clients on the Internet and the Domino server must be encrypted.

» Set a host-to-host VPN connection to the business partner

7.1.4.3 Internal network requirements
The internal users require the following network services from the AS/400
system:

¢ Internal DNS server
DHCP server

Lotus Domino server
NetServer

Telnet server

Client Access

7.1.5 Security policy

You must have an IT security policy for your company. Otherwise, you do not
know what your guidelines are for your environment.

Important:/t is very important that your company’s IT security policy is implemented
on the total IT environment. Your host security is often your last level of defense
against intruders. You must ensure a sound host security before connecting your
AS/400 system or its attached network to Internet. Please read and understand
Chapter 5, “Securing your hosts and understanding the risks” on page 69.

The network security policy that applies to the security gateway public interface
for this scenario is outlined in the following section:
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Control outbound IP traffic
e Allow outbound HTTP and HTTPS requests through NAT.
e Allow outbound DNS queries.
e Allow outbound SMTP from Domino server to Internet.
e Allow outbound Lotus Domino server replies to remote Notes clients. Traffic
must be encrypted.
e Allow outbound SSL Telnet replies.
e Allow outbound SSL Operations Navigator servers replies.
* Allow VPN client traffic (gateway to dynamic IP).
* Allow VPN traffic to business partners (host-to-host).
* Allow echo requests (PING requests) to the ISP only.
* Allow echo replies (PING replies) to the ISP only.
e Deny all other outbound traffic.

Control inbound IP traffic
e Allow inbound HTTP and HTTPS responses.
* Allow inbound DNS replies.
* Allow inbound SMTP mail from ISP only.
e Allow inbound Lotus Notes Clients requests (encryption required).
e Allow inbound SSL Telnet requests.
¢ Allow inbound SSL Operations Navigator requests.
e Allow inbound Lotus Notes clients requests. Traffic must be encrypted.
e Allow VPN client traffic.
e Allow VPN traffic to business partners (host-to-host).
¢ Allow inbound echo requests (PING requests) from the ISP only.
e Allow inbound echo replies (PING replies) from the ISP only.
* Deny all other inbound traffic.

Detect source address spoofing
* Deny incoming IP traffic if the source address is from the internal network.

* Deny incoming IP traffic if the source address is from the IP address space

reserved for private internets as specified in RFC 1918, Address Allocation for

Private Internets:

—10.0.0.0—10.255.255.255 (10/8 prefix)
—172.16.0.0—172.31.255.255 (172.16/12 prefix)
—192.168.0.0—192.168.255.255 (192.168/16 prefix)

Log any attack attempt
* Log deny to specific traffic
* Log default deny all traffic not explicitly allowed

Restrict TCP/IP servers
Only the following servers required by the business and network needs can be
started:

e Host servers
* NetServer
Telnet

DNS

DHCP

e Domino

Ensure that no other servers start during IPL or by running the Start TCP/IP
(STRTCP) command.
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Refer to Appendix A, “Services, ports, and master filter files” on page 373, for a
list of TCP/IP servers and ports.

Hide internal hosts IP address
Translate internal host private IP addresses to the public registered IP address of
the security gateway non-secure interface using NAT.

Allow all enabled services on the internal LAN interface
No IP filters are applied to the internal LAN interface.

7.1.6 AS/400 security gateway functions required

Important:/t is very important that you only start required services.

The following functions shipped with the AS/400 system are required to
implement the security gateway in this scenario:

* Routing

* |P forwarding

* |P packet filtering

* Network Address Translation (NAT)

* DNS server

* Telnet server

* Client Access

* DHCP (recommended for ease of configuration in internal network)

* Digital Certificate Manager (DCM) to configure a local CA and issue system
certificates

In addition, to implement this scenario, you need Lotus Domino for AS/400 R5.

The following Client Access/400 Express for Windows servers are used by
internal users:

e AS/400 NetServer
e Database

Data Queue

e File

e NetPrint

* Remote Command
* Sign On

e Server Mapper

Refer to Appendix A, “Services, ports, and master filter files” on page 373, for a
list of TCP/IP servers and ports.

7.2 Implementing the AS/400 packet filtering gateway network configuration

This section describes the implementation of this scenario in our test network.

140  AS/400 Internet Security Scenarios: A Practical Approach



%% This scenario should be considered as an example with educational value. It is
not intended to be a solution that applies to suit all customers. The absence of a
packet filtering security gateway does not imply that it is not necessary. The main
objective of this scenario is to show how to configure AS/400 network security
functions to achieve the above stated requirements and security policies. The appli-

cability of this example in a business environment depends on your security policies
and requirements.

7.2.1 Scenario network configuration

Figure 97 shows the test network used in our lab for this scenario.
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Figure 97. AS/400 system as a packet filtering gateway test network

7.2.2 Implementation task summary

The following list summarizes the tasks performed to implement this scenario:

1.
2.

Configure the Domino for AS/400 server on AS20.

Configure a gateway to dynamic IP users VPN on AS20 to support the remote
VPN clients.

Configure a host-to-host VPN on AS20 for communications with the business
partner (ASQO7 in our test environment).

Configure IP packet filters and NAT on AS20.

5. Configure DNS.
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6. Configure the AS/400 servers to run over SSL:

e SSL Telnet
e SSL Client Access

7. Configure the SSL clients.
8. Configure your internal services:

a. Configure the DHCP Server.
b. Configure NetServer.

7.3 Configuring Domino for AS/400

Domino for AS/400 R5 is the company’s mail server in this scenario. Native
Domino Release 5 SMTP is used to send and receive Internet mail. 0S/400
SMTP server is not started.

It is beyond the scope of this redbook to provide step-by-step instructions on how
to configure and administer the Domino server. Refer to the redbook Lotus
Domino for AS/400 R5: Implementation, SG24-5592, and to the Lotus publication
Lotus Domino 5 - Administering the Domino System. For information on the Web
on this subject, refer to:

® http://www.as400.ibm.com/tstudio/domino/index.htm
® http://www.as400.ibm.com/domino/

7.3.1 Creating a new Domino server on the AS/400 system

When you create a new Domino server for this scenario, be sure to specify the
following parameters in the Configure Domino Server (CFGDOMSVR) command:

* MAIL (*SMTP)
« SMTP (*DOMINO)
« TCPOPT (*ENCRYPT ‘208.222.151.20’)

We used the following command to create the Domino server for this scenario:

CFGDOMSVR SERVER ('domsvr') OPTION (*FIRST) DTADIR('/lotus/notes/domsvr') +
ORG (itsoroch) ADM(adan marcela *N ()) TIMEZONE (CST) MAIL(*SMTP) +
SMTP (*DOMINO) TCPOPT (*ENCRYPT '208.222.151.20")

The parameters listed above create a Domino server that is enabled to send mail
to and receive mail from the Internet. The built-in Domino SMTP is used. The
server is bound to the public IP address of AS20 (see Figure 97 on page 141) and
the system will encrypt Domino data that is sent through the port.

Later, we added a second port for the internal network (see 7.3.3, “Adding and
enabling network ports to the Domino server” on page 145).

7.3.2 Customizing the Domino server

After you create the Domino server, use the Domino Administrator client to
customize the configuration to fit your network and your requirements. The
following sections describe the customization we performed for this scenario.
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7.3.2.1 Setting up your server to receive Internet mail via SMTP routing
To setup a server to receive SMTP-routed messages, you must enable the
Listener. The server listens for SMTP traffic on TCP/IP port 25. To enable the
Listener, complete these steps:

1.
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Server on the left hand column.

Double-click Current Server Document.

Select the Basics tab.

it Server (Figure 98).
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Figure 98. Enabling SMTP listener task to receive Internet mail - Verifying the host name value

6. Click Save and Close after the update.

7.3.2.2 Co

nfiguring the ISP mail relay

Configure the Domino mail server on AS20 to use SMTP to route mail to the ISP
mail relay when sending mail outside the local domain:

o0k wN =
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At the Domino Administrator client, click the Configuration tab.
Expand Messaging.

Click Configurations.

Select your server configuration.
Click Edit Configuration.
Select the Router/SMTP->Basics tab (Figure 99 on page 144).
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Figure 99. Setting up SMTP routing outside the local domain

7.3.2.3 Preventing mail spamming

You can setup your Domino server to restrict inbound mail routing by controlling,
verifying, and restricting inbound mail. There are several restrictions you can set.
In our scenario, we want to set the following restrictions:

* Allow SMTP connection only from the ISP mail relays.
* Do not allow your system to be used to relay Internet mail.
To allow connections only from the ISP SMTP mail relay, follow these steps:

1. From the Domino Administrator client, click the Configuration tab, and
expand Messaging.

2. Click Configurations.
3. Select your server, and click Edit Configuration.

4. Select the Router/SMTP->Restrictions and Controls->SMTP Inbound
Controls tab.

5. To allow only the ISP to connect to your server over SMTP, enter the ISP mail
router host name or IP address in the field “Allow connections only from the
following SMTP Internet host names/IP addresses” (Figure 100).

6. To prevent others from using your system as a Internet mail relay, enter your
local domain name in the field “Allow messages from external Internet
domains to be sent to the following Internet domains” (Figure 100).

%ogté To prevent unauthorized use of your server as a mail relay, the Domino Router
checks whether the machine sending the message is within the local domain. If it is
not, it checks whether the recipient is within the local domain. If it is not, in our
scenario, with the restriction configured in step 6, Domino denies the message.
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Figure 100. Restricting the use of your server as a mail relay and accepting a connection only from the ISP SMTP server

7.3.3 Adding and enabling network ports to the Domino server

In our scenario, the Domino server must be bound to two network ports:

¢ Internal port: To provide access to Notes clients on the internal network
e Public port: To provide access to Notes clients on the Internet

Figure 97 on page 141 shows that the internal server network port should be
bound to IP address 10.160.100.20, and the public network port should be bound
to IP address 208.222.151.20. We also require that the traffic between the
Domino clients on the Internet and the Domino server on the public port be
encrypted.

When we created the Domino server in 7.3.1, “Creating a new Domino server on
the AS/400 system” on page 142, we configured only one network port bound to
the public IP address of AS20. To add a a port for the internal interface, follow
these steps:

1. From the Domino Administrator, click the Server - Status tab.

2. Under Tools on the right-hand side, expand Server.
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3. Select Setup Ports.
4. Click New (see Figure 101).
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Figure 101. Creating a new communication port

5. Click OK.

Create a new Communication Port
for the second interface.

Network data sent through communi-
cation port TCPIP (bound to public IP
address) will be encrypted. This port
was configured when the server was
created (see 7.3.1, “Creating a new
Domino server on the AS/400 system”
on page 142).

Enter the port the name (TCPIP2).

Select the TCP driver.

Enter the IP address associated with the communication port you created in the
Server Document. Follow these steps:

1. From the Domino Administrator, click the Configuration tab.

Click Edit Server.

ok~ DN
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Expand Server on the left-hand side.

Select Current Server Document.

Select the Ports->Notes Network Ports tab (Figure 102).
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Figure 102. Assigning an IP address to a network port

6. Restart the server.

T@Ip: The Domino SMTP server listens on port (25), on the first listed Notes network
port. In our scenario, it must be the public port TCPIP, with IP address 208.222.151.20

since the server receives Internet mail through SMTP,

You can verify the configuration changes in the servers NOTES.INI file. The port
configuration commands in the Notes.INI file for our scenario are:

Ports=TCPIP, TCPIP2

TCPIP=TCP, 0,15,0,,45056,
TCPIP2=TCP,0,15,0,,12288

TCPIP_ TcpIpAddress=0,208.222.151.20:1352
TCPIP2 TcpIpAddress=0,10.160.100.20:1352

For information on how you can configure the Domino server, refer to the redbook
Lotus Domino for AS/400 R5: Implementation, SG24-5592, and the Lotus
publication Lotus Domino 5 - Administering the Domino System. Plus you can find
Information on the Web at:

® http://www.as400.ibm.com/tstudio/domino/index.htm
® http://www.as400.ibm.com/domino/
® http://www.lotus.com/

7.4 Configuring a VPN connection to support remote VPN clients

VPN allows your corporation to make the transition from the traditional private
network to the modern private network. It maintains the level of security from the
traditional model and uses the global reach and cost savings of the Internet.

The setup in this scenario is based on Chapter 10 in the redbook AS/400 Internet
Security: Implementing AS/400 Virtual Private Networks, SG24-5404.

This section explores the implementation of IPSec PC clients accessing the
AS/400 system at the corporate office using a dial-up PPP connection to the ISP.
These VPN clients do not support L2TP. The client used during the tests for this
scenario was SafeNet Soft-PK by IRE. For more information about this client,
including marketing information, log on to: http://www.ire.com
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The following software is required to configure OS/400 VPN:

* 0OS/400 V4R4 (5769-SS1)

e Digital Certificate Manager (DCM) (5769-SS1 option 34)
e Client Access Express for Windows (5769-XE1)

* IBM Cryptographic Access Provider (5769-AC2 or AC3)

Note: The IBM Cryptographic Access Provider products come in three
versions:

—5769-AC1 (40-bit encryption, exportable, not supported by VPN)
—5769-AC2 (56-bit encryption, exportable)
—5769-AC3 (128-bit encryption, available in the U.S. and Canada)

Recent regulations allow U.S. software vendors to export 128-bit encryption
products classified as retail. Therefore, 5769-AC3 is now exportable.

7.4.1 Configuring Gateway to Dynamic IP Users VPN
Configure a Gateway to Dynamic IP Users VPN on the gateway AS/400 system
at the corporate office (AS20). Since all remote clients have dynamically
assigned IP addresses, a single dynamic IP group is sufficient to serve all the
clients. Each remote user identifier and corresponding pre-shared key must be
added to the VPN.
To configure the VPN, perform the following steps:
1. Start Virtual Private Networking from the Operations Navigator.
2. Ensure that the following default values are set for Virtual Private Networking:

* Key Management Lifetime: 120 minutes
¢ Key Expiration: 60 minutes

3. Select File->New Connection->Gateway To Dynamic IP Users to start the
configuration wizard.

4. Follow the wizard’s prompts. For step-by-step configuration instructions, refer
to the redbook AS/400 Internet Security: Implementing AS/400 Virtual Private
Networks, SG24-5404.

Figure 103 shows the wizard New Connection Summary for this scenario.
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Eg_;,a New Connection Summary

Here is a summary of the connection you just defined. After reviewing the
parameters, click Finish to create the connection. Ifyou wish to make any changes,
use the Back button to return to the appropriate page.
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Figure 103. Gateway to Dynamic IP Users wizard - New Connection Summary

7.4.2 Configuring IP filters on the AS/400 to support remote VPN client

You must configure IP filters to complete the VPN configuration. To implement
this scenario, the following filter rules are used:

* One defined address that allows you to specify the internal network in the
Source address name field of the IPSEC filter rule

e Filter rules to allow IKE negotiations

* One IPSEC filter rule associated with the connection created in 7.4.1,
“Configuring Gateway to Dynamic IP Users VPN” on page 148

* One filter interface associated with the filter rules (this is the physical LAN line
TRNLIN2)

The filter entries, therefore, needed to enable access for the remote VPN clients
in this scenario are:

#IKE filters

FILTER SET IKE ACTION = PERMIT DIRECTION = * SRCADDR = *
DSTADDR = * SERVICE = IKE FRAGMENTS = NONE JRN = FULL

#IPSEC filter

FILTER SET VPNclt ACTION = IPSEC DIRECTION = OUTBOUND
SRCADDR = Internalnetwork DSTADDR = * SERVICE = All
FRAGMENTS = NONE JRN = FULL CONNECTION DEFINITION = DYNAMICIP

For the complete list of filters configured for this scenario, refer to 7.6,
“Configuring IP packet filters and NAT” on page 151.

7.4.3 Installing and configuring the IRE SafeNet Soft-PK VPN client

Use the standard client documentation to install the client. There are no
configuration parameters given during the installation that affect the VPN
configuration.
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SafeNet Soft-PK supports IPSec connections over PPP as well as over LAN
(Ethernet). The configuration in this chapter is based on a PPP connection using
the SafeNet Soft-PK client software. The client has a dynamically assigned IP
address. Therefore, the identification of the client cannot be an IP address. This
client uses the user’s e-mail address as an identification.

For step-by-step instructions on how to configure Dial-Up Networking (DUN) and
the IRE SafeNet Soft-PK client, refer to Chapter 10 in the redbook AS/400
Internet Security: Implementing AS/400 Virtual Private Networks, SG24-5404.

7.5 Configuring a host-to-host VPN to a remote business partner

This scenario presents two business partners that want to communicate with
each other using their AS/400 systems over the Internet. The information that is
transmitted between the two AS/400 systems is highly confidential and must be
protected while traversing the Internet. Since both hosts belong to different
companies, the VPN partners don’t fully trust each other. The data should not
flow in the clear within the remote partner’s network. Authentication, integrity, and
encryption must be guaranteed end-to-end.

7.5.1 Configuring a host to host VPN on the AS/400 system (AS20)

150

Configure a host-to-host VPN on the AS/400 system. For step-by-step
instructions on how to configure a host-to-host VPN, refer to Chapter 5 in the
redbook AS/400 Internet Security: Implementing AS/400 Virtual Private
Networks, SG24-5404. Follow these steps:

1. Start Virtual Private Networking from Operations Navigator.

2. Select File->New Connection->Host to Hosts to start the configuration
wizard.

3. Follow the wizard’s prompts.

Figure 104 shows the wizard New Connection Summary for this scenario.
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Eg_;,a MNew Connection Summary

Here is a summary of the connection you just defined. After reviewing the
parameters, click Finish to create the connection. Ifyou wish to make any changes,
use the Back button to return to the appropriate page.

Summary |
Hostto hostconnection group name: BusinessPartner
Remaote key server
Authentication: Pre-shared key
Remate hosts to connectto:
208.222.1527
Data Policy
Highest security
Key Palicy
Highest security
Local key server [—
ldentifier type: Wersion 4 IP address
IP Address: 208.222.151.20
The following objects will he created:
© Dwynarnic Key Connection Group: BusinessParther ;I
Key Connection Group: BusinessParner
Dynamic Key Connection:
BusinessPartnerLO0OMM

Data Policy: BusinessPartnerHs x Eancal | 9 Help
— Key Policy: BusinessPartnerHs b

| v

Figure 104. Host to Host New Connection wizard - Summary window

7.5.2 Configuring IP filters on the AS/400 for the host-to-host VPN

You must configure IP filters to complete the VPN configuration. To implement
this scenario, the following filter rules are used:

* One defined address that allows you to specify the corporate AS/400 system
in the Source address name field of the IPSEC filter rule

e Filter rules to allow IKE negotiations

* One IPSEC filter rule associated with the connection created in 7.5.1,
“Configuring a host to host VPN on the AS/400 system (AS20)” on page 150

* One filter interface associated with the filter rules (this is the physical LAN line
TRNLIN2)

The filters required for the host-to-host VPN in this scenario are:

#IKE filters

FILTER SET IKE ACTION = PERMIT DIRECTION = * SRCADDR = *
DSTADDR = * SERVICE = IKE FRAGMENTS = NONE JRN = FULL

#IPSEC filter business partner

FILTER SET VPNbp ACTION = IPSEC DIRECTION = OUTBOUND SRCADDR = public
DSTADDR = BusinessPartner SERVICE = All FRAGMENTS = NONE JRN = FULL
CONNECTION DEFINITION = BusinessPartner

7.6 Configuring IP packet filters and NAT

This section describes the filters that are used in this scenario to enforce the
network security policies listed in 7.1.5, “Security policy” on page 138.

The filter file used in this scenario is SCENARIO2.i3p. This is the main filter file

used in this scenario. It defines the filter interface and NAT rules used. It includes
the following files:
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* SERVICES.i3p: Defines all the services used in this redbook’s scenarios.
* ADDRESS.i3p: Defines all the source and destination addresses of the filters.
* IPFILTER.i3p: Defines all the IP filters used in this redbook’s scenarios.

7.6.1 Configuring NAT on the AS/400 system

In this scenario, we use masquerade, or hide NAT to allow internal clients with
private IP addresses (10.160.100.%) to browse the Internet. Masquerade NAT
translates multiple internal clients IP addresses to the one public IP address of
the AS/400 system security gateway. In our scenario, the internal client IP
addresses are translated to the AS/400 public interface 208.222.151.20.

Tqipp: Remember the following points when configuring NAT masquerade as shown in
this scenario:

— The internal addresses must be defined as type TRUSTED.

— The public address must be defined as type BORDER.

— NAT takes place after filtering on outbound traffic and before filtering on inbound
traffic.

Refer to the AS/400 Information Center at: nhttp://www.as400.ibm.com/infocenter

Search for Network Security IP packet security articles for information on how to
configure NAT and IP packet filters.
The defined addresses used in the NAT rule for this scenario are:

ADDRESS InternalNetwork IP = 10.160.100.0 MASK = 255.255.255.0 TYPE = TRUSTED
ADDRESS Public IP = 208.222.151.20 MASK = 255.255.255.255 TYPE = BORDER

The NAT rule is:

HIDE InternalNetwork BEHIND Public TIMEOUT = 16 MAXCON = 256 JRN = OFF

T@Ip: You must set MAXCON high enough to accommodate the total number of conver-
sations that you expect at a time. For HT TP, several conversations are active per

browser session.

The filter set HTTP_nat includes the IP packet filters used to enable internal
clients to browse the Internet using the HTTP and HTTPS protocols. These rules
are listed here:

#HTTP filters, allowing http requests from the inside to the outside

FILTER SET HITP nat ACTION = PERMIT DIRECTION = OUTBOUND
SRCADDR = InternalNetwork DSTADDR = * SERVICE = HTTP req
FRAGMENTS = NONE JRN = OFF

FILTER SET HITP nat ACTION = PERMIT DIRECTION = INBOUND
SRCADDR = * DSTADDR = InternalNetwork SERVICE = HTTP rply
FRAGMENTS = NONE JRN = OFF

FILTER SET HITP nat ACTION = PERMIT DIRECTION = OUTBOUND
SRCADDR = InternalNetwork DSTADDR = * SERVICE = HTTPS reqg
FRAGMENTS = NONE JRN = OFF

FILTER SET HITP nat ACTION = PERMIT DIRECTION = INBOUND
SRCADDR = * DSTADDR = InternalNetwork SERVICE = HTTPS rply
FRAGMENTS = NONE JRN = OFF
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7.6.2 Configuring IP filters on the AS/400 system

T8 IP Packet Security - As20
File Edit View Help

al plsl 3| ) ]

Table 13 shows the filter sets used in this scenario and their purpose.

Table 13. Filter set definitions

Filter set Action
Spoofing Prevents hackers from using a private address outside of the
physical internal network to access the AS/400 system.
SMTP Allows SMTP requests and replies to and from the AS/400 system

and the ISP.

Incoming_Notes_Clie
nt

Allows Lotus Notes Client requests and replies to and from the
AS/400 Domino server.

Incoming_telnet_SSL

Allows Telnet SSL session requests and replies to and from the
AS/400 SSL-Telnet server.

In_CAS

Allows Client Access Express and Operations Navigator SSL
requests and replies to and from AS/400 host servers.

TCPstart_Deny

Prevents TCP connections from being started from the Internet to
the AS/400 servers.

DNS Allows DNS queries and responses to and from the internal DNS
server on the AS/400 system and the ISP DNS.

HTTP_NAT Allows internal PCs to browse the Web. This filter set is used when
using NAT as shown in this scenario. This filter set is not needed if
your internal clients use a proxy server, as discussed in 6.6.2,
“Configuring IBM HTTP Server for AS/400 as a proxy server’ on
page 111, to access the Web.

ECHO Allows the AS/400 system and the ISP to ping each other.

IKE Permits IKE negotiations.

VPNbp Allows an IPSec tunnel with a remote business partner.

VPNclt Allows an IPSec tunnel with remote VPN clients.

Internal_out_Deny

Denies internal clients attempting to access the Internet directly.

Deny_All

Denies all traffic that does not match any of the other filter sets.
Used for journaling.

Figure 105 shows the SCENARIO2.I3P filter file used in this scenario.

File Name: /0IBM/netsecib/sce [IP Packet Securty A Security Rules

T 1P Packet Security
Eﬂ All Security Fules
.y Defined Addresses
s Filter Interfaces

:‘ﬁ: Services

'C# Address Translation
#-# Inchides

[ Comments

# INCLUDE FILE = /0IBM/netsecib/services. i3p
# INCLUDE FILE = /QIEM/retsecib/address. i3p
_ # INCLUDE FILE = /0IBM/netsecibiinfiters.idp
Fiters lﬁ)F\LTEH_INTEHFAEE LIME = TRMLINZ SET = Spoafing, smtp. incoming_notes_client, incoming_telnet_S5L, In_CAS, TCPstart_deny, dns, http_MAT, echo, ike, vpnclt, vpnbp, intemnal_out_deny, deny_all
B HIDE IntemalNetwork BEHIND Public TIMEDUT = 16 MAKCON = 54.RM = FULL

Figure 105. IP packet security configuration on AS20 - SCENARIO2.13P
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Tip:During your tests, apply the filter sets to the interface one at a time to isolate
problems. For example, during the test of this scenario, we applied only the
incoming_telnet_SSL set while testing remote SSL Telnet clients. After verifying that
each set works as expected, combine all the sets and apply them to the interface as
shown in Figure 105.

Defined addresses
Figure 106 show the defined addresses used in this scenario.

IP Packet Security: /QIBM/netsecrb/address.i3p
#Defined Addresses
ADDRESS IntermalNetwork IP = 10.160.100.0 MASK = 255.255.255.0 TYPE = TRUSTED
ADDRESS Public IP = 208.222.151.20 MASK = 255.255.255.255 TYPE = BORDER
ADDRESS ISP IP = 208.222.151.25 MASK = 255.255.255.255 TYPE = TRUSTED
ADDRESS privatelOaddresses IP = 10.0.0.0 MASK = 255.0.0.0 TYPE = TRUSTED
ADDRESS privatel72addresses IP = 172.16.0.0 MASK = 255.240.0.0 TYPE = TRUSTED
ADDRESS privatel92l68addresses IP = 192.168.0.0 MASK = 255.255.0.0

TYPE = TRUSTED
ADDRESS BusinessPartner IP = 208.222.152.7 TYPE = UNTRUSTED

Figure 106. Defined Addresses used in Scenario2

Defined services
Figure 107 shows the services used in this scenario.
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03/21/00 IP Packet Security: All Security Rules
QIBM/netsecrb/services.i3p

#Echo (PING)

IQMP_SERVICE Echo rply TYPE = 0
IQMP_SERVICE Echo TYPE = 8 CODE

#A11
SERVICE

CCDE = *

*

All PROTOCOL = * DSTPORT = * SRCPCRT = *

#Starting TCP rule

SERVICE

#SMTP
SERVICE
SERVICE

H#HTTP
SERVICE
SERVICE

H#HTTPS
SERVICE
SERVICE

#DNS to
SERVICE

H#IKE
SERVICE

Starting TCP PROTOCOL = TCP/STARTING DSTPORT = * SRCPORT = *

SMI'P_req PROTOCOL = TCP DSTPCRT = 25 SRCPORT >= 1024
SMTP_rply PROTOCOL = TCP DSTPORT >= 1024 SRCPORT = 25

HTTP req PROTOCOL = TCP DSTPORT = 80 SRCPORT >= 1024
HITP_rply PROTOCOL = TCP DSTPORT >= 1024 SRCPCRT = 80

HTTPS req PROTOCOL = TCP DSTPORT = 443 SRCPORT >= 1024

HTTPS rply PROTOCOL = TCP DSTPORT >= 1024 SRCPORT = 443

I1sp

DNS_server to server PROTOCOL = UDP DSTPORT = 53 SRCPORT = 53

IKE PROTOCOL = UDP DSTPORT = 500 SRCPORT = 500

#Llotus Notes

SERVICE
SERVICE

Notes req PROTOCOL = TCP DSTPORT = 1352 SRCPORT > 1023
Notes rply PROTOCOL = TCP DSTPORT > 1023 SRCPORT = 1352

#SSL Telnet SSL

SERVICE
SERVICE
#Client
SERVICE
SERVICE

Telnet SSL req PROTOCOL = TCP DSTPORT = 992 SRCPORT >= 1024
Telnet SSL rply PROTOCOL = TCP DSTPORT >= 1024 SRCPORT = 992
Acces rules

CA ServMap req PROTOCOL = TCP DSTPORT = 449 SRCPORT > 1023
CA ServMap rply PROTOCOL = TCP DSTPORT > 1023 SRCPORT = 449

#SSL Client Access

SERVICE
SERVICE
SERVICE
SERVICE
SERVICE
SERVICE
SERVICE
SERVICE
SERVICE
SERVICE
SERVICE
SERVICE
SERVICE
SERVICE
SERVICE
SERVICE
SERVICE
SERVICE
SERVICE
SERVICE

CAS Central req PROTOCOL = TCP DSTPORT = 9470 SRCPORT > 1023
CAS Central rply PROTOCOL = TCP DSTPORT > 1023 SRCPCRT = 9470
CAS Database req PROTOCOL = TCP DSTPORT = 9471 SRCPCRT > 1023
CAS Database rply PROTOCOL = TCP DSTPORT > 1023 SRCPORT = 9471
CAS DataQ req PROTOCOL = TCP DSTPORT = 9472 SRCPORT > 1023
CAS DataQ rply PROTOCOL = TCP DSTPORT > 1023 SRCPORT = 9472
CAS File req PROTOCOL = TCP DSTPORT = 9473 SRCPORT > 1023

CAS File rply PROTOCOL = TCP DSTPCRT > 1023 SRCPCRT = 9473
CAS NetPrint req PROTOCOL = TCP DSTPCRT = 9474 SRCPCRT > 1023
CAS NetPrint rply PROTOCOL = TCP DSTPORT > 1023 SRCPORT = 9474
CAS Rmt(Cnd req PROTOCOL = TCP DSTPORT = 9475 SRCPORT > 1023
CAS RmtCnd rply PROTOCOL = TCP DSTPORT > 1023 SRCPORT = 9475
CAS Signon req PROTOCOL = TCP DSTPORT = 9476 SRCPORT > 1023
CAS Signon rply PROTOCOL = TCP DSTPORT > 1023 SRCPORT = 9476
CAS NetDrive req PROTOCOL = TCP DSTPCRT = 9477 SRCPORT > 1023
CAS NetDrive rply PROTOCOL = TCP DSTPORT > 1023 SRCPORT = 9477
CAS Transfer req PROTOCOL = TCP DSTPORT = 9478 SRCPCRT > 1023
CAS Transfer rply PROTOCOL = TCP DSTPORT > 1023 SRCPORT = 9478
CAS VrtPrint req PROTOCOL = TCP DSTPCRT = 9479 SRCPORT > 1023
CAS VrtPrint rply PROTOCOL = TCP DSTPORT > 1023 SRCPORT = 9479

Figure 107. Services in Scenario2

IP filters
Figure 108 on page 156 and Figure 109 on page 157 list the IP filters used in this
scenario. The filters and their functions are highlighted in bold. For a complete list
of the filters used in this redbook and additional information on AS/400 IP filters
implementation, refer to Appendix A, “Services, ports, and master filter files” on
page 373.
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03/21/00 IP Packet Security: All Security Rules
QIBM/netsecrb/ipfilters.i3p

#Spoofing defense, internal addresses and private addresses are not allowed on inbound
#traffic from the Internet
FILTER SET Spoofing ACTION = DENY DIRECTION = INBOUND SRCADDR = InternalNetwork
DSTADDR = * SERVICE = All FRAGMENTS = NONE JRN = OFF
FILTER SET spoofing ACTION = DENY DIRECTION = INBOUND
SRCADDR = privatelOaddresses DSTADDR = * SERVICE = All
FRAGMENTS = NONE JRN = OFF
FILTER SET spoofing ACTION = DENY DIRECTION = INBOUND
SRCADDR = privatel72addresses DSTADDR = * SERVICE = All
FRAGMENTS = NONE JRN = OFF
FILTER SET spoofing ACTION = DENY DIRECTION = INBOUND
SRCADDR = privatel92l68addresses DSTADDR = * SERVICE = All
FRAGMENTS = NONE JRN = OFF

H#HTTP filters, allow http and https requests from internal network to Internet and replies

from Internet to Internal network

FILTER SET HITP nat ACTICN = PERMIT DIRECTION = OUTBOUND
SRCADDR = InternalNetwork DSTADDR = * SERVICE = HTTP req
FRAGMENTS = NONE JRN = OFF

FILTER SET HITP nat ACTICN = PERMIT DIRECTION = INBOUND
SRCADDR = * DSTADDR = InternalNetwork SERVICE = HTTP rply
FRAGMENTS = NONE JRN = OFF

FILTER SET HITP nat ACTICN = PERMIT DIRECTION = OUTBOUND
SRCADDR = InternmalNetwork DSTADDR = * SERVICE = HTTPS req
FRAGMENTS = NONE JRN = OFF

FILTER SET HITP nat ACTICN = PERMIT DIRECTION = INBOUND
SRCADDR = * DSTADDR = InternalNetwork SERVICE = HTTPS rply
FRAGMENTS = NONE JRN = OFF

#DNS filters, allow internal DNS server to forward queries to ISP DNS and accept replies
FILTER SET DNS ACTION = PERMIT DIRECTICN = OUTBOUND SRCADDR = Public

DSTADDR = ISP SERVICE = DNS server to server

FRAGMENTS = NONE JRN = OFF
FILTER SET DNS ACTION = PERMIT DIRECTION = INBOUND SRCADDR = ISP

DSTADDR = Public SERVICE = DNS server to server

FRAGMENTS = NONE JRN = OFF

#SMTP filter, allow to forward mail to and receive mail from the Internet through SMTP
FILTER SET SMIP ACTION = PERMIT DIRECTION = OUTBOUND SRCADDR = Public
DSTADDR = ISP SERVICE = SMIP req FRAGMENTS = NONE JRN = OFF
FILTER SET SMIP ACTION = PERMIT DIRECTION = INBOUND SRCADDR = ISP
DSTADDR = Public SERVICE = SMIP_ rply FRAGMENTS = NONE JRN = OFF
FILTER SET SMIP ACTION = PERMIT DIRECTION = OUTBOUND SRCADDR = Public
DSTADDR = ISP SERVICE = SMIP rply FRAGMENTS = NONE JRN = OFF
FILTER SET SMIP ACTION = PERMIT DIRECTION = INBOUND SRCADDR = ISP
DSTADDR = Public SERVICE = SMIP req FRAGMENTS = NONE JRN = OFF

#Deny all inbound requests to start a TCP session
FILTER SET TCPstart Deny ACTION = DENY DIRECTION = INBOUND SRCADDR = *
DSTADDR = * SERVICE = Starting TCP FRAGMENTS = NONE JRN = OFF

#Allow incoming requests fram remote Notes Client and responses from the Domino server
FILTER SET Incoming Notes Client ACTION = PERMIT DIRECTICN = INBOUND

SRCADDR = * DSTADDR = Public SERVICE = notes_req

FRAGMENTS = NONE JRN = OFF
FILTER SET Incoming Notes Client ACTION = PERMIT DIRECTICN = OUTBOUND

SRCADDR = Public DSTADDR = * SERVICE = notes rply

FRAGMENTS = NONE JRN = OFF

#Allow SSL TELNET requests fram remote SSL Telnet clients and responses from the SSL
TELNET server
FILTER SET Incoming telnet ssl ACTION = PERMIT DIRECTION = INBOUND
SRCADDR = * DSTADDR = Public SERVICE = Telnet SSL req
FRAGMENTS = NONE JRN = OFF
FILTER SET Incoming telnet ssl ACTION = PERMIT DIRECTION = OUTBOUND
SRCADDR = Public DSTALDR = * SERVICE = Telnet SSL rply
FRAGMENTS = NONE JRN = OFF

Figure 108. IP filters used in the small office with a permanent connection to the Internet (Part 1 of 2)
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Used for all VPN
connections

#Allow IKE exchange with remote VPN partner

FILTER SET IKE ACTION = PERMIT DIRECTION = * SRCADDR = * DSTADDR = Public
SERVICE = IKE FRAGMENTS = NONE JRN = OFF

#

#IPSEC anchor filter rule for remote VPN Clients

FILTER SET VPNclt ACTION = IPSEC DIRECTION = OUTBOUND SRCADDR = Internalnetwork
DSTADDR = * SERVICE = All FRAGMENTS = NONE JRN = OFF
CONNECTION DEFINITION = DYNAMICIP

#IPSEC anchor filter for host-to-host VPN to business partner

FILTER SET VPNop ACTION = IPSEC DIRECTION = OUTBOUND SRCADDR = public
DSTADDR = BusinessPartner SERVICE = All FRAGMENTS = NONE JRN = OFF
CONNECTION DEFINITION = BusinessPartner

#Allow Echo (PING) requests and replies to/fram AS20 and ISP

FILTER SET Echo ACTION = PERMIT DIRECTION = OUTBOUND SRCADDR = Public
DSTADDR = ISP SERVICE = echo FRAGMENTS = NONE JRN = OFF

FILTER SET Echo ACTION = PERMIT DIRECTION = OUTBOUND SRCADDR Public
DSTADDR = ISP SERVICE = echo rply FRAGMENTS = NONE JRN = OFF

FILTER SET Echo ACTION = PERMIT DIRECTION = INBOUND SRCADDR = ISP
DSTADDR = Public SERVICE = echo rply FRAGMENTS = NONE JRN = OFF

FILTER SET Echo ACTION = PERMIT DIRECTION = INBOUND SRCADDR = ISP
DSTADDR = Public SERVICE = echo FRAGMENTS = NONE JRN = OFF

#Allow SSL requests from remote SSL OpsNav clients and responses from SSL host servers
FILTER SET In CAS ACTION = PERMIT DIRECTION = INBOUND SRCADDR = *
DSTADDR = public SERVICE = CA ServMap req FRAGMENTS = NONE JRN = OFF
FILTER SET In CAS ACTION = PERMIT DIRECTION = OUTBOUND SRCADDR = public
DSTADDR = * SERVICE = CA ServMap rply FRAGMENTS = NONE JRN = OFF
FILTER SET In CAS ACTION = PERMIT DIRECTION = INBOUND SRCADDR = *
DSTADDR = public SERVICE = CAS central req FRAGMENTS = NONE JRN = OFF
FILTER SET In CAS ACTION = PERMIT DIRECTION = OUTBOUND SRCADDR = public
DSTADDR = * SERVICE = CAS central rply FRAGMENTS = NONE JRN = OFF
FILTER SET In CAS ACTION = PERMIT DIRECTION = INBOUND SRCADDR = *
DSTADDR = Public SERVICE = CAS database req FRAGMENTS = NONE JRN = OFF
FILTER SET In CAS ACTION = PERMIT DIRECTION = OUTBOUND SRCADDR = Public
DSTADDR = * SERVICE = CAS database rply FRAGMENTS = NONE JRN = OFF
FILTER SET In CAS ACTION = PERMIT DIRECTION = INBOUND SRCADDR = *
DSTADDR = Public SERVICE = CAS dataQ req FRAGMENTS = NONE JRN = OFF
FILTER SET In CAS ACTION = PERMIT DIRECTION = OUTBOUND SRCADDR = Public
DSTADDR = * SERVICE = CAS dataQ rply FRAGMENTS = NONE JRN = OFF
FILTER SET In CAS ACTION = PERMIT DIRECTION = INBOUND SRCADDR = *
DSTADDR = Public SERVICE = CAS File req FRAGMENTS = NONE JRN = OFF
FILTER SET In CAS ACTION = PERMIT DIRECTION = OUTBOUND SRCADDR = Public
DSTADDR = * SERVICE = CAS File rply FRAGMENTS = NONE JRN = OFF
FILTER SET In CAS ACTION = PERMIT DIRECTION = INBOUND SRCADDR = *
DSTADDR = Public SERVICE = CAS NetPrint req FRAGMENTS = NONE JRN = OFF
FILTER SET In CAS ACTION = PERMIT DIRECTION = OUTBOUND SRCADDR = Public
DSTADDR = * SERVICE = CAS NetPrint rply FRAGMENTS = NONE JRN = OFF
FILTER SET In CAS ACTION = PERMIT DIRECTION = INBOUND SRCADDR = *
DSTADDR = Public SERVICE = CAS Signon req FRAGMENTS = NONE JRN = OFF
FILTER SET In CAS ACTION = PERMIT DIRECTION = OUTBOUND SRCADDR = Public
DSTADDR = * SERVICE = CAS Signon rply FRAGMENTS = NONE JRN = OFF
FILTER SET In CAS ACTION = PERMIT DIRECTION = INBOUND SRCADDR = *
DSTADDR = Public SERVICE = CAS RmtCmd req FRAGMENTS = NONE JRN = OFF
FILTER SET In CAS ACTION = PERMIT DIRECTION = OUTBOUND SRCADDR = Public
DSTADDR = * SERVICE = CAS RmtCmd rply FRAGMENTS = NONE JRN = OFF

#Deny internal clients to access the Internet bypassing the AS/400 security gateway
FILTER SET Internal Out Deny ACTION = DENY DIRECTION = OUTBOUND
SRCADDR = InternalNetwork DSTADDR = * SERVICE = All FRAGMENTS = NONE JRN = OFF

# Explicit Deny all services rule to log during tests
FILTER SET Deny all ACTION = DENY DIRECTION = * SRCADDR = * DSTADDR = *
SERVICE = all FRAGMENTS = NONE JRN = FULL

Figure 109. IP filters used in the small office with permanent connection to the Internet (Part 2 of 2)

7.6.2.1 Placement of filter sets in the filter file

The order in which you apply the filter sets to the interface is very important. All
the filter rules in the first set applied to the interface are processed first, followed
by the rules in the second set, and so on.

Important: Configure the filters so that the most specific entries are listed first.
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For example, if you want to allow Telnet access to your AS/400 system from any
host in your network, except from host 10.160.100.10, the order of the filter
entries should be:

FILTER SET Incoming telnet ACTION = DENY DIRECTION = INBOUND
SRCADDR = 10.160.100.10 DSTADDR = 10.160.100.20 SERVICE = Telnet req

FILTER SET Incoming telnet ACTION = PERMIT DIRECTION = INBOUND
SRCADDR = * DSTADDR = 10.160.100.20 SERVICE = Telnet reqg

Pay special attention to filter rules where the source and destination IP
addresses, protocols, and ports in one rule are a subset of the source and
destination IP address, protocols, and ports in another rule, for example:

Address 10.160.100.0/24 is a subset of 10.160.0.0/16

Address 208.222.152.7/32 is a subset of any (wildcard ¥*)

Protocol TCP port 80 is a subset of protocol any port any
Protocol TCP port > 9470 1is a subset of protocol TCP port > 1023

Pre-IPSEC filter rules are the rules before the first IPSEC rule in the file. All the
IKE PERMIT rules before the first IPSEC rule must have a direction (*) or be
written as a contiguous inbound/outbound pair.

Important: Any filter rule that represents an exception to a VPN tunnel must precede
the tunnel.

Examine this scenario’s filters to permit access to remote SSL clients to AS/400
SSL servers (see Figure 109 on page 157). Compare those filters to the IPSEC
filter rule to enable the VPN tunnel to the business partner. In this scenario, we do
not expect the business partner to send requests outside the VPN tunnel. If the
business partner sends SSL requests for services that are permitted for any
hosts, this scenario’s rules permit those requests and responses, treating that
traffic as exception to the tunnel.

For example, imagine that you want to permit your internal clients to Telnet to
Internet Telnet servers. At the same time, you want to enforce that all traffic,
including Telnet, to the business partner flows in the VPN tunnel. The order of the
filter rules in the file should be:

FILTER SET Outbound telnet ACTION = PERMIT DIRECTION = OUTBOUND
SRCADDR = InternalNetwork DSTADDR = <> BusinessPartner SERVICE = Telnet req

FILTER SET VPNbp ACTION = IPSEC DIRECTION = OUTBOUND SRCADDR = InternalaNetwork
DSTADDR = BusinessPartner SERVICE = All FRAGMENTS = NONE JRN = OFF

If you have more than one business partner, create a defined address with the list
of business partners addresses, for example:

ADDRESS MyBPs IP = {208.222.152.7, 204.150.17.10, 201.160.74.21} TYPE = TRUSTED
The rule that allows Telnet to Internet servers (except to the business partners)
looks like this one:

FILTER SET Outbound telnet ACTION = PERMIT DIRECTION = OUTBOUND SRCADDR =

InternalNetwork DSTADDR = <> MyBPs SERVICE = Telnet reg

Examine this scenario’s rules for traffic that permits outbound HTTP, and
compare those rules with the IPSEC rule that enables the VPN tunnel for remote
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VPN clients (see Figure 108 on page 156 and Figure 109 on page 157). As you
can see, if you wanted the internal clients to access an HTTP server running on a
remote VPN client through the tunnel, it would not be possible. The rules in the
HTTP_nat set above the VPNCcIt set create an exception bypassing the tunnel.

Ny

Tip:Place the filter rules that most datagrams will match more often at the top of the
filter rules file to improve performance.

7.6.2.2 Ingress filters on the internal interface

If you have any reason to fear that an attack could be initiated from your internal
network, it is a good practice to configure ingress filtering on the internal interface
as recommended by RFC 2827, Network Ingress Filtering: Defeating Denial of
Service Attacks which employ IP Source Address Spoofing. We do not show how
to control access on the internal interface in this scenario. For more information
on the purpose of ingress filtering and configuration example, refer to 6.7.1,
“Ingress filtering” on page 124, and to RFC 2827.

7.7 Remote SSL clients versus remote VPN clients

Some of the main characteristics of remote VPN clients are:

* |IPSec provides data origin authentication of client and server, data integrity,
replay protection, and encryption. IPSec provides higher security protection
than SSL.

 All traffic between tunnel end points is protected. Once a host supports IPSec,
all TCP/IP applications are protected without any changes to the application.
For example, FTP, mail, and all TCP/IP traffic in the tunnel are protected.

* One IPSEC filter is sufficient to support all remote VPN clients that access the
AS/400 system. There is no need to create granular filters to enable each
individual application between client and server. The simplicity of the filters
required to support remote VPN clients compare to those needed to support
SSL clients becomes clear when examining the filters for this scenario (see
Figure 107 on page 155, Figure 108 on page 156, and Figure 109 on page
157).

Some of the main characteristics of SSL are:

e SSL provides integrity, encryption, and server authentication. SSL client
authentication is provided if it is supported by both client and server. For
example, the SSL clients used in this scenario (Client Access 5250 emulation
and Operations Navigator) don’t support client authentication. If an AS/400
user ID and password are compromised, an intruder could gain access to the
AS/400 SSL servers. Using system (server) certificates issued by the local
AS/400 CA makes it more difficult for hackers to access TCP/IP servers over
SSL.
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* Both the server and client application must be SSL-enabled. For example, the
AS/400 Telnet client (“green screen” Telnet) is not SSL-enabled. Services that
are not SSL-enabled include FTP, SMTP, POP, and so on.

e |t is easier to turn SSL on and off as needed to save the performance cost of
encryption.

This scenario shows that VPN remote clients are a better choice when
considering security and filter configuration complexity.

7.8 Configuring the DNS server

The DNS server configuration in this scenario is the same as the one described in
6.5, “Configuring DNS” on page 108.

7.9 Configuring the DHCP server

The DHCP server configuration in this scenario is the same as the one described
in 6.8, “Configuring a DHCP server” on page 125.

7.10 Configuring AS/400 TCP/IP servers to run over SSL

160

To establish the secure connections over SSL required by this scenario, you need
to configure the AS/400 TCP/IP servers and corresponding PC client applications
to run over SSL.
You must install the following programs to use SSL with the AS/400 system:

* Digital Certificate Manager, 5769-SS1 (option 34)
IBM HTTP Server for AS/400 (5769-DG1)
TCP/IP Connectivity Utilities for AS/400, 5769-TC1

One of the Cryptographic Access Provider products: 5769-AC1 (40-bit),
5769-AC2 (56-bit), or 5769-AC3

To use SSL with Client Access Express or Operations Navigator, you must
also install at least one of the AS/400 Client Encryption products: 5769-CE1
(40-bit), 5769-CE2 (56-bit), or 5769-CE3 (128-bit)

(=
Note: The 128-bit encryption products, 5769-AC3 and 5769-CE3, are now exportable
to most countries.

You may choose to install a system certificate issued by a well-known Internet
CA, such as VeriSign, or you may use the local AS/400 CA to issue certificates. In
the environment described in this scenario, issuing system certificates with the
local CA adds an additional level of protection. Client Access and Operations
Navigator clients need to have the issuer CA certificate in the local keyring file to
accept a system certificate sent by a server during the SSL handshake. If a
hacker is able to find out an AS/400 user ID and password, they must also be
able to download the intranet CA before being able to successfully establish an
SSL session with the server.
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For information on how to create a local intranet CA and configure AS/400
TCP/IP servers to run over SSL, visit: http://www.as400.ibm.com/infocenter

Select the articles under Internet and Secure Networks->Securing
applications with SSL. You can also find more information on this topic in the
redbook AS/400 Internet Security: Developing a Digital Certificate Infrastructure,
SG24-5659.

The Client Access Express and Operations Navigator services that must run over
SSL in this scenario are:

e as-central-s

e as-database-s
* as-dtag-s

e as-netprt-s

e as-rmtcmd-s
* as-signon-s

e as-file-s

These services correspond to the following secure applications in DCM:

* QIBM_0S400_QZBS_SVR_CENTRAL
* QIBM_0S400_QZBS_SVR_DATABASE
* QIBM_0S400_QZBS_SVR_DTAQ

* QIBM_0S400_QZBS_SVR_NETPRT

* QIBM_0S400_QZBS_SVR_RMTCMD
* QIBM_0S400_QZBS_SVR_SIGNON

* QIBM_0S400_QZBS_SVR_FILE

Figure 110 on page 162 shows the TCP/IP servers configured to run over SSL in
this scenario.
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Figure 110. Secure applications used in this scenario

7.10.1 Configuring Client Access Express, Operations Navigator for SSL

Using SSL with Client Access Express allows your PC clients to communicate
securely with your AS/400 systems. For information on how to configure Client
Access Express applications to communicate over SSL, visit:
http://www.as400.1ibm.com/infocenter

Select the articles under Internet and Secure Networks->Securing
applications with SSL. You can also find more information on this topic in the
redbook AS/400 Internet Security: Developing a Digital Certificate Infrastructure,
SG24-5659.

T@Ip: If you are using the AS/400 intranet CA to issue system certificates to secure the
Client Access Express servers, you need to download the intranet CA certificate and
install it as a trusted root in the PC clients. To make this task easier, use the Client
Access Express Certificate downloader from: http: //www.as400.ibm.com/

clientaccess/cwbcossz. htm

Figure 111 shows the Client Access Express Certificate downloader downloading
an intranet CA from AS20.
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Figure 111. Client Access Express Certificate Downloader

=

Note:/f you are using a system certificate issued by a well-known Internet CA, such
as VeriSign or Thawte, you do not need to download that CA on the client. The SSL
clients are shipped with the well-known Internet CAs configured as a trusted root.

7.10.1.1 Configuring Client Access 5250 emulator to run over SSL
The client configuration is very simple. You only need to configure and enable
security and configure the port of the SSL Telnet server (Figure 112 on page
164).

For information on how to configure Client Access Express applications to
communicate over SSL, visit: http://www.as400.ibm.com/infocenter

Select the articles under Internet and Secure Networks->Securing Client
Access Express and Operations Navigator. You can also find more information
on this topic in the redbook AS/400 Internet Security: Developing a Digital
Certificate Infrastructure, SG24-5659.
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Figure 112. Configuring PC5250 to run over SSL

When you start a secure Telnet session to the AS/400 SSL Telnet server, a
padlock in the PC5250 emulator lets you know that you are running a secure
session (see Figure 113).
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Figure 113. SSL Telnet using PC 5250

7.10.2 Configuring the Operations Navigator client to run over SSL
For information on how to configure Client Access Express applications to
communicate over SSL, visit: http://www.as400.ibm.com/infocenter

Select the articles under Internet and Secure Networks->Securing Client
Access Express and Operations Navigator. You can also find more information
on this topic in the redbook AS/400 Internet Security: Developing a Digital
Certificate Infrastructure, SG24-5659.

The following process summarizes the steps:

1. Start the Operations Navigator. Click Start->Programs->IBM AS/400 Client
Access Express->AS/400 Operations Navigator.

2. Right-click the AS/400 system icon, and select Properties.

3. Select the Connection tab.
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4. Select Use Secure Sockets Layer (SSL) (Figure 114).

Az20 Properties EHE |:

General Connection |Licenses| Hestartl Diirectory Sewicesl F'Iug-insl

— A5 /400 zignon information
€ Use Windows user name and password, no prompting

Adrinistratar

& lse default user 1D, prompt as needed

IITSCID43

" Prompt every time

— Security \\ Run the OpsNav client

¥ Use Secure Sockets Layer [SSIy\ over SSL.

— Perfarmance

IP address lookup frequency: IP address:
[tways [ [208 . 222 151, 20

‘where to lookup remate port:
I Server j

Mote: These walues are uzed az defaults by ather applizations connecting from thiz PC
to thiz ASA00 spztem.

QK I Cancel Help

Figure 114. Configuring the Operations Navigator client to use SSL

5. Click OK.

The next time you start Operations Navigator, it will run over SSL. The padlock
next to the AS/400 system icon indicates that you are running a secure session
(Figure 115).
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Figure 115. Operations Navigator running over SSL
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7.11 Configuring the internal PC clients

The following steps outline the PC client configuration for this scenario:
1. Configure TCP/IP. See 6.9.1, “Configuring TCP/IP” on page 128.

2. Configure the Web browser. In this scenario, the clients are using the NAT
functions on the AS/400 system to access the Internet Web servers (no proxy
is used). To configure the Netscape Navigator, select Edit->Preferences from
the pull-down menu. Under the Advanced container, select Proxies. You see a
window like the one in Figure 116.
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- Fants
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= Mavigator A network. prosy is used to provide additional security between your .
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- Mail & Mewsgroups ( " Direct connection to the Intemet/ = button and then click
[ Roaming Access P e | OK. This configures the
£} Composer browser to send the
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Configuration Jocation (URL): Ihttp:.-".-"w3.rchland.ibm.com.-"rch.pr requests to your default
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Felaad | g y
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Figure 116. Netscape Preferences - Proxies configuration

(==
Note: The default gateway configured in the client by the DHCP server is the internal
AS20 interface 10.160.200.20.

3. Configure Lotus Notes Client. Refer to the Lotus Notes Client documentation
shipped with the product.

7.12 AS/400 additional information

This section includes additional TCP/IP configuration information on the AS/400
system.

Figure 117 shows the IP interfaces configured on the AS/400 system for this
scenario.
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Figure 117. TCP/IP interfaces configured on AS20

The remaining TCP/IP configuration for this scenario is the same as the one
shown in 6.10, “Additional AS/400 system configuration” on page 131.

7.12.1 Verification tests

Perform the tests listed in Table 14 to verify that the implementation satisfies your
requirements.

Table 14. Verification tests

Domino | SMTP | HTTP DNS DNS | TELNET | TELNET
client Query | Resp SSL

AS20 to AS25B N/A Y N/A Y Y N N

AS20 to AS07 N/A N/A N/A N/A N/A Y N/A
AS20 to IntPC N/A N N/A N/A Y N/A N/A
AS20 to ExtPC N/A N/A N/A N/A N/A N/A N/A
AS25B to AS20 N/A Y N/A Y Y N N/A
AS25B to IntPC N/A N N N/A Y N/A N/A
AS25B to ExtPC | N/A Y Y N Y N/A N/A
AS07 to AS20 N/A N/A N/A N/A N/A Y N/A
IntPC to AS20 Y N N/A Y N/A Y N/A
IntPC to AS25B N/A N Y N N/A N N/A
ExtPC to AS20 Y N N N N/A N Y

ExtPC to AS25B | N/A Y Y Y N/A N/A N/A
ExtPC to IntPC N/A N?A N/A N/A N/A N/A N/A

The VPN client was able to access all the services on the AS/400 server over the
VPN tunnel (Operations Navigator, Telnet, FTP, and Notes).

AS20 and AS07 (business partner) were able to communicate over the
host-to-host VPN. We tested Telnet, FTP, and Ping.

The Active Connections window (Figure 118 on page 168) shows the active VPN
sections that are running.
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Figure 118. Active Connection window - VPN to remote client and remote business partner

7.12.2 Security tests

Perform the tests listed in Table 15 to verify that the implementation satisfies the
network security policies.

Table 15. Security tests

Ping Telnet Network
Neighborhood

AS20 to AS25B Y N N/A
AS20 to AS07 N Y N/A
AS20 to IntPC Y N/A N/A
AS20 to ExtPC N N/A N/A
AS20 to TestPC N N/A N/A
AS25B to AS20 Y N N/A
AS25 to AS07 N N N/A
AS25B to IntPC N N/A N/A
ASO07 to AS20 N Y N/A
ASO07 to AS25B N N N/A
ASOQ7 to IntPC N N/A N/A
ASO07 to ExtPC N N/A N/A
ASOQ7 to TestPC N N/A N/A
IntPC to AS20 Y Y Y

IntPC to AS07 N N N

IntPC to AS25B N N N/A
IntPC to ExtPC N N/A N/A
ExtPC to AS20 N N N

ExtPC to AS07 N N N

ExtPC to IntPC N N/A N/A
TestPC to AS20 N N N

TestPC to AS07 N N N

TestPC to IntPC N N/A N/A
VPNPC to AS20 Y Y N
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Ping Telnet Network
Neighborhood

VPNPC to AS07 N N N

7.13 Summary

The small office with a permanent Internet connection scenario implementation
shows a cost-effective way of allowing the AS/400 system (as the security
gateway) and internal clients to have access to the Internet. By using the
configuration in this scenario, internal users can have access to primary Internet
services, such as Web browsing and e-mail, while still being able to use their
AS/400 system as an application and file server for their business requirements.

In this scenario, we presented remote Internet clients used by traveling
employees accessing the AS/400 servers in the internal network. Whenever you
open internal servers to the Internet (even over secure communications), you
increase the risk. We showed two alternatives to allow secure access to internal
servers over the Internet: SSL-enabled clients and servers, and VPN remote
clients. Using VPN clients is more secure and the configuration is much simpler.
However, remote VPN clients are not widely available yet.

This scenario also introduced the use of a VPN connection for secure
communications to a business partner.

Chapter 7. Small office with a permanent Internet connection 169



170  AS/400 Internet Security Scenarios: A Practical Approach



Chapter 8. Screened host architecture

This scenario describes a screened host configuration. It provides a migration
path from IBM Firewall for AS/400. It is a secure network configuration where a
bastion AS/400 system is used as public server to access business data for the
Web applications from a more protected AS/400 system. A Cisco router is used to
provide network security functions, and the AS/400 systems built in network
security functions are a second line of defense.

%ogtg:Bastion refers to a bastion host, a computer system that is exposed to the
Internet and is a primary contact for internal network users. Due to its exposed nature,
a bastion host is vulnerable to attack and must be highly secured.

Source: Building Internet Firewalls by Chapman and Zwicky.

This configuration is useful when it is necessary to allow incoming Internet traffic

to reach an internal application server such as a Web server or FTP server. It also
allows internal traffic to reach the Internet.

8.1 Screened host configuration

© Copyright IBM Corp. 2000

This scenario presents a medium business that recently migrated from the IBM
Firewall for AS/400 product. The bastion AS/400 system, AS05, is the public Web,
SMTP, and DNS server. The production AS/400 system, AS24, holds the
business data. The internal users have access to Internet e-mail and Web
browsing through a proxy and caching server on AS05. Figure 119 shows this

scenario.
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Figure 119.

Customer view of the screened host scenario
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8.1.1 Scenario characteristics
This scenario has the following characteristics:

The Cisco router is used as a security gateway.

The Cisco router is connected to the ISP with a dedicated line and to the
internal LAN.

ASO05 is the public Web, SMTP, and DNS server.

ASO05 is also the HTTP proxy server. The internal users must use it when they
browse the Web and use FTP to the Internet.

The internal mail server is Lotus Domino on AS24.
Lotus Notes is used as the e-mail client.

AS24 is the internal DNS server. It forwards off-site queries to AS05, which
forwards them to the Internet.

We only use one public IP address, 204.146.18.195, to implement this
scenario.

(=>
Note: The public servers on AS05, the proxy server, and the router all share the same
IP address. Static and dynamic Port Address Translation (PAT) is used on the router.

8.1.2 Scenario advantages
The advantages of this scenario are:

8.1.3 Scenario risks
The risks associated with this scenario are:
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Incoming traffic is only allowed to flow to the application gateway.
The internal hosts are well protected against direct attacks from the Internet.

The Web application server (AS05) is also the public DNS server for the
company public domain and the registered target for the company’s mail.
There is no dependency on the ISP to provide these services.

The use of a proxy caching server on AS05 may improve performance
depending on the usage pattern.

The public servers on AS05 all share the router’s public port IP address to be
reachable from the Internet. Only one public IP address is required to
implement this scenario.

The configuration of the two-port security gateway (router) is relatively simple.

The configuration is economical in that it only requires one security gateway
device and the application gateway needs only one network interface card.

Intrusion detection is provided by the router.

The router can provide some protection from SYN flooding attacks (not
configured in this scenario).

Incoming traffic is allowed on the internal network. It is possible to intentionally
or unintentionally allow this traffic to be routed to other systems on the internal
network. This would be extremely undesirable since other systems are not

likely to have the facilities to protect themselves like the AS/400 system does.
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It is essential to protect both the backend production AS24 and the Web
application server AS05, with host security (for example, packet filtering). If
the ASO5 is compromised, it could be used to break into other systems on the
internal network.

e Some Denial of Service (DoS) flooding attacks are possible against the
Internet connection and ASO05. It is impossible to protect yourself from many of
these attacks. The good news is that they are only a problem as long as they
are occurring. As soon as the attack stops, network performance returns to
normal.

e There is no control of the contents of communication. This means that viruses
and other malicious programs can be downloaded to the internal PCs. It also
means that a user on the internal network could send sensitive data fo the
Internet, in the same way a user could put secret documents in briefcase and
walk out with them. Browser security settings, virus detection programs,
corporate security mentality, and so forth should also to be deployed.

¢ If you make a configuration error AS05 could become an open relay. Many
Internet sites refuse to accept e-mail from open relays. There is usually a
clause in the ISP’s contract with you that allows the ISP to terminate the
contract if you do not comply with their Acceptable Use Policy (AUP). Almost
all AUPs forbid open relays. See 1.2.4, “Simple Mail Transfer Protocol (SMTP)
security characteristics” on page 12, for more information on this topic.

* If the Web application server is unavailable for maintenance or other reasons,
internal users lose access to the Internet since the proxy server will not be up
and running.

8.1.4 Scenario customer requirements
The following sections list the customer requirements for network services.

8.1.4.1 Outbound services requirements
The services required from the internal network to the Internet are:

* Send e-mail to the Internet.
* Web browsing only for authenticated users.
e Forward DNS queries for off-site domains.

8.1.4.2 Inbound services requirements
The services required from the Internet to the internal network are:

* Receive e-mail from the Internet.

* Web serving to the Internet and internal users.

e Primary DNS server for the company’s public domain.
* SSL-Telnet to ASO05 for authenticated users.

8.1.4.3 Internal network requirements
The internal network must meet these requirements:

e Full access from internal clients to the AS24.
* Access to the proxy server on the AS05 for internal clients.
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8.1.5 Security policy

Before you can create your network security policy, you must have an IT security
policy for your entire organization. Otherwise, you do not know what guidelines
you must follow.

Important:/t is very important that your company’s IT security policy is implemented
on the total IT environment. Your host security is often your last level of defense
against intruders. You must ensure sound host security before connecting your
AS/400 system and its attached network to the Internet. Please, read and understand
Chapter 5, “Securing your hosts and understanding the risks” on page 69.

General network policies
* Deny spoofing. See 1.2.1, “Internet Protocol (IP) security characteristics” on
page 9, for a longer explanation of this topic.

* The default policy is deny. Only what is explicitly allowed is permitted.

Control IP traffic between the internal network and Internet
e Allow HTTP, HTTPS, and FTP from ASO05 to the Internet.
* Allow DNS queries from ASO05 to the Internet.
e Allow ASO05 to send and receive SMTP e-mail to and from the Internet.
* Allow the entire internal network to ping and traceroute to the Internet.
e Allow HTTP and HTTPS access to AS05 from the Internet.

Control access to the router
e Allow AS05 and AS24 to ping the router. The AS/400 system uses ping to
perform dead gateway detection. If ping is blocked, the route might “go down”
unexpectedly.

(=>

Note: PTF MF23732 for V4R4MO changes the dead gateway detection mechanism
from Ping to Arp. If you have applied this PTF, you do not need to permit Ping from the
AS/400 system to the router. See APAR MAZ21169 for details.

* The router will use the Admin client as the loghost.

Log any attack attempt
Log every deny to the loghost.

Important: The loghost must filter the log entries. If it does not, an attacker can easily
fill the disks of the loghost, which would stop the logging. If an attacker can stop your
logging, you may not know what the attacker did after the logging was stopped.

Hide internal hosts IP addresses
e Port Address Translation (PAT) is used for all traffic from the internal network
to the Internet.

e Static PAT is used for all connections from the Internet to AS05’s public
servers.
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8.1.6 Security functions used on the screened host

The following functions on the AS/400 system are required to implement the
network security on the screened host in this scenario:

* |P packet filtering

* DNS server

* Domino server

e IBM HTTP Server for AS/400 as a proxy server

8.1.7 Security functions used on the production server

The following functions on the AS/400 system are required to implement the
network security on the production server in this scenario:

* |P packet filtering
e DNS server
e Domino server

8.1.8 Cisco I0S and Cisco Secure IS security functions used

The following functions shipped with Cisco I0S 12.0(7)T, with Cisco Secure IS,
are required to implement the network security on the router in this scenario:

Packet filtering

Context Based Access Control (CBAC)

Port Address Translation (PAT)

Intrusion detection (not shown in this scenario)
Lock-and-key

See Chapter 3, “Cisco router network security functions” on page 53, for a more
detailed description of these functions.

8.2 Overview of the screened host configuration

This section gives an overview of the implementation in our test network. Figure
120 shows the network configuration used in our test lab.
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Figure 120. Screened host test network
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8.2.1 Implementation task summary
The following list summarizes the tasks performed to implement this scenario:

1. Configure the Cisco router.

a. For basic configuration of the interfaces, you should keep the interface
connected to your ISP shut down until you have applied an access list as a
packet filter.

b. Configure the access list on the Internet interface.
c. Configure the access list on the internal interface.
d. Configure Port Address Translation.
e. Configure Context Based Access Control.
2. Configure the Web application server AS05:

a. Configure and start the packet filters.
b. Configure the DNS server.

c. Configure Domino SMTP.

d. Configure the HTTP proxy server.

3. Configure the backend production AS/400 system AS24:

a. Configure and start the packet filters.
b. Configure the DNS server.
c. Configure the Domino mail server.

4. Configure the clients:

a. Set DNS to AS24.
b. Set proxy to AS05.
c. Configure the loghost system.

8.3 Task 1: Configuring the Cisco router

This section describes the steps we performed to configure the Cisco router. We
begin with a configuration overview and then show the configuration files in
detail. The overview is cross referenced with the actual configuration files for
greater clarity.

8.3.1 Overview of the router configuration

Figure 121 shows the packet flow through the router for requests from the internal
network to the Internet and replies from the Internet. Only requests from the
proxy, DNS, and SMTP servers on AS05 are allowed in this scenario. Other hosts
and servers on the internal network access the Internet through ASO05.

(==
Note:NAT is always used between ASO05 internal servers and the Internet.
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Figure 121. Packet flow for requests from AS05 internal servers to the Internet

Figure 122 on page 178 shows the packet flow for requests from the Internet and
replies from the screened host AS05.
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Figure 122. Packet flow for requests from the Internet to AS05 public Web, DNS, and SMTP servers

8.3.2 Basic configuration
We suggest that you keep all parts of the configuration in a separate file. This
way it will be easier for you to keep up to date documentation, track changes,
explain them to others, and, in other ways, manage them. The files in this chapter
list the same commands that you should type at the IOS command line.
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Figure 123 shows the base configuration file for the router.
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The base configuration file
is the first file we load on
the router. It configures IP
addressess, routing, users,
and host security for the
router itself. Note that
while this file works, you
should also encrypt your
passwords, disable more
services, and, in other
ways, modify it to suit your
operational requirements.

We do not use the Serial
interfaces in this scenario.

Note that no IP traffic is
permitted through the
Internet interface while
we are configuring the
router.

This is part of the
lock-and-key configuration.
Note that this prevents you
from using Telnet to con-
figure the router because
you will be immediately
logged out.

version 12.0

! Add timestimps to debug and log messages.
service timestamps debug uptime

service timestamps log uptime

! Don’t encrypt passwords

no service password-encryption

no ip http server

hostname itsocisco3

username erik password 0 erik

J'Allow subnets with a zero subnet address, such subnet addressess can be confusing.
p subnet-zero

! We don’t use the two serial interfaces in this configuration
interface Serial0O
no ip address
no ip directed-broadcast
shutdown
|
interface Seriall
no ip address
no ip directed-broadcast
shutdown
|
interface TokenRing0
description Internal network
ip address 10.160.100.1 255.255.255.0
no ip directed-broadcast
ring-speed 16
|

interface TokenRingl

description Internet link

ip address 204.146.18.195 255.255.255.0
no ip directed-broadcast

ring-speed 16

! this denies all inbound traffic from the Internet
ip access-group deny-all in

|

! The access-list that denies everything
ip access-list extended deny-all

deny ip any any

! The default route is through the ISP’s router
ip route 0.0.0.0 0.0.0.0 204.146.18.1

line con 0
transport input none
line aux 0
—=>line vty 0 4
! Use the local user database to authenticate users.
= login local
Anyone who logs in with Telnet will run the access-enable command and will then be
logged out. The access-enable command enables lock-and-key access, see the username
command at the top of this file, filter from inet, and filter from trusted for the
other parts of the lock-and-key configuration.
! Note: The timeout is in minutes.
> autocamand access-enable host timeout 5
|
end

Figure 123. Base configuration file for the Cisco router

8.3.3 Access list (for traffic from the Internet): filter_from_inet

Figure 124 on page 180 shows the file used to configure the packet filter on the
router’s public interface. Note where CBAC will dynamically add temporary
openings at the top of this access list to permit responses to come back.

179
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This file configures an ac-
cess list that is used as a
packet filter for inbound
traffic through the
Internet interface. Note
that there is no filtering of
outbound traffic. The out-
bound traffic is restricted
by filter_from_trusted
applied to the internal
network interface.

CBAC dynamically adds
permit entries for
responses to connections
initiated from the internal
network at the top.

/

Allow Telnet to the router
for authenticated users
(user authentication con-
figured in base file).
\

Once the user is authenti- —=
cated, the dynamic state-
ment permits SSL_Telnet
to AS05. “any” is replaced
by the remote client IP ad-
dress.

Permit requests to the
screened host AS05.

We must remove the access-list before creating it, otherwise the configuration is added
to the end of the old access list--usually that is NOT what you want. If we remove

the access list from the interface *everything* will be allowed. This will only be

for a few seconds, so the risk is small. But why take a needless chance? To

make certain no cne can send traffic through the interface during this time we apply
an access list that denies all traffic before we delete the old access-list.

interface TokenRing 1
ip access-group deny-all in
|

no ip access-list extended filter from inet

! Now define the access-list again.
ip access-list extended filter from inet

! CBAC will add dynamic entries here.

=

! Deny spoofing and traffic fram private addressess. See 1.2.1, “Internet Protocol (IP)
security characteristics” on page 9.

deny ip 10.0.0.0 0.255.255.255 any log

deny ip 172.16.0.0 0.15.255.255 any log

deny ip 192.168.0.0 0.0.255.255 any log

! Allow same ICMP to the intermal network, see 1.2.2, “Internet Control Message Protocol
(ICMP) security characteristics” on page 10

permit icmp any host 204.146.18.195 echo-reply

permit icmp any host 204.146.18.195 source-quench

permit icmp any host 204.146.18.195 time-exceeded

permit icmp any host 204.146.18.195 parameter-problem

permit icmp any host 204.146.18.195 unreachable

Lock-and-key configuration, see the main configuration file and filter from trusted

for the other section of lock and key. The first statement allows telnet to the router;

the second

statement is a template for a lock-and-key statement. When the user logs on the

access-enable command will run autamatically, because of the host parameter in the

! access-enable command the any address will be replaced with source address of the telnet
! session.

= permit tcp any gt 1023 host 204.146.18.195 eqg 23

dynamic lock-and-key permit tcp any gt 1023 host 204.146.18.195 eg 992

! Allow HTTP, HTTPS, SMIP, and DNS requests to the screened host
permit tcp any gt 1023 host 204.146.18.195 eq www

permit tcp any gt 1023 host 204.146.18.195 eq 443

permit tcp any gt 1023 host 204.146.18.195 eq smtp

permit udp any gt 1023 host 204.146.18.195 eq 53

7

! Log everything else
deny ip any any log

! Finished defining the access-list.
| attach the access-list to the interface.

interface TokenRing 1
ip access-group filter from inet in!end

Figure 124. filter_from_inet controls inbound traffic on the router’s Internet interface

Note: [ is a cross reference to the [ block in Figure 121 on page 177.

8.3.4 Access list (for traffic from the Internal network): filter_from_trusted

180  AS/400 Internet Sec

Figure 125 shows the file used to configure the packet filter on the router’s
internal interface.
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This file configures an
access list that is used as a
packet filter for inbound
traffic through the internal
interface. Note that there
is no filtering of outbound
traffic. The outbound
traffic is restricted by
filter_from_inetapplied to
the public network
interface.

Allow HTTP, HTTPS,
and FTP requests from
the proxy server on
ASOS to the Internet.

Allow DNS server on
ASOS to query other
DNS servers on the
Internet. Allow DNS
servers on the Internet to
query the ASO5 DNS
server.

Allow ASO5 to respond
to established
connections initiated
from the Internet.

\‘/

IWe must remove the access-list before creating it, otherwise the configuration is added
to the end of the old access list--usually that is NOT what you want. If we remove

the access list from the interface *everything* will be allowed. This will only be

for a few seconds, so the risk is small. But why take a needless chance? To

make certain no one can send traffic through the interface during this time we apply
an access list that denies all traffic before we delete the old access-list.

interface TokenRing 0
ip access-group deny-all in

no ip access-list extended filter from trusted

! define the access-list again.
ip access-list extended filter fram trusted

! First what to allow to the router itself

! Allow ASO5 to ping the router, see “Control access to the router” on page 174
permit icmp host 10.160.100.5 host 10.160.100.1 echo

! There should be no other access to the router.
deny ip any host 204.146.18.195 log
deny ip any host 10.160.100.1 log

! What to allow to the Internet.

! Allow HTTP, HTTPS, and FTP requests fram AS05, the proxy server. Note that only AS05

! is allowed to access these services on the Internet, forcing the clients to go through
! the proxy.

permit tcp host 10.160.100.5 gt 1023 any eq www

permit tcp host 10.160.100.5 gt 1023 any eq 443

permit tcp host 10.160.100.5 gt 1023 any eq 21

permit tcp host 10.160.100.5 gt 1023 any eq 20

permit tcp host 10.160.100.5 gt 1023 any gt 1023

! Allow the internal network to ping the Intermet.
permit icmp 10.160.100.0 0.0.0.255 any echo

—+>! Allow DNS queries between AS05's DNS server and all other DNS servers on the

! Internet. Also allow all DNS clients on the Internet to query AS05’s DNS server.
permit udp host 10.160.100.5 eq 53 any

> Allow ASO5 to send HTTP, HTTPS, and SMIP replies to the Intermet

permit tcp host 10.160.100.5 eq www any established
permit tcp host 10.160.100.5 eq 443 any established
permit tcp host 10.160.100.5 eq smtp any established

Allow the AS05 SMTP — = Allow ASO5 to send SMIP mail from ASO5 to the ISP's mail relays

server to forward mail to
the ISP mail relay.

Allow the AS05
SSL-Telnet server to
reply to lock-and-key
clients

permit tcp host 10.160.100.5 gt 1023 host 204.146.2.16 eq smtp
permit tcp host 10.160.100.5 gt 1023 host 204.146.2.17 eq smtp

—= ! lock-and-key configuration, This permits the replies fram ASO5 to the lock-and-key

! client. See the main configuration file and filter from inet for the other parts of
! the lock-and-key configuration.
permit tcp host 10.160.100.5 eq 992 any gt 1023 established

! Finished defining the access-list
! Attach the access-list to the interface.
interface tokenring 0

ip access-group filter fram trusted in
|

end

Figure 125. filter_from_trusted controls inbound traffic on the router’s internal interface

Note: [l is a cross reference to the [] block in Figure 121 on page 177.

8.3.5 Configure Context Based Access Control

Figure 126 on page 182 shows the file used to configure CBAC. For the most

part, this configuration defines various timeouts and thresholds to determine the

duration of inactive sessions. CBAC provides a means to determine Denial of
Service (DoS) attacks by monitoring the number and frequency of half-open
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CBAC inspection rules
define timeouts and
thresholds. It detects
inactive connections
and detects and
prevents DoS attacks.

Inspect all TCP and
UDP traffic to deter-
mine what temporary
openings it must create.
CBAC performs special
inspections for FTP. For
this reason, we add the
inspect for FTP besides
the inspect for TCP.

Inspect the inbound
traffic on the internal
interface.

—

—

connections. The values used in this example only illustrate the CBAC
configuration. You should select your values based on your network
characteristics. CBAC first inspects the inbound traffic on the routers internal
interface. Then it creates temporary openings in the access lists that are used as
packet filters to allow responses. Note that CBAC automatically knows which
access lists to modify.

! First configure the timeouts for CBAC.

! When the router sees 500 incomplete tcp comnection attempts it will

! start to delete half-open connections until there is no more than 500
! half open comnections.

ip inspect max-incomplete high 500

ip inspect max-incomplete low 400

! When the router sees 500 incomplete tcp comnection attempts during
! one minute, it will start to delete half-open connections until the
! rate drops below 400.

ip inspect one-minute high 500

ip inspect one-minute low 400

! The router will wait for five seconds after the first packet with the

FIN flag (the FIN flag is used to end a TCP connection, when both sides
has sent a FIN to each other the connection is deleted) is seen for a
connection. If the second (and last) FIN packet has not been seen after
those five seconds the connection is deleted by the router (the router will
send the missing FIN packet itself). This protects from adeadZ (FIN wait 2)
connections taking resources indefinately.

1p inspect tcp finwait-time 5

! Connections that are idle for 3600 seconds, one hour, will be deleted.
ip inspect tcp idle-time 3600

! If a certain host has 50 incomplete connection attempts it will be blocked
! from making more connection attempts for ocne minute.
ip inspect tcp max-incomplete host 50 block-time 60

! The router will wait for 30 seconds after the first connection attempt, if
! the connection is not open by that time it will be deleted.
ip inspect tcp synwait-time 30

Now configure the inspection rules. All udp and tcp packets packets that
are sent on the internet side interface will be inspected. CBAC will add
permit statements to the top of all access-lists that will filter the
return traffic. CBAC will also do special inspection of FIP sessions
and add permit statements for the FTP data comnections.

1p inspect name from int ftp

ip inspect name fromilnt tcp

ip inspect name fram int udp

! And then we attach the inspection to the internal interface
interface tokenring 0
ip inspect fram int in

end

Figure 126. Context Based Access Control configuration file

Note: [f is a cross reference to the [ block in Figure 121 on page 177.

8.3.6 Configure Port Address Translation

182

In this scenario, we use the Port Address Translation (PAT) function of the Cisco
router for two purposes:

* To translate the private address of the proxy, SMTP, and DNS servers on AS05
for outbound requests to Internet hosts.

* To provide a static mapping of internal addresses and ports to globally
routable IP addresses for the public servers that run on AS05 and must be
accessed from the Internet.
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Figure 127 shows the configuration file for PAT. Note that no great care was taken

when choosing the timeouts, so you should modify them to suit your environment.

~

Access list defines the

internal local addresses
that PAT will translate
to addresses in the PAT
pool.

PAT timeouts.

Packets with source

address in the pat-list
inbound to TOKO will —=
be translated if they |
leave TOK 1 outbound. [§ ]

pat-pool defines the
public IP addresses. In
our scenario, only one IP
address is used for the
router public port. Notice
the overload parameter.

Static NAT for the public
servers that run on the

= | Create the access-list again. Packet filtering is done before PAT, only packets

—= ip nat pool pat-pool 204.146.18.195 204.146.18.195 prefix-length 29

! First disable PAT and delete the old configuration

interface tokenring 1
no ip nat outside

interface tokenring 0
no ip nat inside

! Remove the address pool and the PAT itself.

no ip nat inside source list pat-list pool pat-pool overload
no ip nat pool pat-pool

! An access list is used to decide what to translate, we need to define that.

! Remove the old access list, otherwise we would just add entries to the end
! of any previous list with the same name.
no ip access-list extended pat-list

! permitted by the packet filter will be checked against this access-list which can
! be made very short. Note that only IP packets from ASO5 will be translated, all other
! internal system must use the proxy server on AS05 to access the Internet.
ip access-list extended pat-list
permit ip host 10.160.100.5 any
! now define our timeouts, seconds
translation timeout 600
translation tcp-timeout 600
translation udp-timeout 600
translation finrst-timeout 600
translation syn-timeout 600
ip nat translation dns-timeout 600
ip nat translation icmp-timeout 600
! configure which interfaces are on the inside and which are on the outside.

ip nat
ip nat
| ip nat
ip nat
ip nat

interface tokenring 0
> 1ip nat inside

> interface tokenring 1
ip nat outside
! Create the address pool and the pat as inside.

ip nat inside source list pat-list pool pat-pool overload

! Configure static pat for the screened host.

ip nat inside source static tcp 10.160.100.5 25 204.146.18.195 25
ip nat inside source static udp 10.160.100.5 53 204.146.18.195 53
ip nat inside source static tcp 10.160.100.5 80 204.146.18.195 80
ip nat inside source static tcp 10.160.100.5 443 204.146.18.195 443
ip nat inside source static tcp 10.160.100.5 992 204.146.18.195 992

end

screened host AS05.

Figure 127. The configuration file for Port Address Translation

Note: [J and [§ are a cross reference to blocks [§ and [§ in Figure 121 on page 177.

8.3.7 Lock-and-key configuration

Lock-and-key security is a feature of the Cisco router also known as dynamic
access lists. Permit dynamic entries are inserted into traditional access lists. The
dynamic entries are created when a user successfully goes through an
authentication process. Users open a Telnet session to the router to authenticate
themselves. Then, the router closes the Telnet session and places a dynamic
permit entry in the access list, which permits packets from the IP address of the
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authenticated user. The dynamic entries are removed after an idle-timeout or
maximum-timeout period expires.

The lock-and-key configuration in this scenario has several parts:

* The permit statement in filter_from_inet allows Telnet to the router to
authenticate users:

permit tcp any gt 1023 host 204.146.18.195 eq 23

* The local user database, at the top of the main configuration file, is used to
authenticate the remote users specifying username and password:

username erik password 0 erik

* The vty line configuration: 1ogin local configures the local user database as
the method of authentication, autocommand access-enable ... runs the
access-enable ... command for all authenticated users and then logs them off:

line vty 0 4
login local
autocommand access-enable host timeout 5

The host parameter means that the source address in the dynamic rule will be
replaced by the IP address of the authenticated user.

* The dynamic entry in filter_from_inet is the template for the lock-and-key
entries that are created by access-enable:

dynamic lock-and-key permit tcp any gt 1023 host 204.146.18.195 eqg 992

If a user from 208.222.151.42 Telnets to the router and authenticates
successfully, the lock-and-key rule will be changed to:

permit tcp host 208.222.151.42 gt 1023 host 204.146.18.195 eq 992

In this example, we allow SSL-Telnet access to authenticated users.
* The static PAT translates the requests so they are sent to AS05:

ip nat inside source static tcp 10.160.100.5 992 204.146.18.195 992

* The permanent permit entry in filter_from_trusted allows AS05 to send
SSL-Telnet replies to any system for established connections:

permit tcp host 10.160.100.5 eq 992 any gt 1023 established

8.4 Task 2: Configuring the screened host (AS05)

184

You must configure the following functions on the Web application server or
screened host (AS05):

* |P packet filtering

e Domino SMTP server to forward mail from the Internet to the internal mail
server on AS24 and relay Internet mail from the internal network to the ISP’s
mail relay

e HTTP proxy caching to enable internal clients to access HTTP, HTTPS, and
FTP servers on the Internet

* DNS server
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8.4.1 Configuring IP packet filtering

Figure 128 shows the IP packet filter file screened_host_bastion.i3p, which is
used as a secondary defense to protect AS05. These filters backup the packet
filters in the router. Note that only the filter sets applied to the interface are active,
even though the filter file includes all the filter sets used in this scenario.

# This is the filter file you actually load

INCLUDE FILE = /QIBM/netsecrb/services.i3p
INCLUDE FILE = /QIBM/netsecrb/screened host bastion address.i3p
INCLUDE FILE = /QIBM/netsecrb/ipfilters.i3p
FILTER INTERFACE LINE = ITSCTRNO
SET = smtp public,

echo,

http server,

icmp in,

http proxy,

ftp proxy,

public dns server,

http proxy intemnal,

incoming telnet ssl

Figure 128. The screened_host_bastion.i3p filter file used to protect AS05 in this scenario

Figure 129 shows the defined address file used in the filters that protect AS05 in
this scenario.

# This is the file ‘screened host bastion address.i3p’

ADDRESS InternalNetwork IP = 10.160.100.0 MASK = 255.255.255.0 TYPE = TRUSTED
ADDRESS Public IP = 10.160.100.5 MASK = 255.255.255.255 TYPE = BORDER
ADDRESS internaladdress IP = 10.160.100.5 MASK = 255.255.255.255 TYPE = TRUSTED
ADDRESS proxy IP = 10.160.100.5 MASK = 255.255.255.255 TYPE = TRUSTED
ADDRESS mailrelayout IP = (204.146.2.16,

204.146.2.17) MASK = 255.255.255.255 TYPE = TRUSTED

Figure 129. The screened_host_bastion_address.i3p address file used in the filters that protect AS05

Figure 130 on page 186 shows the filter file services.i3p that includes all the
services used in this scenario.
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186

ICMP SERVICE All ICMP TYPE = * CODE = *

ICMP_SERVICE Echo rply TYPE = 0 CODE = *
ICMP_SERVICE unreachable TYPE =

ICMP _SERVICE source quench TYPE = 4 CODE = 0
ICMP SERVICE Echo TYPE = 8 CODE
ICMP SERVICE Time Exceeded TYPE = *
IQVMP_SERVICE parameter problem TYPE = 12 CODE = 0

# SMIP services
SERVICE SMIP_req PROTOCOL = TCP DSTPORT = 25 SRCPORT >= 1024
SERVICE SMIP_ rply PROTOCOL = TCP DSTPORT >= 1024 SRCPORT = 25

# HTTP and HTIPS services

SERVICE HTTP_ req PROTOCOL = TCP DSTPORT = 80 SRCPORT >= 1024

SERVICE HTTP rply PROTOCOL = TCP DSTPORT >= 1024 SRCPORT = 80
SERVICE HTTPS req PROTOCOL = TCP DSTPORT = 443 SRCPORT >= 1024
SERVICE HTTPS rply PROTOCOL = TCP DSTPORT > 1023 SRCPORT = 443

#The proxy server runs on port 1010

SERVICE HTTP_ Proxy req PROTOCOL = TCP DSTPCRT = 1010 SRCPORT >= 1024
SERVICE HTTP Proxy rply PROTOCOL = TCP DSTPORT >= 1024 SRCPORT = 1010

# DNS services

SERVICE DNS client queries PROTOCOL = UDP DSTPORT = 53 SRCPORT >= 1024
SERVICE DNS client rply PROTOCOL = UDP DSTPORT >= 1024 SRCPORT = 53
SERVICE DNS server to server PROTOCOL = UDP DSTPORT = 53 SRCPORT = 53

# FTP services

SERVICE FTP_Control req PROTOCOL = TCP DSTPORT = 21 SRCPORT > 1023
SERVICE FTP_Control rply PROTOCOL = TCP DSTPORT > 1023 SRCPORT = 21
SERVICE FTP ActiveData req PROTOCOL = TCP DSTPORT > 1023 SRCPORT = 20
SERVICE FTPiACtiveDatairply PROTOCOL = TCP DSTPORT = 20 SRCPCRT > 1023
SERVICE FTP PassiveData PROTOCOL = TCP DSTPORT > 1023 SRCPORT > 1023

# SSL Telnet services for lock-and-key clients
SERVICE Telnet SSL req PROTOCOL = TCP DSTPORT = 992 SRCPORT >= 1024
SERVICE Telnet SSL rply PROTOCOL = TCP DSTPORT >= 1024 SRCPORT = 992

Figure 130. The services.i3p file used in the filters that protect AS05 and AS24

Figure 131 through Figure 133 show the ipfilters.i3p filter file that contains all the
filter rules used to protect AS05 and AS24 in this scenario. Note that the only
rules that are applied to the interface in the filter file screened_host_bastion.i3p
control access to AS05.

# Ping

FILTER SET echo ACTION = PERMIT DIRECTION = OUTBOUND SRCADDR = public DSTADDR = *
SERVICE = echo req FRAGMENTS = NONE JRN = FULL

FILTER SET echo ACTION = PERMIT DIRECTION = INBOUND SRCADDR = * DSTADDR = public
SERVICE = echo rply FRAGMENTS = NONE JRN = FULL

# Less dangerous IQVP

FILTER SET icmp in ACTION = PERMIT DIRECTION = INBOUND SRCADDR
SERVICE = source quench FRAGMENTS = NONE JRN = OFF

FILTER SET icmp in ACTION = PERMIT DIRECTION = INBOUND SRCADDR = * DSTALDR = public
SERVICE = time exceeded FRAGMENTS = NONE JRN = OFF

FILTER SET icmp in ACTION = PERMIT DIRECTION = INBOUND SRCADDR
SERVICE = parameter problem FRAGMENTS = NONE JRN = OFF

FILTER SET icmp in ACTION = PERMIT DIRECTION = INBOUND SRCADDR = * DSTALDR = public
SERVICE = unreachable FRAGMENTS = NONE JRN = OFF

* DSTADDR = public

* DSTADDR = public

Figure 131. The ipfilters.i3p file includes all the filters used in the screened subnet scenario - ICMP

AS/400 Internet Security Scenarios: A Practical Approach



Allow the proxy server on
ASO5 to send HTTP and
HTTPS requests to Internet
servers on behalf of internal
clients and receive their
responses.

Allow internal clients to
send HTTP and HTTPS
requests to the proxy server
on ASOS5 and receive replies.

Allow the proxy server on
ASOS5 to send normal and
PASYV FTP requests to Inter-
net servers on behalf of
internal clients and receive
their responses.

Allow HTTP and HTTPS
requests from Internet
clients to ASO5 and allow
replies from ASOS.

Allow DNS servers to query
ASO05 DNS server. Allow
DNS clients to query the
ASO05 DNS server.

Allow ASO5 SMTP to send
mail to the ISP mail relays.

Allow AS05 SMTP to
receive mail from all hosts.

Allow incoming SSL-Telnet
and replies. The SSL-Telnet
must pass lock-and-key
authentication.

# HTTP proxy filters

FILTER SET HITP proxy ACTION = PERMIT DIRECTION = OUTBOUND SRCADDR = Public DSTADDR = *
SERVICE = HTTP req FRAGMENTS = NONE JRN = FULL

SET HITP_ proxy ACTION = PERMIT DIRECTION = INBOUND SRCADDR = * DSTADDR = Public
SERVICE = HTTP_rply FRAGMENTS = NONE JRN = FULL

SET HITP_proxy ACTION = PERMIT DIRECTION = OUTBOUND SRCADDR = Public DSTADDR = *
SERVICE = HTTPS req FRAGMENTS = NONE JRN = FULL

SET HITP_proxy ACTION = PERMIT DIRECTION = INBOUND SRCADDR = * DSTADDR = Public
SERVICE = HTTPS rply FRAGMENTS = NONE JRN = FULL

FILTER
FILTER

FILTER

# Allow proxy requests from the internal clients

FILTER SET HITP Proxy intermal ACTION = PERMIT DIRECTION = INBOUND
SRCADDR = IntermalNetwork DSTADDR = proxy SERVICE = HITP Proxy req
FRAGMENTS = NONE JRN = OFF

FILTER SET HITP Proxy intermal ACTION = PERMIT DIRECTICON = OUTBOUND SRCADDR = Proxy
DSTADDR = InternalNetwork SERVICE = HITP Proxy rply FRAGMENTS = NONE JRN = OFF

# FTP proxy filters

FILTER SET FTP_ proxy ACTION = PERMIT DIRECTION = OUTBOUND SRCADDR = Public DSTADDR = *
SERVICE = FTP control req FRAGMENTS = NONE JRN = FULL

SET FTP proxy ACTION = PERMIT DIRECTION = INBOUND SRCADLCR = * DSTADDR = Public
SERVICE = FTP control rply FRAGMENTS = NONE JRN = FULL

SET FTP_proxy ACTION = PERMIT DIRECTION = OUTBOUND SRCADDR = Public DSTADDR = *
SERVICE = FTP ActiveData req FRAGMENTS = NONE JRN = FULL

SET FTP proxy ACTION = PERMIT DIRECTION = INBOUND SRCADLCR = * DSTADDR = Public
SERVICE = FTP_ActiveData rply FRAGMENTS = NONE JRN = FULL

SET FIP proxy ACTION = PERMIT DIRECTION = OUTBOUND SRCADDR = Public DSTADDR = *
SERVICE = FTP_PassiveData FRAGMENTS = NONE JRN = FULL

SET FIP proxy ACTION = PERMIT DIRECTION = INBOUND SRCADDR = * DSTADDR = Public
SERVICE = FTP_PassiveData FRAGMENTS = NONE JRN = FULL

FILTER

FILTER

FILTER

FILTER

FILTER

Figure 132. Proxy filters

# HTTP filters, allows HITP requests fram all Internet hosts and replies from the HTTP #

# server.

FILTER SET HITP server ACTION = PERMIT DIRECTICON = INBOUND SRCADDR = * DSTADDR = public
SERVICE = HTTP req FRAGMENTS = NONE JRN = OFF

FILTER SET HITP server ACTION = PERMIT DIRECTION = OUTBOUND SRCADDR = public DSTADDR = *
SERVICE = HTTP_rply FRAGMENTS = NONE JRN = FULL

# DNS filters allowing DNS queries to and fram the DNS server.

FILTER SET public DNS server ACTICON = PERMIT DIRECTION = INBOUND SRCADDR = *
DSTADDR = public SERVICE = DNS client queries FRAGMENTS = NONE JRN = OFF
SET public DNS server ACTION = PERMIT DIRECTION = OUTBOUND SRCADDR = public
DSTADDR = * SERVICE = DNS client rply FRAGMENTS = NONE JRN = OFF

SET public DNS server ACTION = PERMIT DIRECTION = OUTBOUND SRCADDR = Public
DSTADDR = * SERVICE = DNS server to server FRAGMENTS = NONE JRN = FULL

SET public DNS server ACTION = PERMIT DIRECTION = INBOUND SRCADDR = *
DSTADDR = Public SERVICE = DNS server to server FRAGMENTS = NONE JRN = FULL

FILTER

FILTER

FILTER

# SMIP public filter: allows outgoing mail to ISP’s mail relay

FILTER SET SMIP public ACTION = PERMIT DIRECTION = OUTBOUND SRCADDR = Public
DSTADDR = mailrelayout SERVICE = SMIP req FRAGMENTS = NONE JRN = FULL

FILTER SET SMIP public ACTION = PERMIT DIRECTION = INBOUND SRCADDR = mailrelayout
DSTADDR = Public SERVICE = SMIP rply FRAGMENTS = NCONE JRN = FULL

# SMIP public filter: allows incoming mail from all hosts

FILTER SET SMIP public ACTION = PERMIT DIRECTION = INBOUND SRCADDR = * DSTADDR = Public
SERVICE = SMTP req FRAGMENTS = NONE JRN = OFF

FILTER SET SMTP public ACTION = PERMIT DIRECTION = OUTBOUND SRCADDR = Public DSTADDR = *
SERVICE = SMTP rply FRAGMENTS = NONE JRN = OFF

# Telnet server for authenticated Intermet clients

FILTER SET Incoming telnet SSL ACTION = PERMIT DIRECTION = INBOUND SRCADDR = *
DSTADDR = Public SERVICE = Telnet SSL req FRAGMENTS = NONE JRN = OFF

FILTER SET Incomingitelnet ACTION = PERMIT DIRECTION = OUTBOUND SRCADDR = Public
DSTADDR = * SERVICE = Telnet SSL rply FRAGMENTS = NONE JRN = OFF

Figure 133. Public server filters
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8.4.2 Configuring the proxy server

See 6.6, “Configuring a proxy server on your AS/400 system” on page 110, to
learn how to configure the proxy server on AS05. In this scenario, we selected
HTTP and FTP in the Proxy server settings page.

=

Note: You must use your browser as the FTP client to use the AS/400 HTTP server as
an FTP proxy. Enter the following URL at the browser to start FTP on a remote server:
ftp://user:passwordehost .domain/directory/file

8.4.3 Configuring the DNS server

The DNS server on ASO05 is the primary DNS for the company’s public domain.
The following list summarizes the configuration of this DNS server:

1. Only enter your public host names and IP addresses in this DNS server.
2. Set the ISP’s DNS server as the forwarder.

3. You do not need to protect the server from zone transfers. All the addresses
are public.

4. You must allow any host to query your public domain.
5. Remember to create the reverse domain, either by selecting the “create
reverse mappings by default” check box or manually.

See 6.5, “Configuring DNS” on page 108, for information on how to configure a
DNS server.

Figure 134 shows the zone file we created through the Operations Navigator GUI
for the public itsoroch.ibm.com domain.

itsoroch.ibm.com. IN SOA as05.itsoroch.ibm.com. postmaster.itsoroch.ibm.com. (

954881982

10800

3600

604800

86400 )
itsoroch. ibm.com. IN NS ns.itsoroch. ibm.com.
itsoroch. ibm.com. IN MX 10 mail.itsoroch.ibm.com.
www . itsoroch. ilm. com. IN A 204.146.18.195
mail.itsoroch.ilbm.com. IN A 204.146.18.195
ns.itsoroch. ibm.com. IN A 204.146.18.195

Figure 134. Zone file for the itsoroch.ibm.com domain

8.4.4 Configuring the Domino server

188

See 7.3, “Configuring Domino for AS/400” on page 142, for general information
on how to configure a Domino server. In this scenario, the Domino server on
ASO05 only performs mail relaying functions from Internet mail to AS24 and from
AS24 to the Internet. You should disable all other services. Use different Domino
domains for the production and bastion Domino servers.

The characteristics of the mail server configuration in this scenario are:
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1. Select Configuration.

2. Select Messaging.

3. Select Messaging —

Settings.

4. Select Basics.

The Domino server on AS05 and the Domino server on AS24 have the same
SMTP mail domain itsoroch.ibm.com.

ASO05 uses AS24 as a local smarthost. In our scenario, no users are listed in
the Domino directory on AS05. The Domino Router forwards mail for
recipients who are in the local SMTP domain, but not listed in the Domino
directory, to the smart host. The smart host routes the mail to the recipients.
Domino on AS05 sends all mail for anyuser@itsoroch.ibm.com to the AS24
Domino server. For more information on smart hosts, see Lotus Domino 5 -
Administering the Domino System.

Because the SMTP domains are the same, the Domino server in AS05 does
not consider forwarding itsoroch.ibm.com mail to AS24 a mail relay operation.

The Domino server on AS24 sends all outbound mail to AS05.
The Domino server on AS05 only relays mail from AS24.

The Domino server on ASO05 relays all mail through the ISP’s mail relay.

Figure 135 and Figure 136 on page 190 show the most important parameters for
the mail configuration on AS05.

[3 Messaging Settings - Domino Administrator = 3 ||
Fle Edt Yiew Ceste Actions Agdwinistration  Help PR ]
CEd B 0o B8
2 Adrinistiation administrator
@ Paopla s Graupe| Eiee | 1 } szt (| Confiqurston |)
E{Eﬁ Server bastion/itsobastion Use Diectory on: | Current Server ]| Tools
> Cetfication
MESSAGING SETTINGS - =) ) Fegitation
= Domains BASTION/ITSOBASTION

Connections
Configurations

Messaging Seltings
b @ Lotus MTA Tables [v1.7) I

I3 R Ristictians and Corlrols | Message Tracking | Advanced |
» (il Diectow
b web
» &gk Statistics & Evenls Mumber of mailboxes:
b E Cluster SMTF used when sending Enabled
b B3 Miscalansous messages outside of the local

intermet domain:

SMTF allowied within the local Disabled
internet domain:

Servers within the local Holes_ Alnays
domain are reachable via SMTF
Swer TCPIP:

s
Addiess lookup Fullname then Local Pa Set to the ISP’s
Eshaustive lodkup Disabled .
Flelay Post for messages leaving ((mail soisp.oom ) mail relay.

the local intemet domain:
LocalIntemet domain smart host: ( as24.itsorach ibm com )
Smart hastis used for alllocal — (Enatled ) & - Set to AS24

intemet domain recipients:
Haost name lookup: Dynamic then local

- Set Enabled.
A Al | =D|bastion L1

Figure 135. Configure the smarthost and the mail relay
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1. Select Restrictions and
Controls.

&3 Messaging Settings - Domino Administrator
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2.Select SMTP Inbound

Controls.
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Figure 136. Restrict relaying of e-mail to AS24 only

8.5 Task 3: Confi

guring the backend production AS/400 system (AS24)

You must configure the following functions on the backend production AS/400
system:

* |P packet filtering
e Domino server
e DNS server

8.5.1 Configuring packet filters
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Figure 137 shows the IP packet filter file screened_host_production.i3p, which is
used as a secondary defense to protect AS24. These filters back up the packet
filters in the router. Note that only the filter sets applied to the interface are active,
even though the filter file includes all the filter sets used in this scenario.

Notice that very few filter sets are applied to the AS24’s interface. All services are
allowed from and to the internal network.

INCLUDE FILE = /QIBM/netsecrb/services.i3p
INCLUDE FILE = /QIBM/netsecrb/screened host production address.i3p
INCLUDE FILE = /QIBM/netsecrb/ipfilters.i3p

FILTER INTERFACE LINE = TRNLINE SET = echo,
allow internal traffic,
icmp in

Figure 137. The screened_host_production.i3p file used to protect AS24 in this scenario
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%ogtg: To provide better protection against a compromised bastion host, the internal
hosts should not trust the bastion. Notice that, in this scenario, the filters on AS24
permit all services to and from the internal network, including the bastion host. A better
approach is to allow only the required services to and from the bastion host, deny all
other services, and then allow all services to and from the internal network. Keep in
mind, however, that if an attacker compromises the bastion host, it would be relatively
easy to change the bastion’s IP address to any other address in the trusted network.

Figure 138 shows the defined address file used in the filters that protect AS24 in
this scenario.

ADDRESS InternalNetwork — IP
ADDRESS Public 1P

10.160.100.0 MASK = 255.255.255.0 TYPE
10.160.100.24 MASK = 255.255.255.255 TYPE

TRUSTED
BORDER

Figure 138. The screened_host_production_address.i3p address file

The services file is shown in Figure 130 on page 186, and the filter file is shown in
Figure 131 on page 186 through Figure 133 on page 187.

8.5.2 Configuring the DNS server
The DNS server on AS24 is the company’s internal DNS. It forwards off-site

queries to the DNS server on AS05.

The following list summarizes the configuration of this DNS server:

1. Enter your private host names and IP addresses in this DNS server.
2. Set AS05 (10.160.100.5) as the forwarder for off-site queries.

3. Even when AS24 is not reachable from the Internet, you may want to restrict
zone transfers anyway as an additional level of protection.

4. Remember to create the reverse domain, either by selecting the Create
reverse mappings by default check box or manually.

See 6.5, “Configuring DNS” on page 108, for more information on configuring a
DNS server.

Figure 139 shows the zone file we created through the Operations Navigator GUI
for the private itsoroch.ibm.com domain.

itsoroch.ibm.com. IN SOA as24.itsoroch.ibm.com. postmaster.as24.itsroch.ibm.com.

(954876979

10800

3600

604800

86400 )
itsoroch. ibm.com. IN NS as24.itsroch.ibm.com.
www . itsoroch. ibm.com. IN A 10.160.100.5
as05.1itsoroch.ibm.com. IN A 10.160.100.5
mail.itsoroch.ibm.com. IN A 10.160.100.24
ns.itsoroch. ibm.com. IN A 10.160.100.24
as24 .itsoroch.ibm.com. IN A 10.160.100.24
domsvr24 . itsoroch. ibm.com IN A 10.160.100.24
router-internal . itsoroch.ibm.com. IN A 10.160.100.1
admin. itsoroch. ibm.com. IN A 10.160.100.80

Figure 139. Zone file for the private itsoroch.ibm.com domain
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8.5.3 Configuring the Domino server

See 7.3, “Configuring Domino for AS/400” on page 142, for information on how to
configure a Domino server. In this scenario, the Domino server on AS24 sends
and receives all Internet mail from and to AS05. To configure SMTP mail for this

Domino server, you must:

* At the Messaging Settings window, set “Relay host for messages leaving the
local Internet domain” t0 as05.itsoroch.ibm.com.

e At the SMTP Inbound Controls window, set “Allow connections only from the
following SMTP internet hostnames/IP addresses” t0 as05.itsoroch.ibm.com.

8.6 Task 4: Configuring the internal clients

To configure the clients on the private network, you must:

Install Lotus Notes.

o0k

page 58, for details.

Set no default route if all your clients are in the same subnet.
Set the DNS server t0 10.160.100.24.

Set the domain search list t0 itsoroch.ibm.com.
Set the HTTP proxy in the browser to aso05.itsoroch. ibm.com.

Install the loghost software on the Admin client. See 3.6, “Remote syslog” on

8.7 Verification tests
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Table 16 shows the verification tests you should perform to verify that the

implementation satisfies the customer’s requirements.

Table 16. Verification tests

Function verified

Test

Result

DNS serving to the Internet

Use nslookup on an Internet
system to query the
itsoroch.ibm.com domain.

The domain data is what you
configured in the publicDNS
server.

DNS queries to the Internet

Use nslookup on a local PC

to query an Internet domain.

The domain data is
displayed.

E-mail to the Internet

Send an e-mail from a Lotus
Notes client connected to
AS24’s Domino server to an
Internet address.

E-mail is received.

E-mail from the internet

Send an e-mail from a
remote mail server to a local
recipient with the mailbox on
AS24.

E-mail is received.

Web browsing to the Internet

Configure the browser to
use ASO5 as a proxy server
and try to open a Web page.
Same for HTTPS and FTP.

The user is prompted for a
username and password.
After the user is
authenticated, the page is
displayed. The HTTPS page
and the FTP directory are
displayed.
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Function verified

Test

Result

FTP to the Internet

Configure the browser to
use ASO05 as the proxy
server. Try to list an FTP
directory on the Internet. If
you need to use another
user than anonymous, enter
the URL as:
ftp://user:pwd@site.net

The user is prompted for
username and password.
After the user authenticates
themself, the directory is
listed.

Note: If the browser was not
closed after the previous
test, Web browsing, the user
will not be re-authenticated
by the proxy.

Web serving to the Internet

Try to open
www.itsoroch.ibm.com from
the Internet.

Your welcome page is
displayed.

Web serving to the internal
network

Try to open
www.itsoroch.ibm.com from
an internal PC.

Your welcome page is
displayed.

Lock-and-key access from
the Internet to AS05

Telnet to the router and
authenticate yourself. Then,
start an SSL-Telnet session
to AS05.

The SSL-Telnet session
shows the signon display
and the user can log on.

8.8 Security tests

Table 17 shows the security tests you should perform to verify that the
implementation satisfies the customer’s security requirements.

Table 17. Verification tests

Function verified

Test

Result

Private domain data is not
available to the Internet

Use nslookup on an Internet
system to query a private
host in the itsoroch.ibm.com
domain.

The domain data is not
displayed.

Only authorized Web
browsing

Configure an internal PC to
use the routers internal
address, 10.160.100.1, as
the default gateway.
Configure the Web browser
to notuse a proxy. Try to
open a Web page on the
Internet.

The page is not displayed.

No relaying of e-mail

Configure
mail.itsoroch.ibm.com as
the outgoing SMTP server
on a PC that is connected to
the Internet. Try to send an
e-mail that is notto the
itsoroch.ibm.com domain.

E-mail is refused for policy
reasons by AS05.
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8.9 Summary

The screened host configuration places the Web application server and the
backend production system in the internal network simplifying access to
production data from the public server and improving performance.

This configuration is regarded as less secure since connections from the
untrusted network (Internet) are allowed to the public server in the internal
network. If the bastion host is compromised, other hosts in the internal network
are vulnerable to attacks using the public server as a stepping stone.

The bastion host runs the public Web, DNS, and SMTP servers. It also provides
proxy caching for HTTP and proxy for HTTP and FTP for internal clients. No
traffic is directly allowed between the internal network and the Internet.

Only one public IP address is required to implement this scenario.
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Chapter 9. Screened subnet architecture

This scenario describes a screened subnet configuration. It provides a solution
for businesses that need to serve information to the Internet and provide Internet
access to their employees. This configuration is viewed as more secure because
it separates the public servers from all internal systems. All public servers are
placed in a new network, called a perimeter network or Demilitarized Zone
(DMZ). The bastion AS/400 system introduced in the previous chapter,
sometimes called a Web application server or application gateway is now
connected to the DMZ network.

9.1 Two ways to

screen a subnet

The screened subnet architecture can be implemented in two ways: using one or
two security gateways. Figure 140 shows an implementation with two security
gateways. To break into the internal network, an attacker would have to break
through both.

Backend
Server -
(production £
AS/400)

DMZ

Security Security
gateway'2
1

L]
Trusted
( Network
u |

Figure 140. Screened subnet architecture implemented using two security gateways

The screened subnet architecture can also be implemented using a 3-port
security gateway as shown in Figure 141 on page 196, which is the topology we
used during our tests for this scenario. The disadvantage of only using one router
as a security gateway is that an attacker only needs to break through one security
gateway. The advantage is that you only need to buy and maintain one router.

9.2 Screened subnet with an AS/400 application gateway

© Copyright IBM Corp. 2000

This scenario presents a medium sized AS/400 business. The security gateway is
implemented using a three-port Cisco router with the Cisco Secure IS. The public
server, AS05, is located in the DMZ and runs an HTTP server. It is also used as a
mail gateway for the incoming e-mail. The production AS/400 system, AS24, is
located in the internal network and holds the business data. The Web application
on AS05 accesses the business data through DRDA. The internal users have
access to Internet Web browsing and e-mail. Figure 141 on page 196 shows this
scenario.
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Figure 141. Screened subnet architecture with an AS/400 system as application gateway in the DMZ

9.3 Scenario characteristics
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This scenario has the following characteristics:

* Three distinct networks—internal, DMZ, and Internet—separated by one

security gateway with three ports.

The security gateway is a Cisco 2515 router with I0S 12.0(7)T and the Cisco
Secure IS.

The router is connected to the ISP with a dedicated line.

Intruders must break through two sets of filter rules to access the backend
server in the internal network. Data stored on the backend server is well
protected.

The Web application server is an AS/400 system on the perimeter network,
not on the internal network. It runs a public Web server and relays mail to the
backend AS/400 system. It also has a database connection to the backend
AS/400 system. In this scenario, we implemented the database connection
with DRDA over TCP/IP. Another common way to implement a secure
connection between the application server in the DMZ and the backend
production system is with an SNA connection. A benefit of using SNA is that it
is a proprietary protocol and is difficult to break.

The company’s e-mail is stored on the backend AS/400 system, which runs
the internal mail server.

* The security gateways provide packet filtering and Port Address Translation

(PAT), which is similar to Network Address Translation (NAT) but translates
per port rather than per IP address.

* Outgoing e-mail is sent from AS24 through the ISP’s mail relay to the Internet.
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* Incoming e-mail from the Internet is routed through the ISP’s mail relay and
then through ASO05 to AS24.

e |P traffic is only allowed to the internal network if it is from AS05 or a response
to a request from the internal network.

* The company’s internal DNS runs on AS24. It forwards off-site queries to the
ISP’s DNS.

Services provided by the ISP
The services provided by the ISP are listed here:

* The ISP assigns the company two IP addressees: 204.146.18.202 (router
public IP address) router and 204.146.18.71 (public server in the DMZ).
You could implement this scenario with only one IP address if you use
static Port Address Translation. You are also very restricted in the number
of IP addresses you can get.

* The ISP is the primary DNS server for the company’s public domain.

* The ISP is also the public mail exchanger for company’s domain. This
means that all e-mail from the Internet is sent to the ISP’s server, which
relays it to AS05.

* The ISP is the outbound mail relay. This means that the company’s mail
server sends all mail to the ISP’s server, which relays it to the destination
server.

e The ISP is a recursive DNS forwarder. The internal DNS on AS24 forwards
off-site queries to the ISP’s DNS. It queries other DNS servers on the
Internet and sends the answer back to the internal DNS server.

Table 18 shows the IP addresses and host names for the ISP’s servers in this

scenario.
Table 18. IP addresses and host names provided by your ISP
Service IP address Host name

First mail relay 204.146.2.16 mail1.itsoisp.com
Second mail relay 204.146.2.17 mail2.itsoisp.com
First DNS server 204.146.2.14 ns1.itsoisp.com
Second DNS server 204.146.2.15 ns2.itsoisp.com
Your first public IP address 204.146.18.202
Your second public IP address 204.146.18.71

9.3.1 Scenario advantages
The advantages of this scenario are:
e AS24, the backend production AS/400 system, and the other systems on the

internal network are protected from the Internet by the router security
functions and the bastion host (AS05) security functions.

* This configuration is more secure because only traffic from the DMZ and
responses to connections initiated from inside are allowed to reach the
internal network.
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Only one security gateway with three ports is used, which makes it less
expensive and easier to manage.

* The use of Context Based Access Control (CBAC) on the Cisco router
simplifies the configuration.

* Using PAT and translating internal clients IP addresses to the router’s public
IP addresses minimizes the number of IP addresses needed to implement this
scenario.

* Using PAT to give internal clients access to the Internet, as opposed to a proxy
server on the Web application server, makes access to the Internet from the
internal network independent of the availability of the Bastion host. In other
words, if AS05 is unavailable for maintenance, heavy workload, or any other
reason, internal clients can still access the Internet.

* ASO05, the bastion host, accepts mail only from the ISP mail relay, which
minimizes the chances of mail flooding and being spammed.

* AS24, the backend production system, accepts mail only from ASO05. It is also
configured to be a mail relay for internal clients only.

» Other servers can be placed in the DMZ with little impact on the configuration.

* Placing the public Web server on the DMZ reduces the traffic on the internal
network.

* The router can provide some intrusion detection and react to some common
attacks such as SYN flooding.

9.3.2 Scenario risks
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The risks associated with this scenario are:

* ASO05 must go through the security gateway to access the data on AS24. This
requires that some holes are opened in the routers packet filters so that AS05
can start a DRDA connection to AS24.

* If ASO5 is compromised, it could be used as a stepping stone in an attack
against either AS24 or the Admin client. However, such an attack would be
very hard to carry out. The largest risk is the DRDA connection to AS24, which
could be used to retrieve and change business data.

* ASO05, the public Web server, could be a victim of Denial of Service attacks
and mail flooding. It is impossible to completely protect your public network
from some of these attacks. The good news is that they don’t cause
permanent damage or compromise your data. As soon as the attack stops,
network performance returns to normal.

e There is no control of the contents of communication. This means that viruses
and other malicious programs can be downloaded to the internal PCs. It also
means that a user on the internal network could send sensitive data to the
Internet, in the same way a user could put secret documents in their briefcase
and walk out with them. Browser security settings, virus detection programs,
corporate security policies, and so on should also be deployed.

* You need to make certain that your ISP keeps you informed of changes to the
IP addresses of their mail relays and DNS servers. If these addresses are
changed, you need to update the internal mail server and DNS configurations.
Otherwise, e-mail and other services to and from the Internet will stop
working.
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e If you make an error with the filter, SMTP, or DNS setup on AS05, you could
cause it to become an open relay. This may result in serious inconveniences
for your company. See 1.2.4, “Simple Mail Transfer Protocol (SMTP) security
characteristics” on page 12, for details.

9.3.3 Scenario customer requirements
The following sections list the customer requirements for network services.

9.3.3.1 Internal network to Internet
The service requirements from the internal network to the Internet are:

* Send e-mail to Internet mail domains.
* Web browsing for all users.

* DNS queries for Internet domains.

* Ping and traceroute for all users.

9.3.3.2 Internet to DMZ
The service requirements from the Internet to the DMZ are:

* ASO05 receives e-mail and routes it to the internal mail server on AS24.
* ASO5 is the public Web server with direct access from the Internet.

9.3.3.3 Internal network to DMZ
The service requirements from the internal network to the DMZ are:

e Administration tasks from the Admin client to AS05 using Client Access SSL
connections.

* All internal users can access the public Web application server on AS05.

9.3.3.4 DMZ to internal network
The service requirements from the DMZ to the internal network are:

* ASO05 can access the production databases on AS24 using DRDA.
e AS05’s SMTP relay routes e-mail to the AS24’s mail server.

9.3.4 Security policy

Before you can create your network security policy, you must have an IT security
policy for your entire organization. Otherwise, you do not know what guidelines
you must follow.

Important:/t is very important that your company’s IT security policy is implemented
on the total IT environment. Your host security is often your last level of defense
against intruders. You should ensure sound host security before connecting your
AS/400 system and its attached network to the Internet. Read and understand
Chapter 5, “Securing your hosts and understanding the risks” on page 69.

General security policies
* Deny spoofing in all directions. See 1.2.1, “Internet Protocol (IP) security
characteristics” on page 9, for more information on how spoofing can affect
your network security.

* The default policy is to deny. Only what is explicitly allowed will be permitted.
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Control access to the router
* Allow AS05 and AS24 to ping the router. The AS/400 system uses ping to
perform dead gateway detection. If ping is blocked, the route might go down
unexpectedly. See 0S/400 TCP/IP Configuration and Reference V4R4,
SC41-5420 (Section 3.6.2), for details.

(=>

Note: PTF MF23732 for V4R4MO changes the dead gateway detection mechanism
from Ping to Arp. If you applied this PTF, you do not need to permit PING from the
AS/400 system to the router. See APAR MAZ21169 for details.

e The router will use the admin client as loghost. See 3.6, “Remote syslog” on
page 58, for more information on router logging.

* You may want to use the Admin client, or AS24, as the Trivial File Transfer
Protocol (TFTP) server to load router configuration files.

Hide internal IP addresses

Port Address Translation (PAT) is used for all traffic from the internal network to
the Internet. This hides the internal networks IP addresses and helps to reduce
total usage of global IP addresses.

IP traffic allowed from Internet to internal network
Only responses to sessions started from the internal network are allowed.

IP traffic allowed from internal network to Internet
e HTTP and HTTPS from the whole internal network.
* DNS queries from AS24 to the ISP’s DNS.
e SMTP e-mail from AS24 to the ISP’s mail relays.
* Ping and traceroute from the internal network.

IP traffic allowed between Internet and DMZ
e HTTP and HTTPS requests from any Internet user to AS05’s public IP
address.

e HTTP and HTTPS replies from AS05’s public IP address to any Internet user.

e SMTP mail from the ISP’s mail relays to AS05’s public IP address
204.146.18.71.

e SMTP replies from AS05’s public IP address to the ISP’s mail relays.
IP traffic allowed between DMZ and internal network

e SMTP mail from AS05 to AS24.

e SMTP replies from AS24 to AS05.

* DRDA requests from ASO05 to AS24.

* DRDA replies from AS24 to AS05.

e Client Access Port Mapper, SSL-Telnet, and SSL-Host server requests from
Admin PC to AS05.

* Client Access Port Mapper, SSL-Telnet, and SSL-Host server replies from
ASO05 to Admin PC.

Log attack attempts
Log every deny to the loghost.
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Important: The loghost must filter the log entries. If it does not, an attacker can easily
fill the disks of the loghost, which would stop the logging. If an attacker can stop your
logging, you may not know what the attacker did after the logging was stopped.

9.3.5 AS/400 application gateway (AS05) security functions

The following functions that are shipped with the AS/400 system are required to
implement network security on AS05 in this scenario:

* |P packet filtering
* SMTP server

Additionally, this system is a public Web server running IBM HTTP Server for
AS/400. See HTTP Server for AS/400 Webmaster's Guide V4R4, GC41-5434, for
information on how to configure the HTTP server on the AS/400 system. You can
learn how to setup IBM HTTP Server for AS/400 at:
http://www.as400.1ibm.com/tstudio/workshop/http/index.htm

9.3.6 AS/400 backend production system (AS24) security functions

The following functions that are shipped with the AS/400 system are required to
implement network security on the production system in this scenario:

* |P packet filtering
e DNS server
e SMTP server

9.3.7 Cisco I0S and Cisco Secure IS security functions

The following functions that are shipped with the Cisco router and the Cisco
Secure IS set are required to implement the network security on the router in this
scenario:

* Packet filtering

» Context Based Access Control (CBAC)
e Port Address Translation (PAT)

* Logging to Syslog server

See Chapter 3, “Cisco router network security functions” on page 53, for a more
detailed description of these functions.

The Cisco Secure IS also includes intrusion detection. Unfortunately this was not
supported on our model, so we could not test it. See the Cisco user
documentation for details on how to configure this feature.

9.4 Overview of the screened subnet configuration

This section gives an overview of the implementation in our test network. Figure
142 on page 202 shows the network configuration used in our test lab.
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Figure 142. Screened subnet with AS/400 system as perimeter Web application server - Test network

9.4.1 IP addresses deployment

The implementation of this scenario only requires two globally routable IP
addresses. The main characteristics of the IP address deployment in this
scenario are:

e The PAT function uses the security gateway (router) public IP address to
translate private addresses of internal clients accessing the Internet.

e The DMZ network (screened subnet) is assigned private addresses, which
eliminates the need for a range of public IP addresses.

* Only one public virtual IP address is required for the bastion host’s public Web
server and SMTP server. If you need to add public servers to the DMZ at a
later time, you can assign public virtual IP addresses to them. Those IP
addresses don’t need to be contiguous or belong to the same subnet.

* Using of an unnumbered network on the router’s public port eliminates the
need for a subnet (range of IP addresses) on the public network. However, it is
usually up to the ISP to define the requirements on this portion of the network.
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9.4.2 e-mail configuration
The main characteristics of the mail configuration for this scenario are:

* The ISP’s mail relays are the publicly registered mail servers (DNS MX
records) for the company’s domain. All mail from the Internet destined for the
company’s mail domain will be sent to one of them.

* The ISP’s mail relays are configured to relay all mail for the company’s domain
to AS05’s public IP address, 204.146.18.71. Having the ISP as a registered
target for the company’s mail allows us to restrict inbound mail on AS05 to
accept only the ISP’s mail relays. The ISP becomes the first line of defense in
case of a mail flooding attacks. It also prevents attempts to use AS05 as an
open relay (spamming).

e ASO05 is configured to only accept mail from the ISP’s mail relays. IP packet
filters on both the router and AS05 protect port 25.

* ASO05 is configured to relay all mail to AS24.
* AS24 is configured to relay outbound mail to the ISP (not to AS05).

* AS24 is configured to only relay mail from internal clients. This means that
AS24 will reject mail relayed through AS05 for which AS24 is not home.

9.4.3 Implementation task summary
The following list summarizes the tasks performed to implement this scenario:

1. Configure the Cisco router:

a. For basic configuration of interfaces, you should keep the interface
connected to your ISP shut down until you have applied an access list as a
packet filter.

b. Configure and apply the access list on the router’s Internet interface.
c. Configure and apply the access list on the router’'s DMZ interface.
d. Configure and apply the access list on the router’s internal interface.
e. Configure Port Address Translation.
f. Configure Context Based Access Control (CBAC).

2. Configure AS05, the application gateway in the DMZ:

a. Configure and start packet filters.
b. Configure the SMTP server.

3. Configure AS24, the backend AS/400 system on the internal network:

a. Configure and start the packet filters.
b. Configure the DNS server.
c. Configure the SMTP server.

4. Configure the clients. Use a DHCP server to configure the PC clients with the
following TCP/IP attributes:

a. Set DNS to AS24.
b. Set the default gateway to the router interface on the internal network.

—>

Note:/n this scenario, Web browsing access for internal clients to the Internet is imple-
mented using the PAT function of the router. No HTTP proxy server is used in this
scenario.
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5. Configure the Admin client:

a. Install Client Access/400 Express for Windows.
b. Install a Certificate Authority (CA) certificate on the client.
c. Add the SSL connection to AS05.

9.5 Task 1: Configuring the Cisco router

This section describes the steps we performed to configure the Cisco router for
this scenario. We begin with a configuration overview and then show the
configuration files in detail. The overview includes references to the configuration
files for greater clarity. The configuration files include comments that explain the
configuration. Please, read the comments in those files since they are part of our
scenario documentation.

9.5.1 Overview of router configuration

204

This section provides an overview of the Cisco router functions used in this
scenario. To understand the source and destination IP addresses in the access
lists, it is important to know when PAT is applied to an IP datagram:

e PAT is used between the internal network and the Internet.
e PAT is not used between the internal network and the DMZ.

Figure 143 shows the flow through the router for all traffic between the internal
network and the Internet. Note that this traffic is always initiated by the internal
network. The CBAC function of the Cisco Secure IS dynamically creates
openings at the top of the appropriate access lists to allow the responses to
connections from the internal network. There is no need to explicitly configure the
permit rules that allow the responses.

AS/400 Internet Security Scenarios: A Practical Approach



Requests from the internal network

Internal network Inbound interface TokenRing1 s - RN Outbound interface Async1 Internet
4 Routing: \
Inbound acces list: Inside NAT: Inside inspect Decides to Outside NAT: Outbound
filter_from_trusted Checks that the (CBAC): which The inside access list:
packet will be Adds a permit outbound NAT verifies Does not
senton an in the interface that the packet | | exist
outside NAT appropriate the packes || i be sent on
interfect and then access list. should be an outside
translates from sent. NAT interface
private to global before
addresses i
Request translating
5 Nl
-
AY Ll
\
\
. . =TT T T s s s —m— == .
Replies to the internal network ~— :  cBAC adds dymamic entries |
:_ so the replies are allowed '
S
\
\
\
Internal network Outbound interface TokenRing1 Routing: \ Inbound interface Async1 Internet
Decides to N N
which
Outbound Inside Inside inspect 9‘:tbr?u"dth N
access list: | | NAT: (CBAC): B okes ahouid Outside Inbound access-lst:
Does not Does Does not Ee sent. NAT: \ filter_from_inet.
exist. nothing inspect ’ Translates ‘| CBAC adds permit
outbound from global " statement to the
packets. to private beginning of this
addresses access-list to allow
responses to come
E in. Response
packet
-l
-

Figure 143. Packet flow between the internal network and the Internet

Figure 144 shows the packet flow between the internal network and the DMZ.
Note that NAT is not used for traffic between these two networks.
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Figure 144. Packet flow between the internal network and the DMZ

Figure 145 on page 206 shows the packet flow for sessions started from the
Internet to the DMZ. Note that CBAC is not used to control and inspect this traffic.
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Figure 145. Packet flow between the Internet and the DMZ

9.5.2 Basic configuration

We suggest that you keep all parts of the configuration in a separate file, that way
it will be easier for you to keep up-to-date documentation, track changes, explain
them to others, and, in other ways, manage them. These files are a list of the
exact commands that you would have typed at the IOS command line.

Figure 146 shows the base configuration file for the router.

206  AS/400 Internet Security Scenarios: A Practical Approach



Configuration of the
unnumbered interface

/

Route to the public

Virtual IP Address —:> ip route 204.146.18.71 255.255.255.255 192.168.0.2

Logging to Syslog server —=

— = ip unnumbered Loopback0

.. logging 10.160.100.80

version 12.0

service timestamps debug uptime
service timestamps log uptime
no service password-encryption

hostname itsociscol
enable password cisco

username admin password 0 cisco
ip subnet-zero

interface Loopback0

ip address 204.146.18.202 255.255.255.255
no ip directed-broadcast

|
interface SerialO

no ip address

no ip directed-broadcast

shutdown

|

interface Seriall

no ip address

no ip directed-broadcast

shutdown

|
interface TokenRing0

description internal network

ip address 10.160.100.1 255.255.255.0
no ip directed-broadcast

ring-speed 16

|

interface TokenRingl

description DMZ

ip address 192.168.0.1 255.255.255.0
no ip directed-broadcast

ring-speed 16

|

interface Asyncl

description Internet link

ip access-group deny-all in
no ip directed-broadcast
encapsulation ppp

async mode dedicated

Pep ipcp accept-address
clock 38400

|

ip route 0.0.0.0 0.0.0.0 204.146.2.16

ip classless

ip access-list extended deny-all
deny ip any any

line con 0
transport input none
line aux 0

line vty 0 4
password cisco
login
|

end

Figure 146. Base configuration file for the Cisco router

9.5.3 Access list for traffic from the Internet: filter_from_inet

Figure 147 on page 208 shows the file used to configure the packet filter on the
router’s Internet interface, Async 1. Note that the permit entries to allow return
traffic for connections from the internal network will be dynamically added by
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Protect the interface
before removing the
access list.

CBAC adds permit
entries for responses
to connections
initiated from the
internal network at the
top.

Allow traffic to public
Web server on DMZ.

Allow inbound mail to
AS05’s SMTP server
from the ISP only.

Log unauthorized
attempts.

CBAC at the top of the manually configured entries. The openings created by
CBAC are temporary.

We need to remove the access list before creating it, otherwise we would just add
to the end of the old access list--usually that is NOT be what you want.

If you remove the access list from the interface everything will be allowed,

this will only be for a few seconds, so the risk would be small. But why take

a chance that you don’t need to? To make certain no one can send traffic

through the interface while the access list is gone we shut it down first.

Then we remove the access list from the interface, and finally we delete the
access list.

interface Asyncl

= ip access-group deny-all in
|

no ip access-list extended filter from inet
! Now define the access-list again.

ip access-list extended filter from inet

——F>1! CBAC will add dynamic entries here.

! First allow some less dangerous ICMP, see 1.2.2, “Internet Control Message Protocol
(ICMP) security characteristics” on page 10 for

! details.

permit icmp any any echo-reply

permit icmp any any source-quench

permit icmp any any time-exceeded

permit icmp any any parameter-problem

pemit icmp any any unreachable

! Block everything to the router itself
deny ip any host 192.168.0.1

deny ip any host 10.160.100.1

deny ip any host 204.146.18.202

== 1 Allow HTTP and HTTPS requests to AS05’s public IP address.

permit tcp any gt 1023 host 204.146.18.71 eq www
permit tcp any gt 1023 host 204.146.18.71 eq 443

—== ! Allow SMIP from the ISP's mail relays to AS05's public ip address.

permit tcp host 204.146.2.16 gt 1023 host 204.146.18.71 eq smtp
permit tcp host 204.146.2.17 gt 1023 host 204.146.18.71 eq smtp

! and we log everything else

—= deny ip any any log

! Finished defining the access-list, everything else will be blocked by default.
! Apply the access-list to the interface
Interface Asyncl
ip access-group filter from inet in
!

end

Figure 147. filter_from_inet controls inbound traffic on the router’s Internet interface

Note: [3 is a cross reference to the [ block in Figure 143 on page 205.

9.5.4 Access list for traffic from the DMZ: filter_from_dmz

Figure 148 shows the file used to configure the packet filter on the router's DMZ
interface, Token-Ring 1. Note that the permit entries to allow the return traffic for
connections from the internal network will be dynamically added by CBAC before
the manually configured entries. The openings created by CBAC are temporary.

Also note that CBAC is not used for connections from the Internet to AS05.
However, we only allow packets that are part of an established (the ACK or the
RST bit must be set) connection from AS05 to the Internet. Connections to the
Internet cannot be initiated from port 25, 80, or 443.
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CBAC dynamically adds—=
permit entries to allow
responses to connections
initiated from the internal
network.

A

Allow DRDA and SMTP—=
requests to AS24.

Allow responses to HTTP—=
and HTTPS requests from
the Internet and SMTP
requests from the ISP mail
relays. Only responses to
existing connections are
allowd. CBAC not used.

We need to remove the access before creating it, otherwise the new rules are
added to the end of the old access list--usually that is NOT be what you want.
If you remove the access list from the interface everything will be allowed,
this will only be for a few seconds, so the risk is small. But why take a
chance that you don’t need to? To ensure no one can send traffic through the
interface while there is no filter we shut it down first. Then we remove the

! access-list from the interface, and finally we delete the access-list.

interface TokenRingl
ip access-group deny-all in
|

no ip access-list extended filter from dmz

! Now define the access-list again.
ip access-list extended filter fram dmz

! CBAC will add its entries here.
! First configure what to allow from the dmz to the router itself.

! Allow ASO5 to ping the router, see “Control access to the router” on page 200.
permit icmp host 192.168.0.2 host 192.168.0.1 echo

! Deny and log everything else to the router.
deny ip any host 192.168.0.1 log

deny ip any host 204.146.18.202 log

deny ip any host 10.160.100.1 log

! Then allow some services to the intermal, trusted, network

! DRDA and SMIP fram the DMZ to AS24.
permit tcp host 192.168.0.2 gt 1023 host 10.160.100.24 eqg 446
permit tcp host 192.168.0.2 gt 1023 host 10.160.100.24 eqg 25

! Finally configure what to allow to the Intermet.

! HTTP and HITPS responses from the DMZ
permit tcp host 204.146.18.71 eq www any gt 1023 established
permit tcp host 204.146.18.71 eq 443 any gt 1023 established

! SMTP replies to ISP's mail relays
permit tcp host 204.146.18.71 eq smtp host 204.146.2.16 gt 1023 established
permit tcp host 204.146.18.71 eq smtp host 204.146.2.17 gt 1023 established

! deny and log everything else
deny ip any any log

! Finished defining the access list.

| Attach the access list to the interface.
interface TokenRingl

ip access-group filter from dmz in
|

end

Figure 148. filter_from_dmz controls inbound traffic on the router's DMZ interface

Note: [j is a cross reference to block [j in Figure 144 on page 205.

9.5.5 Access list for traffic from the Internal network: filter_from_trusted

Figure 149 on page 210 shows the file used to configure the packet filter on the
router’s internal interface, Token-Ring 1.
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Allow outbound HTTP
and HTTPS requests to
any Internet host.

Allow to forward DNS
off-site queries to ISP
DNS.

Allow to forward out-
bound mail to ISP only.

Allow SMTP and DRDA

replies to established
connections from DMZ.

Allow the ADMIN client
to access ASO5 in the
DMZ.

We need to remove the access list before creating it, otherwise the new rules are
added to the end of the old access list--usually that is NOT what you want.

If you remove the access list from the interface everything will be allowed,

this will only be for a few seconds, so the risk is small. But why take a

chance that you don’t need to? To ensure no one can send traffic through the
interface while there is no filter we shut it down first. Then we remove the
access-list from the interface, and finally we delete the access-list.

interface TokenRing0

ip access-group deny-all in

|

no ip access-list extended filter from trusted

! define the access-list again.
ip access-list extended filter fram trusted

! first what to allow to the router itself

! Allow AS24 to ping the router, see “Control access to the router” on page 200.
permit icmp host 10.160.100.24 host 10.160.100.1 echo

! There should be no other access to the router.
deny ip any host 204.146.18.202

deny ip any host 192.168.0.1

deny ip any host 10.160.100.1

! What to allow to the Internet.

—> ! allow HTTP and HTTPS requests out fram trusted net

4

N
v

\|/
V

permit tcp 10.160.100.0 0.0.0.255 gt 1023 any eqg www
permit tcp 10.160.100.0 0.0.0.255 gt 1023 any eq 443

! DNS queries from AS24 to the ISP's DNSs
permit udp host 10.160.100.24 eq 53 host 204.146.2.14 eq 53
permit udp host 10.160.100.24 eq 53 host 204.146.2.15 eq 53

! SMIP fram AS24 to the ISP's mail relays.
permit tcp host 10.160.100.24 gt 1023 host 204.146.2.16 eq smtp
permit tcp host 10.160.100.24 gt 1023 host 204.146.2.17 eq smtp

—3> ! And then what is allowed to the DMZ, SMTIP and DRDA replies.

\|/
V

permit tcp host 10.160.100.24 eq 25 host 192.168.0.2 gt 1023 established
permit tcp host 10.160.100.24 eq 446 host 192.168.0.2 gt 1023 established

! Allow the Admin client to use Client Access Port Mapper, SSL-Telnet, SSL-Management
! Central, and SSL-Host Servers to ASO5.

permit tcp host 10.160.100.80 gt 1023 host 192.168.0.2 eq 449

permit tcp host 10.160.100.80 gt 1023 host 192.168.0.2

permit tcp host 10.160.100.80 gt 1023 host 192.168.0.2 eq
permit tcp host 10.160.100.80 gt 1023 host 192.168.0.2 eq 5566
permit tcp host 10.160.100.80 gt 1023 host 192.168.0.2 eq
permit tcp host 10.160.100.80 gt 1023 host 192.168.0.2

! Deny anything else to the DMZ,
deny ip any host 192.168.0.2 log

! so we can permit ping to the intermet.
permit icmp 10.160.100.0 0.0.0.255 any echo

! Deny and log everything else
deny ip any any log
! Finished defining the access-list

! Apply the access-list to the interface and up the interface.
interface TokenRing0

ip access-group filter from trusted in
!

end

Figure 149. filter_from_trusted controls inbound traffic on the router’s internal interface

Note: [} is a cross reference to block [} in Figure 143 on page 205.

9.5.6 Configuring Context Based Access Control

Figure 149 shows the file used to configure CBAC. For the most part, this

configuration defines various timeouts and thresholds to determine the duration
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of inactive sessions. CBAC provides a means to determine Denial of Service
(DoS) attacks by monitoring the number and frequency of half-open connections.
The values used in this example are only to illustrate the CBAC configuration.
You should select your values based on your network characteristics. CBAC first
inspects the inbound traffic on the routers internal interface. Then it creates
temporary openings in the access lists that are used as packet filters to allow
responses. Note that CBAC automatically knows which access lists to modify.

! First configure the timeouts for CBAC.

! When the router sees 500 incamplete TCP connection attempts it will

! start to delete half-open comnections until there is no more than 500
! half open connections.

ip inspect max-incaomplete high 500

ip inspect max-incomplete low 400

! When the router sees 500 incamplete TCP connection attempts during
! one minute, it will start to delete half-open connections until the
! rate drops below 400.

ip inspect one-minute high 500

7 ip inspect one-minute low 400

The router will wait for five seconds after the first packet with the

FIN flag is seen for a comnection. The FIN flag is used to end a TCP connection, when
both sides have sent a FIN to each other, the connection is deleted. If the second (and
last) FIN packet has not been seen after

those five seconds the comnection is deleted by the router (the router will

send the missing FIN packet itself). This protects from ‘dead’ (FIN wait 2)

! connections taking resources indefinitely.

ip inspect tcp finwait-time 5

CBAC inspection rules de-
fine timeouts and thresh-
olds. It detects inactive
connections and detects N
and prevents DoS attacks.

! Comnections that are idle for 3600 seconds, one hour, will be deleted.
ip inspect tcp idle-time 3600

! If a certain host has 50 incomplete connection attempts it will be blocked
! from making more comnection attempts for one minute.
ip inspect tcp max-incomplete host 50 block-time 60

! The router will wait for 30 seconds after the first comnection attempt, if
& ! the connection is not open by that time it will be deleted.
ip inspect tcp synwait-time 30

! Now configure the inspection rules. All udp packets and all tcp comnect (SYN)

Inspect all TCP and ! packets that the inbound filter on the internal interface permits will be

UDP traffic to det ! inspected. CBAC will add permit statements to the top of all access-lists that
. rathc to deter- ! will filter the return traffic.

mine what temporary ~l ip inspect name fram internal tcp

openings it must create. g ip inspect name fram internal udp

. . ! And then we apply the inspection to he internal interface
Inspect inbound traffic interface TokenRing0
on the internal interface. ——=> ip inspect fram internal in

end

Figure 150. Context Based Access Control configuration file

Note: (¥ is a cross reference to block (¥ in Figure 143 on page 205.

9.5.7 Configuring Port Address Translation

For each connection, PAT translates the internal IP address and port to a globally
routable IP addresses from the PAT pool and an unused port on the globally
routable address. This enables the internal client to reach the Internet. In this
scenario, PAT is only performed between the internal network and the Internet,
not between the internal network and the DMZ. The timeouts used in this
example are for illustration purposes only. You should modify them to suit your
environment. Figure 151 on page 212 shows the file we used to configure PAT.
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! First disable PAT and delete the old configuration

interface TokenRing0
no ip nat outside

interface Asyncl
no ip nat outside

! remove the address pool and the PAT itself.

no ip nat inside source list pat-list pool pat-pool overload
no ip nat pool pat-pool

! An access list is used to decide what to translate, we need to define that.

! Remove the old access list, otherwise we would just add entries to the end
! of any previous list with the same name.
no ip access-list extended pat-list

! Create the access-list again. Packet filtering is done before PAT, only packets

! permitted by the packet filter will be checked against this access-list which can
. . ! be made very short.

The access list defines the ip access-list extended pat-list

internal local addresses permit ip 10.160.100.0 0.0.0.255 any

that PAT will translate to , ,
! now define our timeouts, seconds

addresses in the PAT ip nat translation timeout 600

pool. ip nat translation tcp-timeout 600
ip nat translation udp-timeout 600

PAT timeouts. ip nat translation finrst-timecut 600

ip nat translation syn-timeout 600
Packets with source ip nat translation dns-timeout 600

5 : ip nat translation icmp-timeout 600
address in the pat-list

inbound to TOKO will be ! configure which interfaces are on the inside and which are on the outside.

translated if they leave B\\ interface TokenRing0
Async] outbound. ip nat inside

\E interface Asyncl
=N

pat-pool defines the ip nat outside

public TP a'ddresses. In ! Create the address pool and the pat as inside. The overload parameter enables the !
our scenario, only one IP ! translation of multiple internal IP addresses to a single global address.

address is used for the ip nat pool pat-pool 204.146.18.202 204.146.18.202 prefix-length 30

. . i t insid list pat-list 1 pat-pool load

router public port. Notice P nat inside source List pat-list pool patb-pool overio

the overload parameter. end

Figure 151. Configuration file for Port Address Translation

Note: [J and [§ are a cross reference to blocks [§ and [§ in Figure 143 on page 205.

9.6 Task 2: Configuring the Web application server in the DMZ (AS05)
You must configure the following functions on the Web application server or
bastion host (AS05) on the DMZ:

* |P packet filtering

* SMTP server to relay mail from the ISP mail relays to the internal mail server
on AS24

9.6.1 Configuring IP packet filtering

Figure 152 shows the IP packet filter file screened_subnet_bastion.i3p, which is
used as a secondary defense to protect AS05. These filters back up the packet
filters in the router. Note that only the filter sets applied to the interface are active,
even though the filter file includes all the filter sets used in this scenario.
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# This is the filter file you actually load
INCLUDE FILE = /QIBM/netsecrb/services.i3p
INCLUDE FILE
INCLUDE FILE = /QIBM/netsecrb/ipfilters.i3p
FILTER INTERFACE LINE = TRLANC
SET = smtp,

echo,

in cas,

http server,

drda client,

icmp in,

incoming telnet ssl

/QIBM/netsecrb/screened subnet bastion address.i3p

Figure 152. The screened_subnet_bastion.i3p filter file used to protect AS05 in this scenario

Figure 153 shows the defined address file used in the filters that protect AS05 in

this scenario.

# This is the file ‘screened subnet bastion address.i3p’

ADDRESS InternalNetwork IP = 10.160.100.0 MASK
ADDRESS Public IP = 204.146.18.71 MASK
ADDRESS private IP = 192.168.0.2 MASK
ADDRESS privatelOaddresses IP = 10.0.0.0 MASK
ADDRESS privatel72addresses IP = 172.16.0.0 MASK
ADDRESS privatel92l68addresses IP = 192.168.0.0 MASK
ADDRESS sslclient IP = 10.160.100.80 MASK
ADDRESS wecanping 1P = {0.0.0.0,
128.0.0.0} MASK
ADDRESS canpingus IP = 127.0.0.1 MASK
ADDRESS ssltelnetclient IP = 10.160.100.80 MASK
ADDRESS this IP = LOCAL
ADDRESS mailrelayin IP = {204.146.2.16,
204.146.2.17} MASK
ADDRESS mailrelayout IP = 10.160.100.24 MASK
ADDRESS drdaserver IP = 10.160.100.24 MASK

255.

128.

255
255

255.
255.
.255

255

0.0.
.255
.255

255
255

.255
.255

.255
.255
.255.

.255

.255
.255

.255
.255

255

TRUSTED
TRUSTED
TRUSTED
TRUSTED

TRUSTED
TRUSTED
TRUSTED

Figure 153. screened_subnet_bastion_address.i3p address file used in the filters that protect AS05

Figure 154 on page 214 shows the services.i3p file, which includes all the

services used in this scenario.
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# The services.i3p file

#

ICMP SERVICE all icmp TYPE = * CODE = *
ICMP_SERVICE echo rply TYPE = 0 CODE = *
ICMP_SERVICE unreachable TYPE = 3 CODE =
ICMP_SERVICE source quench TYPE = 4 CODE = 0
IQMP SERVICE echo req TYPE = 8 CODE = *
IQVMP_SERVICE time exceeded TYPE = 11 CODE = *

ICMP_SERVICE parameter problem TYPE = 12 CODE = 0

SERVICE All PROTOCOL = * DSTPORT = * SRCPORT = *

SERVICE SMIP req PROTOCOL = TCP DSTPORT = 25 SRCPORT >= 1024

SERVICE SMIP rply PROTOCOL = TCP DSTPORT >= 1024 SRCPORT = 25

SERVICE HTTP req PROTOCOL = TCP DSTPORT = 80 SRCPORT >= 1024

SERVICE HTTP rply PROTOCOL = TCP DSTPORT >= 1024 SRCPORT = 80

SERVICE HTTPS req PROTOCOL = TCP DSTPORT = 443 SRCPORT >= 1024

SERVICE HTTPS rply PROTOCOL = TCP DSTPORT > 1023 SRCPCRT = 443

SERVICE DNS client queries PROTOCOL = UDP DSTPORT = 53 SRCPORT >= 1024
SERVICE DNS client rply PROTOCOL = UDP DSTPORT >= 1024 SRCPORT = 53
SERVICE DNS server to server PROTOCOL = UDP DSTPORT = 53 SRCPORT = 53
SERVICE DRDA req PROTOCOL = TCP DSTPORT = 446 SRCPORT > 1023

SERVICE DRDA rply PROTOCOL = TCP DSTPORT > 1023 SRCPORT = 446

SERVICE CA ServMap req PROTOCOL = TCP DSTPORT = 449 SRCPORT > 1023
SERVICE CA ServMap rply PROTOCOL = TCP DSTPORT > 1023 SRCPORT = 449
SERVICE Telnet SSL req PROTOCOL = TCP DSTPORT = 992 SRCPORT >= 1024
SERVICE Telnet SSL rply PROTOCOL = TCP DSTPORT >= 1024 SRCPORT = 992
SERVICE CA MgmtCtrl req PROTOCOL = TCP DSTPORT = 5555 SRCPORT > 1023
SERVICE CA MgmtCtrl rply PROTOCOL = TCP DSTPORT > 1023 SRCPORT = 5555
SERVICE CA MgmtCtrl SS req PROTOCOL = TCP DSTPORT = 5566 SRCPORT > 1023
SERVICE CA MgmtCtrl SS rply PROTOCOL = TCP DSTPORT > 1023 SRCPORT = 5566
SERVICE CA MgmtCtrl CS req PROTOCOL = TCP DSTPORT = 5577 SRCPORT > 1023
SERVICE CA MgmtCtrl CS rply PROTOCOL = TCP DSTPORT > 1023 SRCPORT = 5577
SERVICE CAS Central req PROTOCOL = TCP DSTPORT = 9470 SRCPORT > 1023
SERVICE CAS Central rply PROTOCOL = TCP DSTPORT > 1023 SRCPORT = 9470
SERVICE CAS Database req PROTOCOL = TCP DSTPORT = 9471 SRCPORT > 1023
SERVICE CAS Database rply PROTOCOL = TCP DSTPORT > 1023 SRCPORT = 9471
SERVICE CAS DataQ req PROTOCOL = TCP DSTPORT = 9472 SRCPORT > 1023
SERVICE CAS DataQ rply PROTOCOL = TCP DSTPORT > 1023 SRCPORT = 9472
SERVICE CAS File req PROTOCOL = TCP DSTPORT = 9473 SRCPORT > 1023
SERVICE CAS File rply PROTOCOL = TCP DSTPORT > 1023 SRCPCRT = 9473
SERVICE CAS NetPrint req PROTOCOL = TCP DSTPORT = 9474 SRCPORT > 1023
SERVICE CAS NetPrint rply PROTOCOL = TCP DSTPORT > 1023 SRCPORT = 9474
SERVICE CAS RmtCmd req PROTOCOL = TCP DSTPORT = 9475 SRCPORT > 1023
SERVICE CAS RmtCmnd rply PROTOCOL = TCP DSTPORT > 1023 SRCPORT = 9475
SERVICE CAS Signon req PROTOCOL = TCP DSTPORT = 9476 SRCPORT > 1023
SERVICE CAS Signon rply PROTOCOL = TCP DSTPORT > 1023 SRCPORT = 9476
SERVICE CAS NetDrive req PROTOCOL = TCP DSTPCRT = 9477 SRCPORT > 1023
SERVICE CAS NetDrive rply PROTOCOL = TCP DSTPORT > 1023 SRCPORT = 9477
SERVICE CAS Transfer req PROTOCOL = TCP DSTPORT = 9478 SRCPORT > 1023
SERVICE CAS Transfer rply PROTOCOL = TCP DSTPORT > 1023 SRCPORT = 9478
SERVICE CAS VrtPrint req PROTOCOL = TCP DSTPORT = 9479 SRCPORT > 1023
SERVICE CAS VrtPrint rply PROTOCOL = TCP DSTPORT > 1023 SRCPORT = 9479

Figure 154. The services.i3p file used in the filters that protects AS05 and AS24

Figure 155 through Figure 157 on page 216 show the ipfilters.i3p file, which
contains all the filter rules used in this scenario. Note that only those rules that
are applied to the interface, in the filter file screened_host_bastion.i3p, control
access to AS05.
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Permit HTTP and HTTPS

requests from the Internet
to the public Web applica- == # HTTP filters, allowing HTTP requests fram the Internet to the Web application server

. FILTER SET HITP server ACTION = PERMIT DIRECTION = INBOUND SRCADDR = * DSTADDR = public
tion server on DMZ. Per- SERVICE = HTTP req FRAGMENTS = NONE JRN = OFF

mit corresponding replies. FILTER SET HITP server ACTION = PERMIT DIRECTION = OUTBOUND SRCADLR = public DSTADLR = *
SERVICE = HTTP rply FRAGMENTS = NONE JRN = FULL

# The ipfilters.i3p file
#

Allow relay mail from the ,
= # SMTP filter allowing outgoing mail fram bastion host to AS24 intermal mail server

bastion host to internal “|" FILTER SET SMIP ACTION - PERMIT DIRECTION - OUTBOUND SRCADDR = private

mail server on AS24. DSTADDR = mailrelayout SERVICE = SMIP req FRAGMENTS = NONE JRN = FULL
FILTER SET SMIP ACTION = PERMIT DIRECTION = INBOUND SRCADDR = mailrelayout

Allow inbound mail from DSTADDR = private SERVICE = SMIP rply FRAGMENTS = NONE JRN = FULL

ISP mail relay to bastion

Al

R > # SMIP filter, allowing incaming mail from ISP mail relay to bastion host SMTIP server
host’s SMTP server. # SMTP filter, allowing mail from ASO5 mail relay to SMIP server in back-end production #
Same filters (with different #as24

FILTER SET SMIP ACTION = PERMIT DIRECTION = INBOUND SRCADDR = mailrelayin
address values) are used fo DSTADDR = Public SERVICE = SMIP req FRAGMENTS = NONE JRN = OFF
allow mail from AS05 mail FILTER SET SMIP ACTION = PERMIT DIRECTION = OUTBOUND SRCADDR = Public

relay to AS24. DSTADDR = mailrelayin SERVICE = SMIP rply FRAGMENTS = NONE JRN = OFF

Allow DNS server on — # DNS filters use by AS24 only

AS24 10 f 4 offesi FILTER SET DNS ACTION = PERMIT DIRECTION = OUTBOUND SRCADDR = Public DSTADDR = dnsserver
to forward off-site SERVICE = DNS_server to server FRAGMENTS = NONE JRN = FULL

queries to ISP DNS. FILTER SET DNS ACTION = PERMIT DIRECTION = INBOUND SRCADIR = dnsserver DSTADDR = Public

SERVICE = DNS server to server FRAGMENTS = NONE JRN = FULL

Allow the ADMIN client == # Incoming SSL TELNET for ADMIN client
. FILTER SET Incomingitelnetissl ACTION = PERMIT DIRECTION = INBOUND
to Telnet to the bastion SRCAITR = ssltelnetclient DSTADDR = private SERVICE = Telnet SSL req
host over SSL. FRAGMENTS = NONE JRN = OFF
FILTER SET Incomingitelnetissl ACTION = PERMIT DIRECTION = OUTBOUND SRCADDR = private
DSTADDR = ssltelnetclient SERVICE = Telnet755Lirply FRAGMENTS = NONE JRN = OFF

# Echo (PING)

FILTER SET echo ACTION = PERMIT DIRECTION = OUTBOUND SRCADDR = public
DSTADDR = wecanping SERVICE = echo req FRAGMENTS = NONE JRN = FULL

FILTER SET echo ACTION = PERMIT DIRECTION = OUTBOUND SRCADDR = public
DSTADDR = canpingus SERVICE = echo rply FRAGMENTS = NONE JRN = FULL

FILTER SET echo ACTION = PERMIT DIRECTION = INBOUND SRCADDR = wecanping DSTADDR = public
SERVICE = echo rply FRAGMENTS = NONE JRN = FULL

FILTER SET echo ACTION = PERMIT DIRECTION = INBOUND SRCALDR = canpingus DSTADDR = public
SERVICE = echo req FRAGMENTS = NONE JRN = FULL

Figure 155. The ipfilters.i3p file includes all filters used in the screened subnet (Part 1 of 3)
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#Allow SSL requests fram remote SSL OpsNav clients and responses fram the SSL host servers

Allow SSL requests from on bastion host

remote SSL OpsNav in FILTER SET In CAS ACTION = PERMIT DIRECTION = INBOUND SRCADLR = sslclient

ADMIN client and DSTADDR = private SERVICE = CA ServMap req FRAGMENTS = NONE JRN = OFF
FILTER SET In CAS ACTION = PERMIT DIRECTION = OUTBOUND SRCADDR = private

responses from SSL hosts. DSTAILR = sslclient SERVICE = CA ServMap rply FRAGMENTS = NONE JRN = OFF

FILTER SET In CAS ACTION = PERMIT DIRECTICON = INBOUND SRCADDR = sslclient

DSTADDR = private SERVICE = CAS central req FRAGMENTS = NONE JRN = OFF
FILTER SET In CAS ACTION = PERMIT DIRECTION = OUTBOUND SRCADDR = private

DSTADDR = sslclient SERVICE = CAS central rply FRAGMENTS = NONE JRN = OFF
FILTER SET In CAS ACTION = PERMIT DIRECTICON = INBOUND SRCADDR = sslclient

DSTADDR = private SERVICE = CAS database req FRAGMENTS = NONE JRN = OFF
FILTER SET In CAS ACTION = PERMIT DIRECTION = OUTBOUND SRCADDR = private

DSTADDR = sslclient SERVICE = CAS database rply FRAGMENTS = NONE JRN = OFF
FILTER SET In CAS ACTION = PERMIT DIRECTION = INBOUND SRCADDR = sslclient

DSTADDR = private SERVICE = CAS dataQ req FRAGMENTS = NONE JRN = OFF
FILTER SET In CAS ACTION = PERMIT DIRECTION = OUTBOUND SRCADDR = private

DSTADDR = sslclient SERVICE = CAS dataQ rply FRAGMENTS = NONE JRN = OFF
FILTER SET In CAS ACTION = PERMIT DIRECTION = INBOUND SRCADDR = sslclient

DSTADDR = private SERVICE = CAS File req FRAGMENTS = NONE JRN = OFF
FILTER SET In CAS ACTION = PERMIT DIRECTION = OUTBOUND SRCADDR = private

DSTADDR = sslclient SERVICE = CAS File rply FRAGMENTS = NONE JRN = OFF
FILTER SET In CAS ACTION = PERMIT DIRECTION = INBOUND SRCADDR = sslclient

DSTADDR = private SERVICE = CAS NetPrint req FRAGMENTS = NONE JRN = OFF
FILTER SET In CAS ACTION = PERMIT DIRECTION = OUTBOUND SRCADDR = private

DSTADDR = sslclient SERVICE = CAS NetPrint rply FRAGMENTS = NONE JRN = OFF
FILTER SET In CAS ACTION = PERMIT DIRECTION = INBOUND SRCADDR = sslclient

DSTADDR = private SERVICE = CAS RmtCmd req FRAGMENTS = NONE JRN = OFF
FILTER SET In CAS ACTION = PERMIT DIRECTION = OUTBOUND SRCALDDR = private

DSTADDR = sslclient SERVICE = CAS RmtCmd rply FRAGMENTS = NONE JRN = OFF
FILTER SET In CAS ACTION = PERMIT DIRECTION = INBOUND SRCADDR = sslclient

DSTADDR = private SERVICE = CAS Signon req FRAGMENTS = NONE JRN = OFF
FILTER SET In CAS ACTION = PERMIT DIRECTION = OUTBOUND SRCALDDR = private

DSTADDR = sslclient SERVICE = CAS Signon rply FRAGMENTS = NONE JRN = OFF

Figure 156. ipfilters.i3p file includes all filters used in the screened subnet (Part 2 of 3)

drda_server set used on # Allow DRDA requests to AS24 DRDA server from ASO5 DRDA client
AS24 to allow inbound —=> FILTER SET drda server ACTION = PERMIT DIRECTION = INBOUND SRCAIDR = drdaclient
DSTADDR = this SERVICE = drda req FRAGMENTS = NONE JRN = OFF
DRDA requests from FILTER SET drda server ACTION = PERMfTegIRECI‘ION = OUTBOUND SRCADIR = this
ASO05 and send back DSTADDR = drdaclient SERVICE = drda rply FRAGMENTS = NONE JRN = OFF
replies. FILTER SET drda client ACTION = PERMIT DIRECTION = OUTBOUND SRCADLR = this
/ DSTAIDR = drdaserver SERVICE = drda req FRAGMENTS = NONE JRN = OFF
TLTER SET drda client ACTION = PERMIT DIRECTION = INBOUND SRCADDR = drdaserver
drda_client set used on —"| DSTADDR = this SERVICE = drda rply FRAGMENTS = NONE JRN = OFF

ASOS to allow DRDA
# Less dangerous ICMP

client to send requests to FILTER SET icmp in ACTION = PERMIT DIRECTION = INBOUND SRCADLR = * DSTADDR = this

AS24 and receive SERVICE = echo rply FRAGMENTS = NONE JRN = OFF

replics. FILTER SET icmp in ACTION = PERMIT DIRECTION = INBOUND SRCADLR = * DSTADDR = this

SERVICE = source guench FRAGMENTS = NONE JRN = OFF

FILTER SET icmp in ACTION = PERMIT DIRECTION = INBOUND SRCADLR = * DSTADDR = this
SERVICE = time exceeded FRAGMENTS = NONE JRN = OFF

FILTER SET icmp in ACTION = PERMIT DIRECTION = INBOUND SRCADIR = * DSTADDR
SERVICE = parameter problem FRAGMENTS = NONE JRN = OFF

FILTER SET icmp in ACTION = PERMIT DIRECTION = INBOUND SRCADLR = * DSTADDR = this

Used on AS24 to allow SERVICE = unreachable FRAGMENTS = NONE JRN = OFF

all inbound and out- | 4 an 1 1 ffic to AS2

" — ow all internal traffic to
boupd traffic from and to FILTER SET Allow internal traffic ACTION
the internal network. SRCADDR = InternalNetwork DSTADDR
JRN = OFF

this

PERMIT DIRECTICN = *
InternalNetwork SERVICE = All FRAGMENTS = NONE

Figure 157. ipfilters.i3p file includes all filters used in the screened subnet (Part 3 of 3)

9.6.2 Configuring the SMTP server

ASO05 will route all SMTP mail to AS24. Figure 158 shows how to configure AS05
to route all e-mail to AS24.
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Change SMTP Attributes (CHGSMTPA)

Type choices, press Enter.

Set mail User ID delimiter 1 *SAME., *DET, 7, =, ., &, S...
: T ] : g
router to _{53’(:Mall router . . . . . L. L L as2d.itsoroch.ibm.com -
AS24.
Coded character set identifier 0Ea19 1-65533, *SAME, *DFT
Mapping tables:
Outgoing EECDIC/ASCII table . *¥CCSID Mame, #*SAME, *CCSID, #*DFT
Library . . +« « « « & . . . Mame, *LIEL, #CURLIB
Incoming ASCII/EBCDIC table . *¥CCSID Mame, #*SAME, *CCSID, #*DFT
. Lihrary Mame, *LIEL, #CURLIB
Set firewall ——(Firewall . . . . . . . . . . . . *YES ) WES: *MNO, *SAME
to *XWES Journal . . . . . 0 0 . . . .. *MO *%ES, *MO, *SAME
: Process all mail through MSF . . *MO *%ES, *MO, *SAME
Percent routing character . . . *%ES *%ES, *MO, *SAME
Bottom

F3=Exit F4=Prompt FS=Refresh Fl2=Cancel Fl3=How to use this display
F24=More keys

Figure 158. Configuring AS05 SMTP to relay mail to AS24

Configure AS05 to only relay mail received from the ISP’s mail relays:
1. Create the QUSRSYS/QTMSADRLST file using the command:
CRTSRCPF FILE (QUSRSYS/QTMSADRLST) CCSID(500)
2. Create and edit the ACCEPTRLY member:
STRSEU SRCFILE (QUSRSYS/QTMSADRLST) SRCMBR (ACCEPTRLY)

Note: If you do not have SEU on your system, use the Edit File (EDTF)
command instead.

3. Enter two lines to allow relay mail to receive from the ISP mail relays:

204.146.18.16 255.255.255.255
204.146.18.17 255.255.255.255

The SMTP server will only relay mail when the client connects from one of the
subnets in this member. If the member does not exist, the SMTP server will relay
mail for any client.

9.6.3 Configuring the local host table

The local host table on AS05 must include all host names and IP addresses that
ASO05 needs to resolve. A DNS server is not used on AS05 in this scenario. Use
CFGTCP option 10 to configure the host table. Figure 159 shows the local host

table on ASO05.

Work with TCP/IP Host Table Entries
System: ASAS
Type options, press Enter.
1=Add 2=Change 4=Remowe S5=Display 7=Rename

Backend
. Internet Host
producnon Opt  Address MNarme
server host —(_ 10.1c60.108.24 as24.itsoroch. ibm.com )
EES o O P TTOPEATE
name and IP LOCALHOST
address.

Figure 159. Local host table on AS05

Figure 160 on page 218 shows the local host name and domain. It also shows
how to specify to use the local host table for name resolution. A DNS server is not
used.
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Change TCP/IP Domain {CHGTCPDMM)

Type choices, press Enter.

Use the local

Host name . . . . . . . . . . . ‘as@s’
host table for - . ; )
Domain name . . . . . . . . . . itsoroch. ibm.com
name resolu-
tion.
— gostlname search priority . . . *LOCAL ) *REMOTE, *LOCAL, *SAME
=)
D Internet address . . . . . . . *none
0 not use — #none
*¥none
a DNS
server.
Bottom
F3=Exit F4=Prompt FS=Refresh FlB=Additional parameters Fl2=Cancel
Fl3=How to use this display F2d=More keys
Figure 160. Using local host table for name resolution - CFGTCP option 12
9.6.4 Additional configuration on AS05
Figure 161 shows the IP interfaces configured on ASO05 for this scenario.
Wark with TCR/IP Interfaces Address on the
System: ASAS
Type options, press Enter. DMZ subnet
1=Add 2=Change 4=Remowe S5=Display 9=Start 10=End
Internet Subnet Line Line
Opt Address Mask Description Type (}lobaHy
T T aad o550, 8.0 1 ONPRACK #NONE routable Virtual
_ 192.168.0.2 255.255.255.0 TRLAMC *TRLAM P dd
— \&ud.146.18.71 255,255, 255,255 #VIRTUALIP  *NONE address

Figure 161. IP interfaces on AS05

9.7 Task 3: Configuring the backend production AS/400 system (AS24)

You must configure the following functions on the backend production AS/400
system on the internal network:

* |P packet filtering
* DNS server

* SMTP server to relay mail from internal clients to ISP’s mail relay. The SMTP
server receives inbound mail from the bastion host’s (AS05) mail relay.

9.7.1 Configuring IP packet filtering

Figure 162 shows the IP file screened_subnet_production.i3p, which is used as a
secondary defense to protect AS24. These filters back up the packet filters in the
router. Note that only the filter sets applied to the interface are active, even
though the filter file includes all the filter sets used in this scenario.

# This is the filter file you actually load
INCLUDE FILE = /QIBM/netsecrb/services.i3p
INCLUDE FILE = /QIBM/netsecrb/screened subnet production address.i3p
INCLUDE FILE = /QIBM/netsecrb/ipfilters.i3p
FILTER INTERFACE LINE = TRNLINE
SET = smtp,

echo,

dns,

drda server,

allow internal traffic,

icmp in

Figure 162. The screened_subnet_production.i3p file used to protect AS24 in this scenario

218  AS/400 Internet Security Scenarios: A Practical Approach



Figure 163 shows the defined address file used in the filters that protect AS24 in
this scenario.

# This is the file ‘screened subnet production address.i3p’
ADDRESS InternalNetwork IP = 10.160.100.0 MASK = 255.255.255.0 TYPE = TRUSTED
ADDRESS Public IP = 10.160.100.24 MASK = 255.255.255.255 TYPE = BORDER
ADDRESS privatelOaddresses IP = 10.0.0.0 MASK = 255.0.0.0 TYPE = TRUSTED
ADDRESS privatel72addresses IP = 172.16.0.0 MASK = 255.240.0.0 TYPE = TRUSTED
ADDRESS privatel92l68addresses IP = 192.168.0.0 MASK = 255.255.0.0 TYPE = TRUSTED
ADDRESS wecanping 1P = {0.0.0.0,

128.0.0.0} MASK = 128.0.0.0 TYPE = TRUSTED
ADDRESS this IP = LOCAL TYPE = TRUSTED
ADDRESS mailrelayin IP = 192.168.0.2 MASK = 255.255.255.255 TYPE = TRUSTED
ADDRESS mailrelayout IP = {204.146.2.16,

204.146.2.17} MASK = 255.255.255.255 TYPE = TRUSTED
ADDRESS dnsserver IP = {204.146.2.14,

204.146.2.15} MASK = 255.255.255.255 TYPE = TRUSTED
ADDRESS drdaclient IP = 204.146.18.71 MASK = 255.255.255.255 TYPE = TRUSTED

Figure 163. Screened_subnet_production_address.i3p file used in the filters that protect AS24

The services file is shown in Figure 154 on page 214, and the filter file is shown in
Figure 155 on page 215 through Figure 157 on page 216.

9.7.2 Configuring the DNS server

Configure AS24 to use the DNS server on the local system for name resolution.
Figure 164 shows how to configure AS24 to use the local DNS server through the
loopback interface.

Change TCP/IP Domain {CHGTCPDMM)

Type choices, press Enter.

Host name . . . . . . . . . . . ‘as24’
Domain name . . . . . . . . . . 'itsoroch. ibm. com’
— Set the DNS
Host name search priority . . . #LOCAL *REMOTE, #LOCAL, *SAME
Domain name serwer: server IP
Internet address . . . . . . . (127.0.8.1" )
—— address to
127.0.0.1.
Bottom
F3=Exit F4=Prompt FS=Refresh FlB=Additional parameters Fl2=Cancel
Fl3=How to use this display F2d=More keys

Figure 164. Setthe DNS server to the local system

Configure the DNS server through the Operations Navigator interface. Create the
itsoroch.ibm.com primary domain with AS24 as the primary server. Make sure to
autostart the DNS server and to enable recursive resolution of queries. Figure
165 on page 220 shows how to change the properties of the DNS server to use
the ISP’s DNS servers as forwarders.
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DHS Server Properties - As24 HE

Sort List I Unreliable Mame Servers | Limitz I Additional Directives I
General I Fioot Servers Fonwarders | Security I Options
Forwarder IP addresses: \ Set the forwarders to the ISP
204.146.2.14 Add DNS server 204.146.2.14 and
204.146.2.15
,I/ 204.146.2.15.
Hemove
Movellp |
e e [ v |

Select to only contact forwarders

C|7 Contact only forwarders for off-site queries ) i K
for off-site queries.

QK I Cancel Help

Figure 165. Configure DNS forwarders

Figure 166 shows how to ensure that the DNS server does recursive lookup of
domain names. If the box is checked, the DNS server will refer the clients to other
DNS servers. The filters in AS24 and the Cisco router are configured to only allow
the DNS server on AS24 to send DNS queries to the ISP DNS.

DHS Server Properties - As24 EHE
Sort List I Unreliable Mame Servers I Limitz I Additional Directives |
General I Fioot Servers I Fonwarders I Security Options
Cl_ Do not perform recursive resolution of domain names) Verify that this box is not

checked.

™ Log all queries received by name server

QK I Cancel | Help |

Figure 166. Configure the DNS server to do recursive lookup

Also select the Automatically start server box on the General tab.

Create the itsoroch.ibm.com primary domain through the Operations Navigator
interface to the DNS server. See AS/400 TCP/IP Autoconfiguration: DNS and
DHCP Support, SG24-5147, for information on how to configure AS/400 DNS
server.

9.7.3 Configuring SMTP

Figure 167 shows how to configure the ISP’s mail relay as your mail router and
set firewall to *“YES in the SMTP attributes.
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Change SMTP Attributes (CHGSMTPA)

Type choices, press Enter.

User ID delimiter . . . . . . . 250 E, #DFT, 7, =, ., &, $... Set mail
Mail router . . . . . . . . . . maill.itsoisp.com e router to

ISP’s mail
Coded character set identifier 0Ea19 1-65533, *SAME, *DFT rela
Mapping tables: Y.
Outgoing EECDIC/ASCII table . *¥CCSID Mame, #*SAME, *CCSID, #*DFT
Library . . +« « « « & . . . Mame, *LIEL, #CURLIB
Incoming ASCII/EBCDIC table . *¥CCSID Mame, #*SAME, *CCSID, #*DFT
Library . . +« « « o« & . . . Mame, *LIEL, #CURLIB 1
Firewall . . . . . . .« .« .« .« .« . (#uyes ) ®VES, 4N, %SAME Set firewall
Journal . . . . . . 0 e e e e Lanis) *%ES, *MO, *SAME to *&qis'
Process all mail through MSF . . *MO *%ES, *MO, *SAME
Percent routing character . . . *%ES *%ES, *MO, *SAME

Bottom
F3=Exit F4=Prompt FS=Refresh Fl2=Cancel Fl3=How to use this display
F24=More keys

Figure 167. Configuring the SMTP attributes on AS24
Configure AS24 to only relay mail received from the internal clients to the ISP’s
mail relays.
1. Create the file QUSRSYS/QTMSADRLST using the command:
CRTSRCPF FILE (QUSRSYS/QTMSADRLST) CCSID(500)
2. Create and edit the member ACCEPTRLY:
STRSEU SRCFILE (QUSRSYS/QTMSADRLST) SRCMBR (ACCEPTRLY) .

Note: If you do not have SEU on your system, use the Edit File (EDTF)
command instead.

3. Enter the following line to allow relay mail receive from the internal clients
only:

10.160.100.0 255.255.255.0
The SMTP server will only relay mail when the client connects from one of the

subnets in this member. If the member does not exist, the SMTP server will relay
mail for any client.

9.8 Task 4: Configuring the clients in the internal network

This section explains how to configure the PC clients on your internal network.
First we explain how to configure all clients and then extra configuration of the
Admin client.

9.8.1 General configuration of all clients

Configure a DHCP server to dynamically assign the internal clients the following
TCP/IP configuration attributes:

e Use AS24’s |IP address, 10.160.100.24, as the DNS server.

¢ Use the routers address on the internal network, 10.160.100.1, as default
gateway.

» Configure the Web browser to not use a proxy server (direct connection to the
Internet).

9.8.2 Configuring Operations Navigator

See 7.10, “Configuring AS/400 TCP/IP servers to run over SSL” on page 160, for
how to configure the AS/400 system and Operations Navigator to use SSL.
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9.8.3 Installing router syslog programs

See 3.6, “Remote syslog” on page 58, for details.

9.9 Verification tests

Table 19. Verification tests

Table 19 shows the verification tests you should perform to verify that the
implementation satisfies the customer requirements.

Function verified

Test

Result

DNS queries to the Internet

Use nslookup on a local PC
to query an Internet domain.

The domain data is
displayed.

E-mail from the Internet

Send an E-mail from the
Internet to a local address.

The e-mail is received.

E-mail to the internet

Send an e-mail from a local
PC to an Internet address.

The e-mail is received.

Web browsing to the Internet

Try to open an Internet Web
page from a local PC.

The Web page is displayed.

Web serving to the Internet

Try to open the home page
on the public server from an
Internet client.

The home page is displayed.

Web serving to the internal
network

Try to open the home page
on the public server from an
internal client.

The home page is displayed.

SSL Operations Navigator to
AS05

Start Operations Navigator
on the Admin client and try
to access AS05.

Access is granted.

SSL Telnet to AS05

Start an SSL protected
PC5250 session to AS05.

The signon display is shown.

DRDA from AS05 to AS24

Use interactive SQL on
ASO05, try to CONNECT to
AS24, and SELECT some
data.

The data is displayed.

9.10 Security tests
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Table 20. Intrusion tests

Table 20 shows the intrusion tests you should perform to verify that the
implementation satisfies the network security policies.

Function verified

Test

Result

Private domain data is not
available to the Internet

Use nslookup on an Internet
system to query a private
host in the itsoroch.ibm.com
domain.

The domain data is not
displayed.

The router is not accessible
from the Internet

Try to Telnet from the
Internet to the router.

The Telnet session is not
established.
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Function verified Test Result

No unauthorized relaying of | Configure AS05’s public IP E-mail is not delivered.
e-mail address as the outgoing
SMTP serveron a PC that is
connected to the Internet.
Try to send mail to a user
that is not in the
itsoroch.ibm.com domain.

9.11 Implementing screened subnet with an AS/400 LPAR system

The screened subnet architecture discussed in this scenario can be implemented
using a single AS/400 system with two logical partitions (LPAR) for the backend
production server and the Web application server.

Figure 168 shows this chapter’s configuration implemented with two LPAR
partitions in a single AS/400 system.

ISP
Internal network mail relay DNS server

L -
= - ===
pF=—=N F—=—

US; Ua Admin Cisco router

with 108 ISP's network
== e = firewall /
A—— feature set /
‘f‘ =
LPAR I|

DMZ

P artition #1

Internal || Internal
Mal DONS

Server

Web Application Server

LPAR
Partition #2

Exiernal Proxy
DNS Server
W W

Internal MRy
Web server
server

— | —
Backend production AS/400 | | ’ “
IPSec Fler

Figure 168. Screened subnet using one LPAR AS/400 system

Notice that LPAR partition #2 has its own physical interface to connect to the
DMZ port of the security gateway. Likewise, LPAR partition #1 is attached to the
internal network through a separate physical interface.

If you use this approach, we recommend that you do not configure TCP/IP over
the virtual OptiConnect link (*OPC) between the two LPAR partitions. If you
configure this link to administer the public Web server on the DMZ from the
internal network, ensure that both interfaces (especially the one on the
production partition #1) are ended during normal operations. At the time this
redbook was written, filters were not supported on the OptiConnect interface,
which makes it dangerous to enable the link, since there are no restrictions and
controls between the two partitions. If the public server is compromised, an
attacker has easy access to the production partition, and from there to the rest of
network. Filtering on the OptiConnect link is being considered for a future

release.
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For general recommendations about securing a bastion host and other systems
on the internal network, see Building Internet Firewalls by Chapman and Zwicky.

9.12 Summary

The screened subnet architecture has important security advantages. The
internal network is very well protected because no incoming connection from the
Internet is allowed. Only inbound replies as responses from connections initiated
from internal clients are allowed from the Internet.

The CBAC feature of the Cisco Secure IS simplifies the configuration by
dynamically creating temporary openings in the appropriate access lists to allow
responses to internally initiated connections.

The Web application server is protected by the security gateway and AS/400
packet filtering. It can access the production backend server, the security
gateway.

Using the ISP as the registered target for mail reduces the chances of mail
flooding attacks (they will be first detected by the ISP). It also minimizes the risk
of attempts to use the bastion host as an open relay. Filters and anti-spamming
configuration ensures that the SMTP server relays mail only from authorized
sources.

You can implement this scenario using only two IP addresses. Configure PAT to
translate multiple private IP addresses of internal clients to one IP address, the
router’s public interface. Using a virtual IP address on the AS/400 Web
application server allows you to use private IP addresses in the DMZ network,
while assigning a globally routable IP address to the *VIRTUAL IP configuration.
If more public servers are needed at a later time, you can create new virtual IP
addresses and assign public addresses to them. The addresses don’t need to be
contiguous or belong to the same subnet.

Implementing the screened subnet architecture using a single, three-interface
security gateway may be more complex than using two routers, but it saves
money. Usually there will also be a router supplied by the ISP that could be
configured to provide another layer of defense. The packet filtering on the AS/400
systems adds another layer of protection, making this configuration even more
secure.
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Chapter 10. Branch office VPN gateway to corporate office

This scenario describes a branch office connected to the corporate network over
the Internet through an L2TP tunnel protected by IPSec. It provides a suitable
solution for businesses that have a connection to the Internet and have a branch
office currently connected to the Internet. The solution presented provides a
secure connection between the corporate and branch office networks. This
scenario primarily describes the configuration of the branch office.

10.1 Small branch offices connected to corporate office via IPSec and L2TP

In this scenario, we concentrate on the configuration of the branch office. This
includes showing the configuration of the AS/400 system acting as the VPN
tunnel endpoint and the L2TP Initiator. We also show the simple configuration of
the internal branch office PCs. For information on how to configure an AS/400
system as an LNS (L2TP Network Server), see AS/400 Internet Security:
Implementing AS/400 Virtual Private Networks, SG24-5404.

AS/400 Domino server
+DNS Server |

—+
- ~ Branch office

intranet 1
éorporate
nel
/:WSC‘\
Ty Internet

| mtranet !
L2TP + IPSec tunnel

Qe
Branch office
intranet 2

Security
Gateway

ll“.

Branch office
|ntranet 3

Figure 169. Small branch offices connected to corporate office via an L2TP tunnel protected by IPSec

10.1.1 Scenario characteristics

© Copyright IBM Corp. 2000

This scenario has the following characteristics:
* Small branch offices on remote sites.
* Applications supported in branch offices:

— Domino applications
— Secondary DNS
— DHCP
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Important: All the applications at the branch offices that need to communicate with
the corporate office must be bound to internal IP addresses (10.160.*.*) and commu-
nicate with the corporate application using this IP address. Otherwise, the traffic will
not be directed through the VPN.

* The branch offices are connected to the Internet via a high speed dedicated
line (DSL or cable modem) or via a dial-up connection depending on the
offerings available from the ISP.

* The ISP assigns fixed IP addresses to the branch offices.

* The corporate office is connected to the Internet via a high speed dedicated
line.

* Connection to corporate intranet: L2TP compulsory tunnel (preferred) or L2TP
voluntary tunnel protected by IPSec. If a voluntary tunnel is used, ISP firewall
services are recommended.

%ogtg: You can also implement this scenario using a gateway-to-gateway IPSec tunnel
(no L2TP). For an example of a gateway-to-gateway and host-to-gateway IPSec
configuration between an AS/400 system and a Cisco router, see Chapter 11,
“Network security in an ASP environment” on page 269.

* The systems in the branch office will appear as being on the corporate intranet
by using addresses within the corporate network’s range.

10.1.2 Scenario advantages
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The advantages of this scenario are:

* The VPN tunnels resemble a private network allowing the company to take
advantage of the global reach and reduced cost of the Internet while still
keeping a highly secure infrastructure.

* No need for private, expensive leased lines between the corporate intranet
and the branch offices.

* The filters at the branch office allow only VPN traffic to the corporate gateway.
Since no other traffic between the Internet and the branch office AS/400
system is allowed, the lack of a separate firewall at the branch office is
acceptable.

* The ISP assigns a public fixed IP address to the AS/400 system at the branch
office. However, since there are no public servers bound to this IP address, it
is neither registered in the ISP DNS nor advertised in any other form. It is
more difficult for attackers to track down and identify this public IP address.

* L2TP offers the advantage of centralizing the configuration and policy
management at the corporate site and reduces the configuration complexity at the
branch offices. Authentication as well as network related information (IP
addresses, routes, and filters) can be managed at the corporate site using
existing facilities such as RADIUS, TACACS, or others.

* The AS/400 gateway at the branch office is responsible for establishing the
VPN connection. The internal hosts do not require any VPN capabilities and
may be unaware that a VPN connection is being used.
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e By using L2TP, the branch offices appear as being part of the corporate
network.

* All access from the branch offices to the Internet is through the corporate
security gateway. It is possible to enforce security policies in one single point
of access. It also simplifies the configuration of the AS/400 system at the
branch office since the only traffic allowed is the VPN tunnel to the corporate
security gateway.

* This is a fairly simple physical configuration since the AS/400 system at the
branch office is handling all the security functions and connectivity functions
required for access to the Internet. No intervening firewalls or routers are
necessary.

e Security is adequate for the hosts on the internal network because of the
rigorous security controls of the VPN connection including negotiated key
exchange, data encryption, end point authentication, and native IP packet
filtering.

10.1.3 Scenario risks and disadvantages
The risks and disadvantages associated with this scenario are:

* Although the internal network is protected in this scenario, as well as the data
transferred over the Internet, the AS/400 gateway is still subject to Denial of
Service attacks from the Internet.

* The links to the Internet may not be always available and performance may
vary with workload.

* Branch office users accessing the Internet over the VPN tunnel and through
the corporate firewall may experience performance degradation compared to
accessing the Internet directly.

10.1.4 Scenario customer requirements

The customer requirements for outbound services (from the branch office
networks to the Internet), inbound services (from the Internet to the branch office
networks), and internal network services for branch office users are listed here:

* All traffic between the corporate network and branch office networks must be
protected by the VPN.

* Users in the branch office networks have the same access to corporate
network resources as users in the corporate network.

* HTTP and HTTPS requests made by branch office users must go through the
proxy server on the respective branch office network.

¢ Lotus Domino is the branch office mail server.

* Outbound mail from the users in the branch offices to the Internet is relayed to
the Domino server in the corporate network.

e The Domino server at the corporate office receives all the company’s inbound
mail from the Internet and forwards it to the corresponding branch office based
on the addressee.
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10.1.5 Security policy
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Before you lay out the network security policy, you must have an IT security policy
for your company. Otherwise, you do not know what your guidelines are for a
particular environment.

Important:/t is very important that your company’s IT security policy is implemented
on the total IT environment. Your host security is often your last level of defense
against intruders. You should ensure sound host security before connecting your
AS/400 system and its attached network to the Internet. Read and understand
Chapter 5, “Securing your hosts and understanding the risks” on page 69.

The network security policy mentioned applies to the AS/400 system acting as
the VPN endpoint and L2TP initiator (AS14) in the branch office intranet. Once
the tunnel is established, the PCs that are physically in the branch office will
“appear” to be on the corporate network. This means that the branch office
network systems will have the same access to Internet and corporate network
resources as the corporate office systems. Security requirements for connections
to and from the branch office and Internet are listed. The default policy is to deny.
Only the traffic that is explicitly permitted is allowed.

Outbound services requirements (branch office to the Internet)
e Allow outbound HTTP and HTTPS requests (Web browsing)
¢ Allow outbound mail
¢ Allow outbound DNS queries

Inbound services requirements (Internet to the branch office)
e Allow inbound HTTP and HTTPS responses (Web browsing).

* Incoming e-mail for branch office users delivered to corporate office Domino
Server. The Domino Server at the corporate site forwards mail to the branch
office Domino server through the tunnel.

e Allow inbound DNS replies.

Log any attack attempt
* Log deny to specific traffic
* Log default deny all traffic not explicitly allowed

Restrict TCP/IP servers
Only the following servers required by the business and network needs can be
started:

e Host servers

* NetServer

e Telnet

DNS

Native Domino
DHCP

Ensure that no other servers start during IPL or by running the Start TCP/IP
(STRTCP) command.

Refer to Appendix A, “Services, ports, and master filter files” on page 373, for a
list of TCP/IP services and ports.
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Allow all enabled services on the internal LAN interface
No filters are applied to the internal LAN interface.

General security policies
* Access to the Internet from the branch offices is allowed only through the
corporate security gateway.

* All services are allowed between corporate and branch offices.

* Remote VPN clients can access all systems in the corporate office and the
branch offices.

10.2 Overview of the branch office VPN gateway configuration

This section describes the implementation of this scenario in our test network.
Figure 170 shows the network configuration used in our test lab.

Work with TCP/IP interfaces

Intemet Subnet Line

Address Mask Description
10.160.100.1  255.255.255.0 TRNLINE

Af’szlfB 208.222.151.14 255.255.255.128 TRNWSA

AS05

Work with TCP/IP Routes

Route Subnet Next
Destination Mask Hop
Corporate 255.255.255.255 ISP
See Note

VIPA=2(8.222.150.1

Cisco router
itsocisco3 AS14 9 m
A 100 b:
-:,.’z':‘g 208.222.151.0/25 14 Al 10.160.101.0/24
10.160.100.0/24 Tko"’ Tok1 vTRN -
95 =T gp=
= Internet Branch Office
—

Corporate Office

Figure 170. Branch office VPN gateway to corporate office test network

%ogtg: Due to the simplicity of our test environment, the branch office AS/400 system
(AS14) and the corporate security gateway (Cisco router) public interfaces are in the
same subnet. In a real life situation, both interfaces will be in different subnets.
Therefore, you must add a host route to the TCP/IP configuration of the AS/400
system at the branch office with a destination the public interface of the security
gateway and next hop the ISP,

10.2.1 Implementation task summary
The following list summarizes the tasks performed to implement this scenario:
1. Verify TCP/IP configuration.
2. Configure L2TP and IPSec on the AS14.

a. Fill out the Planning Worksheet for L2TP and IPSec.
b. Configure L2TP and IPSec.
c. Configure L2TP Initiator profile.
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3. Configure the Cisco router:

a. Overview the router configuration.

b. Fill out the Planning Worksheet for L2TP and IPSec.
c. Configure the filter rules.

d. Configure L2TP.

e. Configure IPSec.

4. Configure the filter rules on AS14:

a. Fill out the Planning Worksheet for IP filters.
b. Configure the filter rules.

5. Activate the connection:

a. Load the filter rules on AS14.
b. Activate the L2TP initiator profile on AS14.

6. Configure the applications on AS05:

a. Configure DNS on ASO05.
b. Configure Domino server on AS05.

7. Configure the applications on AS14:

Configure proxy server on AS14.

Configure DNS on AS14.

Configure Domino server on AS14.

Configure internal services on the AS/400 system.
Configure DHCP.

8. Configure the PC clients in the branch office intranet:

a. Configure TCP/IP.
b. Configure Lotus Notes client.
c. Configure Web browser to use the proxy server on AS14.

Ppao o
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10.2.2 VPN configuration cross reference for AS14 and the Cisco router
Table 21 summarizes the AS/400 system and Cisco router L2TP protected by

IPSec configuration and provides a cross-reference list.

Table 21. AS/400 and Cisco router L2TP protected by IPSec cross reference table

AS/400 Router
Key Policy isakmp policy
Name =AS14toCisco crypto isakmp policy 1
Initiator Negotiation = identity protection hash md5

(ISAKMP main mode negotiation)

Responder Negotiation = Allow identity protectiony
Key Protection Transforms

Authentication Method = Pre-shared key

Pre-shared key value = riley2fun

Hash Algorithm = MD5

Encryption Algorithm = DES-CBC

Diffie-Hellman Group = Default 768-bit MODP
Key Management

Maximum key lifetime (minutes) =120

Maximum size limit (kilobytes) =No size limit

Data Policy
Name = AS14toCisco
Use Diffie-Hellman Perfect Forward Secrecy = No
Diffie-Hellman Group = Not Applicable
Data Protection Proposals
Encapsulation mode = Transport
Protocol = ESP
Algorithms
Authentication Algorithm =
HMAC-MD5
Encryption Algorithm = DES-CBC
Key Expiration
Expire after (minutes) = 60
Expire at size limit (kilobytes) =
No size limit

Key Connection Group

Name = AS14toCisco

Remote Key Server
Identifier Type = Version 4 IP address
IP address = 208.222.151.100

Local Key Server
Identifier Type = Version 4 IP address
IP address = 208.222.151.14

Key Policy = AS14toCisco

IP Filters
Name = scenario3.i3p
Defined Addresses = branchofficepublic
IP address = 208.222.151.14
Netmask = 255.255.255.255
Defined Addresses = ciscortrpublic
IP address = 208.222.151.100
Netmask = 255.255.255.255
IPSEC rule
Source address name = branchofficepublic
Destination address name = ciscortrpublic
Service = L2TP
Connection Name = AS14toCisco
Service L2TP
Protocol = udp
Source port = 1701
Destination port = 1701

L2TP initiator profile
Name = L2TPtoCisco
Type = PPP
Line connection type = Virtual Line (L2TP)

Mode type = Initiator
Virtual line name = L2TPInit
Remote tunnel endpoint IP address = 208.222.151.100
Require IP-SEC protection = yes
Connection group name = AS14toCisco
Local IP address = 10.160.101.1 ( Token Ring )
Remote IP address = Dynamically assign
Routing

add remote system as default route = yes
Local system identification = enable

CHAP only = yes

User name = marcela

Password = marcela

L2TP Line
Name = L2TPInit
Local host name = as14-public.branch1.itsoroch.ibm.com
Require remote system identification = yes
password = password

(1)
(2)
[©)]
)
()

(6)
@)

®)
(9)
(10)
(1
(12)

(13)
(14)

(15)
(16)

(17)
(18)

(19)
(20)

(21)
(22)

(23)
(24)
(25)

(26)
(27)

(28)

(29)
(30)

(31)
(32)
(33)

(34)

(35)

)
4)

(6)
(6)

@

(15)

(10-12)
©)

(13)(14)

(17)(18)

®)

(19 o 25)

(27)
(26)

(34)
(35)

(16)(28)

(30)

(31)
(29)

(32)(33)

(34

authentication pre-share
encryption des

group 1

lifetime 7200

isakmp key
crypto isakmp key riley2fun address 208.222.151.14

isakmp identification
crypto isakmp identity address

ipsec transform-set
crypto ipsec transform-set branch-office esp-des esp-md5-hmac
mode transport

ipsec key lifetime
crypto ipsec security-association lifetime seconds 3600

crypto map

crypto map internet-map 1 ipsec-isakmp
set peer 208.222.151.14
set transform-set branch-office
match address ipsec-to-as14
setno pfs

ipsec access-list
ip access-list extended ipsec-to-as14
permit ip host 208.222.151.100 host 208.222.151.14

vpdn-group
vpdn-group 1
accept-dialin
protocol I2tp
virtualtemplate 1

terminate-from hostname as14-public.branch1.itsoroch.ibm.com

I2tp tunnel password 0 password

tokenring interface 1
interface tokenring 1
ip address 208.222.151.100 255.255.255.128

virtual-template interface
interface virtual-template 1
ip unnumbered tokenring 0
no ip directed-broadcast
ppp authentication chap
ppp ipcp accept-address
ppp timeout idle 0

routing
ip route 10.160.101.0 255.255.255.0 10.160.101.1

user profiles
username marcela password 0 marcela

host table
ip host as14-public.branch1.itsoroch.ibm.com 208.222.151.14
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10.3 Verifying the TCP/IP configuration

Before starting the VPN configuration, verify connectivity and routing between the
AS/400 system and the Cisco router. Create filter rules on both sides that permit
all ICMP between the AS/400 system and the Cisco router. Test with PING from

AS14 to the Cisco router and then from the Cisco router to AS14.

10.4 Configuring L2TP and IPSec on AS14

The following sections show you how to configure the L2TP tunnel protected by
IPSec on AS14. In this scenario, AS14 is the L2TP initiator, and the Cisco router
is the L2TP Network Server (LNS).

10.4.1 Completing the planning worksheet for L2TP and IPSec

Table 22 summarizes the configuration values you must enter when doing the
L2TP and IPSec configuration.

Table 22. Planning Worksheet for new L2TP and IPSec configuration

This is the information you need to Scenario answers
create your L2TP and IPSec tunnel

What type of connection are you creating? L2TP connection
—Gateway to Gateway
—Gateway to Host
—Gateway to Dynamic IP User
—Host to Dynamic IP User
—L2TP connection (no wizard)

What will you name the L2TP connection? AS14Cisco

What type of security and system Balance security and performance
performance do you require to protect your
keys?
—Highest security, lowest performance
—Balance security and performance
—Lowest security and highest
performance

How will you identify your local server? IP address

What is the IP address of your local server? | 208.222.151.14

How will you identify the remote server to IP address
which you are connecting?

What is the IP address of the remote server? | 208.222.151.100

What is the pre-shared key? riley2fun

What type of security and system Balance security and performance
performance do you require to protect your

data?

—Highest security, lowest performance

—Balance security and performance

—Lowest security and highest
performance
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10.4.2 Configuring L2TP and IPSec

To protect the L2TP tunnel between AS14 and the Cisco router, configure a VPN.
This is the IPSec ESP tunnel that is initiated at the client end (AS14). This VPN
has the following characteristics:

e The VPN configuration on the client is an L2TP connection. There is no VPN
configuration wizard provided for this connection type.

* The protocol must be ESP with authentication and encryption. It is important
to both authenticate the client and encrypt the data exchanged between the
branch office and corporate networks.

* The remote key server (Cisco router) identifier is the global IP address
208.222.151.100.

* The local key server (AS14) identifier is the global IP address 208.222.151.14.

* The filters must be applied to the AS14 line description that is used to connect
to the Internet.

* The pre-shared secret, which both sides of the VPN must know, is riley2fun.

To configure an L2TP connection on the client (AS14), perform the following
steps:

1. Start Operations Navigator.

Select the system AS14, and sign on as required.
Expand Network.

Click IP Security.

o > 0D

Right-click Virtual Private Networking, and select Configuration from the
menu.

6. From the Virtual Private Networking window, expand Secure
Connection->Data Connections. Right-click L2ZTP Connection, and select
New L2TP Connection from the pull-down menu (Figure 171).

[ﬂ ¥irtual Private Networking - Az14
File Edit Wiew Help
% || @ &|=||| Xx|=|
Current Configuration L2TF Connections
|E Wirtual Private Metworking - As14 Mame Description
=-[{) IP Security Policies
E-%F Secure Connections
----- E Key Caonnection Groups
=g Data Connections
%= Dynamic Key Groups

T# Manual Connections
ﬁ Dynamic IP Groups

Y L2TF Connections|

& Explore

2 Easte

" Mew LITP Connection

Figure 171. Creating a new L2TP connection

7. Enter the connection name and description as shown in Figure 172 on page
234.
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__ ! L2TP connec-
=J tion name and
AS1 4 (init to Cisco Router derm . description.

Create a Remote

key server.
’7

I
I

Figure 172. Define General definitions for the L2TP initiator

8. Click New.
9. At the New Key Connection Group window, click Add (Figure 173).

E‘%New Key Connection Group - As14 E3
as14dtoCisco
ey connection hetween AS14 {inity and Cizco Router (term)l

E—

Figure 173. Configure a new key connection group

10.Enter the remote key server identifier (Figure 174).
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[£3 Remote Key Server - As14 E
General |
ldentifier type: IVersion 4 |IP address LI
|HE e I
Enter the globally routable
IP Address: I208.222.151.1DD| Ve g y
= address for the Cisco router.
Sllnnet iz I
Addiess FEnge
Stz I
B I
QK | Cancel | Help |

Figure 174. Configure Remote Key Server

11.Click OK.

12.At the New Key Connection Group window, click Set Pre-shared key. Enter
the pre-shared key as shown in Figure 175.

Ega 208.222 151.100 Pre-zshared Key - As14 E
Key. I”'e"zf”n Set the pre-shared key from Table 22 on
page 232.
QK | Cancel | Help |

Figure 175. Pre-shared key (pre-shared secret)

Important: The value you select for the pre-shared key should not be obvious or
predictable. Since your keys are derived from this value, this pre-shared key should
not be compromised in any way.

13.Click OK.

14.Click the Associations tab and then click New. You see a display like the one
in Figure 176 on page 236.
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E‘%New Key Management Policy - As14

AS14toCisco
A514 and Cisco Max. Security Key Policy

|

Figure 176. New Key Management Policy

Use IKE main
mode negotia-
tion to encrypt
identities during
the key policy
negotiation.

Allow the re-
mote key server
to request main
mode.

15.Click the Transforms tab, and then click Add. You see a display like the one

in Figure 177.

E‘%Key Protection Transform E3

pre-sharedbey 7]
MD5 Rd
pescec

Default 768-hit MODP |—

120

o st =

Figure 177. New Key Management Policy

These values
determine how
the keys are
protected during
IKE Phase 1.

16.Click OK, and then click OK again on the New Key Management Policy
window. This brings you back to the New Key Connection Group window as

shown in Figure 178.
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E‘%New Key Connection Group - As14

451 4t0Cisco Rd

—
—

Verson d Pasoress
ASl14is
identified by

- s public IP
address.

Figure 178. New Key Connection Group - Associations

17.Click OK to complete the New Key Connection Group configuration.

18.In the New L2TP connection window, click the Policy tab, and then click New.
You see a window like the one in Figure 179.

E‘%New Data Management Policy - As14

AST4toCisco .
porowceee Data Policy name
Mediurn Security Data Policy and description.

mf

Erjifie=Hellr

Figure 179. New Data Management Policy - General

19.Click the Proposals tab, and then click Add. You see a window like the one
shown in Figure 180 on page 238.
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Ega Transform

Select protocol ESP.

Select the authentication and
encryption algorithms from
Table 21 on page 231.

Figure 180. Data protection policy Transform

20.Click OK. Your Data Protection Proposals window should look like the one in
Figure 180.

E‘%Dala Protection Proposal

HWMAC-MDS DES-CBC

Mode is
transport.

Figure 181. Data Protection Proposal

21.Click OK, and then click OK again in the Properties window.

22.0n the New L2TP connection window, click the Local Addresses tab. You see
a window like the one in Figure 182.
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:a New L2TP Connection - As14

vesor ¢ Faiess ]
[renifiar | Specify the AS14
global IP address as

208.222.151.14 the local identifier.

Figure 182. New L2TP Connection - Local Addresses

23.Click the Remote Addresses tab. You see a window like the one in Figure
183.

‘:a New L2TP Connection - As14

"/ersion 4 IP address |— . .
Specity the Cisco
ldeiiflar router public IP
address as remote
208.222.151.100] identifier.

Figure 183. New L2TP Connection - Remote Addresses

24 .Click OK to complete the New L2TP connection configuration.

10.4.3 Configuring the L2TP initiator profile
To enable the L2TP support on the initiator of the voluntary tunnel, you must
configure a virtual PPP connection.
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Perform the following steps to configure a virtual PPP connection on AS25b:
1. Open Operations Navigator, and select system AS14. Sign on as required.
2. Expand Network->Point-to-Point.

3. Right-click Connection Profiles, and select New Profile. You see a window
like the one in Figure 184.

Mew Point-to-Point Profile Properties - As14

| Comnection] TCPAP Setings | Subsystem| Authentiation | Damain Nar <] |
S Name and describe the L2TP
or virtual PPP profile.
Select PPP.

Select Virtual line (L2TP).

Select Initiator.

Figure 184. New Point to Point Profile - General settings

4. Click the Connection tab. Enter a virtual line name, such as L2TPLINE, and
click New. You see a window like the one in Figure 185.

Mew LZTP Line Properties - Asl14 EHE

ik | Links | Auhenteation]
1

L2TF line for connection to corporate network| E Name and describe the L2TP line.

Figure 185. New L2TP Line Properties - General settings

5. Click the Authentication tab. You see a display like the one in Figure 186.
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New L2TP Line Properties - As14 Specify the host name for AS14’s
public IP address:
as14-public.branchl.itsroch.ibm.com

This is (34) from the cross-reference

chart Table 21 on page 231.

Require remote system identification
and set the password. This is (35) from
the cross-reference chart Table 21 on
page 231.

Figure 186. New L2TP Line Properties - Authentication settings

6. Click OK to complete the configuration of the new L2TP line.

7. Fill out the remainder of the Connection tab as shown in Figure 187.

Mew Point-to-Point Profile Properties - As14

The Remote tunnel endpoint
is the Cisco router’s public IP

Pz <— address
Protect this L2TP tunnel with
IPSEC.
m Use the connection name from
Table 22 on page 232.

[irreoat (= EE] S | iigle=d
o ] caee | e |

Figure 187. New Point-to-Point Profile Properties - Connection settings

=
Note:Use CFGTCP option 2 to add a host route to the remote tunnel endpoint with
the ISP address as the next hop.
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Tip:Leaving the “Requires IPSEC protection” check box deselected allows you to
verify that the L2TP tunnel can be established without IPSec. You can use this
technique for testing. The data going through the tunnel will not be encrypted, so be
sure not to send confidential data through the tunnel while testing.

8. Click the TCP/IP Settings tab. You see a window like the one in Figure 188.

Mew Point-to-Point Profile Properties - As14

Use the IP address bound to the

- |
AS14’s internal line.
¢

Dynamically assign the
Remote IP address. AS14 will
accept any IP address that the
Cisco router claims.

Figure 188. New Point-to-Point Profile Properties - TCP/IP Settings

9. Click the Routing button. You see a display like the one in Figure 189.

L2TPTOCISC Routing - As14

£l
o [liifted|

ol
o
o
Add aremote sys-
tem as the default
route. This will
make AS14 send all
IP traffic that is not
for its internal

network through
the L2TP tunnel.

Figure 189. L2TP profile Routing configuration
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Important: Make sure that you do not have a default route already configured on your
AS/400 system. If you do, the connection will not be established when starting the
L2TP initiator profile. You can check this by issuing the creTce command and then
selecting option 2 from the AS/400 system command line.

10.Click OK, and then click on the Authentication tab. You see a window like the
one in Figure 190.

Mew Point-to-Point Profile Properties - As14 EHE

Generall Eonnectionl TCRAP Settingsl Subsystem  Authentication | Domain Mar 4 I L4

— Local systern identification

V' Enable local system identification

Use CHAP to identify AS14 to the

router.
" PAP only
[ |ma,ce|a \ Specify a User name and Password.
stwm a [ / These are (32) and (33) in the
cross-reference chart in Table 22 on
page 232.

— Remate spstem authentication
™ Require remate syster identification

& | CHER G
1 SlloyFARE

i atiar [t rames j e

QK I Cancel | Help |

Figure 190. New Point-to-Point Profile Properties - Authentication settings

11.Click OK to complete the L2TP Initiator Profile configuration.

10.5 Configuring filter rules on AS14

To complete the VPN configuration, you must configure IP packet security (filters)
on the AS/400 system. The following sections show you how to perform this task.

10.5.1 Completing the Planning Worksheet for IP filtering

Table 23 summarizes the configuration values necessary to create the IP filters
associated with the IPSec tunnel to the client.

Table 23. IP filtering planning worksheet

This is the information you need to create Scenario answers
your IP filters to support VPN

Is your VPN server acting as a host or gateway? Host
Is the data endpoint the same as the authentication or
encryption endpoint?

If yes, your VPN server acts as a host.

If no, your VPN server acts as a gateway.

Is the remote VPN server acting as a host or gateway? Host

What name do you want to use to group together the set of | L2TP
filters that will be created?
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This is the information you need to create
your IP filters to support VPN

Scenario answers

If your server is acting as a gateway...

— What is the IP address of your ("TRUSTED") network
that can use the gateway?

— What is the subnet mask?

— What name do you want to give these addresses?
Use this name as the source address on the IPSEC
filter.

If the remote server is acting as a gateway...

— What is the IP address of the remote ("UNTRUSTED")
network that can use the gateway?

— What is the subnet mask?

— What name do you want to give these addresses?
Use this name as the destination address on the IPSEC
filter.

What is the IP address of your VPN server?

— Use this for the source address on outbound IKE (UDP
500) filters and for the destination address on inbound
filters.

— Also use this for the source address on the IPSEC filter
if your server is acting as a host.

208.222.151.14

What is the IP address of the remote VPN server?

— Use this for the destination address on outbound IKE
(UDP 500) filters and for the source address on inbound
IKE filters.

— Also use this for the destination address on the IPSEC
filter if the remote server is acting as a host.

208.222.151.100

What is the name of the interface (for example, the
Token-Ring line, Ethernet line, or PPP connection profile) to
which these filters will be applied?

TRNWSA

What other IP addresses, protocols, and ports do you want
to permit on this interface?

Remember, by default, all other traffic on this interface that
is not explicitly permitted will be denied!

10.5.2 Configuring the filter rules
Based on the Planning Worksheet completed in Table 23, the IP filters for this
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scenario should look like the ones in Figure 191.
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03/29/00 IP Packet Security: All Security Rules

#Defined Addresses
ADDRESS BRANCHOFFPUBLIC IP = 208.222.151.14 MASK = 255.255.255.255 TYPE = TRUSTED
ADDRESS CISCORTRPUBLIC IP = 208.222.151.100 MASK = 255.255.255.255 TYPE = TRUSTED

#Defined Services
SERVICE IKE PROTOCOL = UDP DSTPORT = 500 SRCPORT = 500
SERVICE L2TP PROTOCOL = UDP DSTPORT = 1701 SRCPORT = 1701

#IP Filters

FILTER SET IKE ACTION = PERMIT DIRECTION = OUTBOUND SRCADDR = BRANCHOFFPUBLIC
DSTADDR = CISCORTRPUBLIC SERVICE = IKE FRAGMENTS = NONE JRN = OFF

FILTER SET L2TPSET ACTION = PERMIT DIRECTION = INBOUND SRCADDR = CISCORTRPUBLIC
DSTADDR = BRANCHOFFPUBLIC SERVICE = IKE FRAGMENTS = NONE JRN = OFF

FILTER SET L2TPSET ACTION = IPSEC DIRECTION = OUTBOUND SRCADDR = BRANCHOFFPUBLIC
DSTADDR = CISCORTRPUBLIC SERVICE = L2TP FRAGMENTS = NONE JRN = OFF
CONNECTION DEFINITION = AS14Cisco

#Filter Interfaces
FILTER INTERFACE LINE = TRNWSA SET = IKE, L2TPSET

# IT SHOULD BE NOTED THAT ANY FILTER RULE THAT IS NOT SPECIFICALLY PERMITTED IS AUTOMATICALLY
# DENIED BY THIS COMPILATION.

Figure 191. IP filters on AS14

10.6 Configuring the Cisco router

This section describes the steps we performed to configure the Cisco router. We
begin with a configuration overview, and then show the configuration files in
detail. The overview includes references to the configuration files for greater
clarity. The configuration files include comments that explain the configuration.
Read the comments in those files since they are part of our scenario
documentation.

(==x3
Note: Cisco uses the term Virtual Private Dialup Network to describe the concept
behind L2TP. The difference between the terms is:

— L2TP is the technology.
— VPDN is the concept.

Cisco I0S also supports the Layer 2 Forwarding (L2F) protocol, which is similar to
L2TP

10.6.1 Cisco router configuration overview
To understand the source and destination IP addresses in the access lists, it is
important to know when PAT is applied to an IP datagram:

* PAT is used between the corporate network and the Internet.
* PAT is used between the branch offices and the Internet.
* PAT is not used between the corporate and branch office networks.
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10.6.1.1 Packet flow between a branch office and the Internet

Figure 192 shows how packets flows through the router for all traffic between the
branch office networks and the Internet. Note that this traffic is always initiated by
the branch office network. The CBAC, part of the Cisco Secure IS, creates
dynamic openings in the appropriate access lists to permit responses to these
connections. There is no need to explicitly configure the permit rules that allow
the responses.

Request from a branch office network

TokenRing 0,
internal network

ti crypto map
routing E internet-map

virtual-template 1, TokenRing 1, Internet
L2TP tunnel L2TP
endpoint

filter_from_inet

filter_from_branch Ee N a -
0</80<!l¢9 °

inside NAT

_F_—— e e e e SN e e e m———

: Checks that the packet arrived :
y  through an inside nat interface and \
| that it matches the nat access list |
| before doing the translation. h

iaiieieteieiieinteieiieinteleiuie i ;a———»e -

P m - 1 outside
NAT table : If NAT translates the :— -=-1 inspect m
- - - - packet, the outside NATt
9 : NATtable is updated. : :
____________ !

- - T - === = - === 1

i Modifies the access-list +———

: to allow responses.

Reply from the Internet LTI T L |

TtokenRing O,
internal network

TokenRing 1, Internet

[
T
[
1
routing !
|
(14 - D - -
1
1
1
1
1

crypto map
internet-map E

virtual-template 1,
12tp tunnel endpoint

outside filter_from_inet

94

D =+
L0/

|

1 Checks the NAT table and

NAT table - - does the reverse translation
1 if the packet matches

e e e e e e — =

Figure 192. Packet flow between the branch offices and the Internet
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The process shown in Figure 192 is explained here:

1.
2.
3.

Access list filter_from_inet permits the IPSec packet.
IPSec decrypts the packet.

The decrypted packet is checked a second time against the packet filter
access list. It is now a UDP packet to port 1701 on the router.

Because of its destination address and port, the packet is sent to the L2TP
process. The original packet is de-encapsulated from the L2TP packet. The
original packet is sent to the virtual interface, and the L2TP packet is
discarded.
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Important: This is a brand new packet. The new packet arrived through the virtual
interface, not through TokenRing 1.

5. The packet filter on the virtual interface permits the packet.

6. The packet is routed by the normal routing mechanism, which decides that the
packet should be sent out on TokenRing 1.

7. The outside NAT on TokenRing 1 checks that the packet matches the NAT
access list and that it arrived through an inside NAT interface. If both are true,
the packet is translated and the NAT table is updated.

8. The outside inspect determines which packet filters will check replies to this
packet. These access lists are modified to permit the replies.

The packet is now sent to the Internet where a Web server replies:

9. The access list filter_from_inet permits the reply packet because CBAC added
the dynamic permit statement.

10.The outside NAT checks the state table, finds the connection there, and
translates the global addresses to local.

11.The routing sends the packet to the virtual interface.
12.The virtual interface transmits the packet by giving it to the L2TP process.

13.The L2TP process creates a new L2TP packet and discards the old reply
packet. The new packet is a UDP packet from the router to port 1701 on
AS14’s public address. Normal routing processes the L2TP packet.

14.The routing process decides to send the packet on TokenRing 1.

15.The UDP packet matches the crypto map, is encrypted, and sent to AS14.
10.6.1.2 Packet flow between a branch office and the corporate network

Figure 193 on page 248 shows how packets flow through the router for all traffic
between the branch office and corporate networks.
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Packets from a branch office

Corporate virtual-template 1, TokenRing 1, Internet Brgnch
network TokenRing 0, routing 12tp tunnel endpoint L2TP office
internal network E ?r:{e‘jr‘rg)erri%p filter_from _inet network
L -
filter_from _branch E 9 0
.~
- 0~ —0-~1-0 o
Packets from the corporate network
Corporate TokenRing 0, virtual-template 1, TokenRing 1, Internet Branch
network internal network routing L2TP tunnel endpoint L2TP office

E crypto map network

filter_from_trusted internet-map

- - -0 —» B|
g @ o @

0/ T-@ >

Figure 193. Packet flow between a branch office and the corporate network

The process shown in Figure 193 is explained here:

1. The IPSec packet is received on TokenRing 1 and packet filter filter_from_inet
permits it.

2. IPSec decrypts the packet.

3. The decrypted packet is checked a second time against the packet filter
access list. It is now a UDP packet to port 1701 on the router.

4. Because of its destination address and port, the packet is sent to the L2TP
process. The original packet is de-encapsulated from the L2TP packet. The
original packet is sent to the virtual interface, and the L2TP packet is
discarded.

Important: This is a brand new packet. The new packet arrived through the virtual
interface, not through TokenRing 1.

5. The packet filter on the virtual interface permits the packet.

6. The packet is routed by the normal routing mechanism, which decides that the
packet should be sent out on TokenRing 0.

The packet is now sent to the internal network where the server replies:
7. Packet filter filter_from_trusted permits the response.
8. Routing decides that the packet should be sent on the virtual interface.
9. The virtual interface transmits the packet by giving it to the L2TP process.

10.The L2TP process creates a new L2TP packet and discards the old reply
packet. The new packet is a UDP packet from the router to port 1701 on
AS14’s public address. It is given to the routing process.
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11.The routing decides to send the packet on TokenRing 1.

12.The UDP packet matches the crypto map, is encrypted, and sent to AS14.

10.6.1.3 Packet flow between the corporate network and the Internet
Figure 194 shows how packets flows through the router for all traffic between the
corporate network and the Internet. Note that this traffic is always initiated by the
corporate network. The CBAC function of the Cisco Secure IS dynamically
creates temporary openings in the appropriate access lists to permit responses to
these connections. There is no need to explicitly configure the permit rules that
allow the responses.

Requests to the Internet

i i Internet
Corporate toktenn{:g 0, internal outin TokenRing 1, erne
network networ uting Internet
filter_from_trusted outside NAT outside inspect
-~ O — 0 ™0 -
- - - -
! Checks that the packet --H-- i
] _, arrived through an inside \ z !
inside NAT 1 NAT interface and that it ' Z |
I matches the nat access-list : Pttty f |
: before doing the translation. 1 1 [If nat translates the | !
n o + 1 packet the NAT ! —— e ,
/: table is updated. : : Modifies the access-list
nattable @ ------------- 1 toallow responses. !
1
Lo--- _| _________
1
1
1
1
Replies from the Internet .
1
1
Corporate tokenring 0 tokenring 1, Internet | Internet
network internal network routing v
outside NAT
- 0 —« O—=—0 =

il
Tttt T T T T T TN filter_from_inet
Checks the NAT

1
! 1
| table and does the ,

4k ~ reverse translation if |
! 1
1

NAT table

the packet matches

Figure 194. Packet flow between the corporate network and the Internet

The process shown in Figure 194 is explained here:

1.
2.
3.

The access list filter_from_trusted permits the request.
Routing decides that the packet should be sent on TokenRing 1.

The outside NAT on TokenRing 1 checks that the packet matches the NAT
access list and that it arrived on an inside NAT interface. If both are true, the
packet is translated. If there was no NAT state for the connection, the NAT
table is updated.

The outside inspect determines which packet filters will check replies to this
packet. These access lists are modified to permit the replies.

The packet is now sent to the Internet where a Web server replies.

The access list filter_from_inet permits the reply packet because CBAC added
the dynamic permit statement.
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6. The outside NAT checks the state table, finds the connection there, and

translates the global addresses to local.

7. Routing decides that the packet should be sent on TokenRing 0.

10.6.2 Completing the planning worksheet for L2TP and IPSec

Complete the Cisco router planning worksheets as shown in Table 24 through
Table 34 on page 253. The planning worksheets allow you to gather all the
configuration data before the actual implementation. We completed these
planning worksheets from the perspective of the Cisco router in this scenario.

Table 24. Cisco router configuration - ISAKMP policy

Information you need to create your VPN

Scenario answers

Protection suit priority

Hash
- md5
- sha

MD5

Which authentication method of remote peer:
- pre-shared key

- rsa encryption

- rsa signature

pre-shared key

Which encryption to use

DES

Which Diffie-Hellman group to use (1-2)

Table 25. Cisco router configuration - ISAKMP pre-shared keys

Information you need to create your VPN

Scenario answers

Key riley2fun
Identification type IP address
- address

- hostname

Remote peer IP address

208.222.151.14

Remote peer hostname

N/A

Table 26. Cisco router configuration - IPSec transform set

Information you need to create your VPN

Scenario answers

Transform-set name

branch-office

ESP encryption transform:
- esp-null

- esp-des

- none

ESP-DES

ESP authentication transform:
- esp-sha-hmac

- esp-md5-hmac

- none

ESP-MD5-HMAC
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Information you need to create your VPN

Scenario answers

AH Transform:

- ah-md5-hmac
- ah-sha-hmac

- comp-lzs

- none

none

Mode:
- transport
- tunnel

transport

Table 27. Cisco router configuration - IPSec key lifetime

Information you need to create your VPN

Scenario answers

Type of lifetime: seconds
- seconds

- kilobytes

Lifetime in seconds 3600
Lifetime in kilobytes N/A

Table 28. Cisco router configuration - Crypto map

Information you need to create your VPN

Scenario answers

Map name

internet-map

Sequence in map

1

Encryption type: ipsec-isakmp
- cisco (default)

- ipsec-manual

- ipsec-isakmp

Enable dynamic support no

Remote peer (IP address or hostname)

208.222.151.14

Transform sets

branch-office

Access list to decide what should be encrypted

ipsec-to-as14

Diffie-Hellman Perfect Forwarding Secrecy

no

Table 29. Cisco router configuration - IPSec access list

Information you need to create your VPN

Scenario answers

Name of access list

ipsec-to-as14

Local IP address

208.222.151.100

Remote IP address

208.222.151.14

Services

L2TP (UDP port 1701)
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Table 30. Cisco router configuration - vpdn group

Information your need to create your VPN

Scenario answers

Group name

12tp-to-as14

Group type:

- accept-dialin

- accept-dialout
- request-dialin
- request-dialout

accept-dialin

Protocol

L2TP

Virtual-template

1

Tunnel authentication

yes

Terminate-from hostname

as14-public.branch1.itsor

och.ibm.com
12tp tunnel password encryption level (0-7) 0
12tp tunnel password password

Table 31. Cisco router configuration - Internet interface

Information you need to create your VPN

Scenario answers

Interface name

TokenRing1

IP address

208.222.151.100

Crypto map

internet-map

Table 32. Cisco router configuration - Virtual template interface

Information you need to create your VPN

Scenario answers

Interface number

1

IP address: TokenRing0
- Dotted decimal IP address

- Name other interface

PPP authentication: CHAP

- pap
- chap
- none

Remote peer IP address:
- Address pool name
- Accept-address

accept-address

Idle timeout

0 (disabled)
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Note:/n this book, we only describe local authentication for the Cisco router. Using
TACACS+ or Radius authentication, if available, is recommended.

Table 33. Cisco router configuration - Routing table

Information you need to create your VPN Scenario answers
Branch office network address 10.160.101.0
Branch office netmask 255.255.255.0
Branch office gateway 10.160.101.1

Table 34. Cisco router configuration - User profile

Information you need to create your VPN Scenario answers
User profile name marcela
User profile password encryption (0-7) 0
User profile password marcela

10.6.3 Base configuration file

We suggest that you keep all parts of the configuration in a separate file, that way
it will be easier for you to keep up-to-date documentation, track changes, explain
them to others, and, in other ways, manage them. These files list the same
commands that you would type at the IOS command line.

Figure 195 on page 254 shows the base configuration file for the router. Note that
a deny-all access list is used as packet filter on the router’s Internet interface.
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The base configuration
file is the first file we
load on the router. It
configures IP addresses,
routing, users, and host
security for the router
itself. Note that while
this sample file works,
you should also encrypt
your passwords, disable
more services, and in
other ways modify it to
suit your operational
requirements.

PPP authentication
using the local user
database.

Note that no IP traffic is
permitted through the
Internet interface while
configuring the router.
When filter_from_inet
is applied, deny_all is
removed automatically.

version 12.0

service timestamps debug uptime
service timestamps log uptime
no service password-encryption
no ip http server

|

hostname itsocisco3
|
! Create the local user database and configure ppp to use it for authentication
aaa new-model
aaa authentication login default local
aaa authentication ppp default local
sername marcela password 0 marcela
|

ip subnet-zero
|

interface Serial0

no ip address

no ip directed-broadcast
shutdown

|

interface Seriall

no ip address

no ip directed-broadcast

shutdown

|

interface TokenRing0

ip address 10.160.100.1 255.255.255.0
no ip directed-broadcast

ring-speed 16

|

interface TokenRingl

ip address 208.222.151.100 255.255.255.128
—=> no ip directed-broadcast

ring-speed 16

ip access-group deny-all in

|

ip classless
ip route 0.0.0.0 0.0.0.0 208.222.151.1
|

ip access-list extended deny-all
deny ip any any
|

line con 0

transport input none
line aux 0

line vty 0 4

|

end

Figure 195. Base configuration file for the Cisco router

Note: [j corresponds to the [j block in Figure 192 on page 246, Figure 193 on
page 248, and Figure 194 on page 249.

10.6.4 Configuring L2TP

254

Figure 196 shows the file used to configure the VPDN, L2TP, on the router. Note
that AS14 will claim a specific IP address, 10.160.101.1, for the tunnel. You could
configure the router to give AS14 a static IP address instead, which might give
you a simpler configuration. In that case, you must also change the local address
in the L2TP initiator profile on AS14 to “dynamically assign”.
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Tell the router that
the branch-office
subnet is behind
AS14.

! VPDN and L2TP configuration file

! Configure the host table with the remote peers, if you have a DNS server you could

! use that instead.
ip host asl4-public.branchl.itsoroch.ibm.com 208.222.151.14

! Enable vpdn on the router
vpdn enable

! This vpdn-group defines an L2TP tumnel to AS14
vpdn-group 12tp-fram-asl4
accept-dialin
protocol 12tp
virtual -template 1
terminate-fram hostname asl4-public.branchl.itsoroch.ibm.cam
12tp tunnel password 0 password

! This is a template interface. When the L2TP tumnel is established a virtual interface
! will be created with these values. Note that a template interface can be used for
! several tunnels, one virtual interface will be created for each tumnel.

interface virtual-template 1

! Don’t use a separate ip address for this interface; tell the remote peer that we have
! tokenring 0’s ip address.

ip unnumbered tokenring 0

no ip directed-broadcast

ppp authentication chap
! Accept amy IP address the remote peer claims. If you use radius+ you could

! configure a static ip address on a per user basis and use one user for each branch

! office.
PPp ipcp accept-address
ppp timeout idle 0
| Because we know what ip address AS14 will use we can add a static route to the branch

! office network with AS14 as next hop.
ip route 10.160.101.0 255.255.255.0 10.160.101.1

end

Figure 196. VPDN or L2TP configuration file for the Cisco router

Note: [§, ] and [j correspond to the [§, i and [§ blocks in Figure 192 on page 246
and Figure 193 on page 248.

10.6.5 Configuring IPSec and IKE

Figure 197 on page 256 shows the file used to configure IPSec and IKE on the

router. The IKE policies are global and the security-association lifetime can either
be set for all policies or individually. The IPSec crypto-maps are applied on a per

interface base.
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! Configure the isakmp, or IKE, policies.
crypto isakmp policy 1

hash mds

authentication pre-share

lifetime 7200

crypto isakmp key riley2fun address 208.222.151.14

! Set the default lifetime for all isakmp security-associations.
crypto ipsec security-association lifetime seconds 3600

! Configure the IPSec transform-set. It defines the encryption and/or
| authentication algorithms for the data (phase 2). It also sets

! tunnel or transport mode.

crypto ipsec transform-set branch-office esp-des esp-md5-hmac

mode transport

! The crypto map determines how traffic will be encrypted on the interfaces to which it is
! applied. It points to one or several transform sets and an access-list that

! determines which packets will be encrypted.

crypto map internmet-map 1 ipsec-isakmp

set peer 208.222.151.14

set transform-set branch-office

match address ipsec-to-asl4

! Apply the crypto map to the Internet-side interface
interface tokenring 1
crypto map internet-map

! This access-list decides which packets will be encrypted, here we
! want everything to AS14's Internet interface

ip access-list extended ipsec-to-asl4

permit ip host 208.222.151.100 host 208.222.151.14

end

Figure 197. IPSec and IKE configuration file for the Cisco router

Note: [J corresponds to the [J block in Figure 192 on page 246 and Figure 193 on
page 248.

10.6.6 Access list on the virtual interface: filter_from_branch
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Figure 198 shows the file used to configure the packet filter on the router’s
virtual-template interface. A virtual-template interface is used to create a virtual
interface for every L2TP tunnel. The vpdn-group configuration (see Figure 196 on
page 255) determines the virtual-template interface that is used.
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We need to remove the access before creating it, otherwise the new rules are
added to the end of the old access list--usually that is NOT be what you want.
If you remove the access list from the interface everything will be allowed,
this will only be for a few seconds, so the risk is small. But why take a
chance that you don't need to? To ensure that no cne can send traffic through
the interface during this time we apply an access list that denies all traffic
before we delete the old access-list.

interface virtual-template 1

ip access-group deny-all in

|

no ip access-list extended filter from branch

! Now define the access-list again.
ip access-list extended filter fram branch

! First configure what to allow from branch offices to the router itself.

You need to allow the AS/400 system to ping the router, otherwise the AS/400's
dead gateway detection might end up marking the route 'nmot available'. It
would then stop trying to send data through that router. As it has no other
route, it would stop cammmicating altogether. And that would not be what you
want. See 0S/400 TCP/IP Configuration and Reference V4R4, SC41-5420-03,
section 3.6.2 for details.
permit icmp 10.160.101.1 0.0.0.0 host 10.160.100.1 echo

! Also permit some ICMP replies and errors to the router. See

! 1.2.2, “Internet Control Message Protocol (ICMP) security characteristics” on page 10
for why this is sometimes

! needed and a discussion of the security impact.

permit icmp any host 10.160.100.1 echo-reply

permit icmp any host 10.160.100.1 source-gquench

permit icmp any host 10.160.100.1 time-exceeded

permit icmp any host 10.160.100.1 parameter-problem

permit icmp any host 10.160.100.1 unreachable

! Deny everything else to the router.
deny ip any host 208.222.151.100
deny ip any host 10.160.100.1

! Allow everything to the internal network and the other branch offices.
permit ip 10.160.0.0 0.0.255.255 10.160.0.0 0.0.255.255

! Finally configure what to allow to the Intermet.

! Allow ping to the Internet, this does not make it possible to ping fram the Internet.
permit icmp 10.160.0.0 0.0.255.255 any echo

! http and https requests from the proxy server in gateway AS/400 systems. Note that you !
don't allow web browsing fram the PC clients directly, they have to go through the

! proxy.

permit tcp host 10.160.101.1 gt 1023 any eq www

permit tcp host 10.160.101.1 gt 1023 any eq 443

! Finished defining the access list.
! Attach the access list to the interface.
interface virtual-template 1

ip access-group filter fram branch in

end

Figure 198. Access list on the router’s virtual interface which is the endpoint of the L2TP tunnel

Note: [ corresponds to the [ block in Figure 192 on page 246 and Figure 193 on
page 248.

10.6.7 Access list on the Internet interface: filter_from_inet

Figure 199 on page 258 shows the file used to configure the packet filter on the
router’s Internet interface, TokenRing 1. Note that the temporary permit entries to
allow the return traffic to connections from the internal network will be
dynamically added by CBAC at the top of the access list.
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CBAC adds temporary
openings to allow
responses to connections
permitted by
filter_from_branch and
filter_from _trusted.

Permit IKE, ESP and
UDP 1701 (L2TP).

Allow the ISP’s mail
relay to forward mail to
AS05 SMTP server.

~

—— ! Permit ISAKMP, or IKE, key negotiation with AS14

We need to remove the access before creating it, otherwise we would just add
to the end of the old access list--usually that would NOT be what you want.

If you remove the access list from the interface everything will be allowed,
this will only be for a few seconds, so the risk would be small. But why take
a chance that you don’t need to? To ensure that no cne can send traffic through
the interface during this time we apply an access list that denies all traffic
before we delete the old access-list.

interface tokenring 1
ip access-group deny-all in
|

no ip access-list extended filter from inet

! Now define the access-list again.
ip access-list extended filter fram inet

! CBAC will add dynamic entries here.

permit udp host 208.222.151.14 eq 500 host 208.222.151.100 eq 500

! The IPSec packets will be inspected both before and after decryption, so we must
! allow both esp (IPSec packets) and UDP port 1701 (L2TP packets).

permit esp host 208.222.151.14 host 208.222.151.100

permit udp host 208.222.151.14 eq 1701 host 208.222.151.100 eq 1701

! Permit some ICMP to our public IP addresses, see 1.2.2, “Internet Control Message
Protocol (ICMP) security characteristics” on page 10

! for a discussion of the security impact of this and the problems it solves.
permit icmp any 208.222.151.96 0.0.0.7 echo-reply

permit icmp any 208.222.151.96 0.0.0.7 source-quench

permit icmp any 208.222.151.96 0.0.0.7 time-exceeded
permit icmp any 208.222.151.96 0.0.0.7 parameter-problem
permit icmp any 208.222.151.96 0.0.0.7 unreachable

! and we log everything else
deny icmp any any log

! Block everything else to the router itself
deny ip any host 208.222.151.100
deny ip any host 10.160.100.1

—==! Allow smtp fram the ISP's mail relays to AS05’s static PAT address.

permit tcp host 208.222.151.1 gt 1023 host 208.222.151.101 eq smtp
! Finished defining the access-list, everything else will be blocked by default.

! attach the access-list to the interface.
interface tokenring 1

ip access-group filter fram inet in
!

end

Figure 199. Access list on the router’s Internet-side interface - filter_from_inet

Note: [] corresponds to the [} block in Figure 192 on page 246, Figure 193 on

page 248, and Figure 194 on page 249.

10.6.8 Access list on the internal interface: filter_from_trusted

Figure 200 shows the file used to configure the packet filter on the router’s
corporate network interface, TokenRing 0.

258  AS/400 Internet Security Scenarios: A Practical Approach



We need to remove the access before creating it, otherwise the new rules are
added to the end of the old access list--usually that is NOT be what you want.
If you remove the access list from the interface everything will be allowed,
this will only be for a few seconds, so the risk is small. But why take a
chance that you don’t need to? To ensure that no cne can send traffic through
the interface during this time we apply an access list that denies all traffic
before we delete the old access-list.

E interface tokenring 0
ip access-group deny-all in
1

no ip access-list extended filter fram trusted

! define the access-list again.
ip access-list extended filter fram trusted

first what to allow to the router itself

You need to allow the ASO05 to ping the router, otherwise the AS/400's

dead gateway detection might end up marking the route 'nmot available'. It
would then stop trying to send data through that router. As it has no other
route, it would stop cammmicating altogether. And that would not be what you
want. See 0S/400 TCP/IP Configuration and Reference V4R4, SC41-5420-03,
section 3.6.2 for details.
permit icmp host 10.160.100.5 host 10.160.100.1 echo

! There should be no other access to the router.
deny ip any host 208.222.151.100
deny ip any host 10.160.100.1

! Permit everything to the branch offices

permit ip 10.160.100.0 0.0.0.255 10.160.101.0 0.0.0.255
permit ip 10.160.100.0 0.0.0.255 10.160.102.0 0.0.0.255
permit ip 10.160.100.0 0.0.0.255 10.160.103.0 0.0.0.255

o o

! What to permit to the Internmet.

! HTTP, HTTPS, and ping

permit tcp 10.160.100.0 .255 gt 1023 any eq www
permit tcp 10.160.100.0 .255 gt 1023 any eq 443
permit icmp 10.160.100.0 0.0.0.255 any echo

o o
o o

.0.
.0.
! DNS queries fram ASO5 to the ISP's DNS server

permit udp host 10.160.100.5 eq 53 host 208.222.150.1 eq 53

! SMTP mail from ASO5 to the ISP's mail relays.
permit tcp host 10.160.100.5 gt 1023 host 208.222.151.1 eq smtp

! SMIP mail from the ISP's mail relays to AS05.
permit tcp host 10.160.100.5 eq smtp host 208.222.151.1 gt 1023

! Finished defining the access-list
! Attach the access-list to the interface.
interface tokenring 0

ip access-group filter from trusted in
|

end

Figure 200. Access list on the router’s Internet-side interface - filter_from_trusted

Note: [l corresponds to the il block in Figure 194 on page 249.

10.6.9 Configuring Context Based Access Control

Figure 201 on page 260 shows the file used to configure CBAC. Note that the
CBAC configuration consists mainly of defining various timeouts and thresholds.
The values used in this example are only to illustrate CBAC configuration. You
should select other values based on your environment. The most important
feature of CBAC is that it inspects the outbound traffic permitted on the routers
Internet interface and creates temporary openings in the access lists used as
packet filters to allow responses.
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! First configure the time-outs for CBAC.

! When the router sees 500 incomplete tcp connection attempts it will

! start to delete half-open comnections until there is no more than 500
! half open connections.

ip inspect max-incamplete high 500

ip inspect max-incomplete low 400

! When the router sees 500 incamplete tcp connection attempts during
! one minute, it will start to delete half-open connections until the
! rate drops below 400.

ip inspect one-minute high 500

ip inspect one-minute low 400

The router will wait for five seconds after the first packet with the

FIN flag (the FIN flag is used to end a TCP connection, when both sides
has sent a FIN to each other the connection is deleted) is seen for a
comnection. If the second (and last) FIN packet has not been seen after
those five seconds the comnection is deleted by the router (the router will
send the missing FIN packet itself). This protects from dead (FIN wait 2)
comnections taking resources indefinitely.

ip inspect tcp finwait-time 5

! Comnections that are idle for 3600 seconds, one hour, will be deleted.
ip inspect tcp idle-time 3600

! If a certain host has 50 incomplete connection attempts it will be blocked
! from making more comnection attempts for one minute.
ip inspect tcp max-incomplete host 50 block-time 60

! The router will wait for 30 seconds after the first comnection attempt, if
! the connection is not open by that time it will be deleted.
ip inspect tcp synwait-time 30

Now configure the inspection rules. All UDP and tcp packets packets that
are sent on the internet side interface will be inspected. CBAC will add
permit statements to the top of all access-lists that will filter the
return traffic.

ip inspect name to_intermet tcp

ip inspect name to_intermet udp

! And then we attach the inspection to the external interface.
m interface tokenring 1
ip inspect to intermet out

end

Figure 201. Configuration file for Context Based Access Control on the Cisco router

Note: [l corresponds to the [l block in Figure 192 on page 246 and Figure 194 on
page 249.

%% In this scenario, we inspect the outbound traffic on the external interface instead
of inspecting inbound traffic on the internal interfaces. The reason is that inspecting
traffic on TokenRing 0 results in the unnecessary inspection of traffic between the
corporate subnet and the branch offices. Inspecting traffic on the virtual interface
results in the unnecessary inspection of traffic between branch offices and between
branch office and corporate.

10.6.10 Configuring Port Address Translation

Figure 202 on page 261 shows the configuration file for PAT, which is used to
translate the IP addresses and ports of the clients on the corporate and branch
office networks to globally routable IP addresses from the PAT pool. Note that
there is one static PAT entry in the end of the file which allows incoming SMTP
mail from the ISP’s mail relays to AS05. The timeouts used in this example are for
illustration purposes only. You should modify them to suit your environment.
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! First disable PAT and delete the old configuration

interface tokenring 1
no ip nat outside

interface tokenring 0

no ip nat inside

interface virtual-template 1

no ip nat inside

! Remove the address pool and the PAT itself.

no ip nat inside source list pat-list pool pat-pool overload
no ip nat pool pat-pool

! An access list is used to decide what to translate, we need to define that.

! Remove the old access list, otherwise we would just add entries to the end
! of any previous list with the same name.
no ip access-list extended pat-list

! Create the access-list again. Packet filtering is done before PAT, only packets
! permitted by the packet filter will be checked against this access-list which can
! be made very short.

ip access-list extended pat-list
permit ip 10.160.100.0 0.0.0.255 any
permit ip 10.160.101.1 0.0.0.0 any
permit ip 10.160.102.1 0.0.0.0 any
permit ip 10.160.103.1 0.0.0.0 any

! now define our time-outs, seconds

ip nat translation timeout 600

ip nat translation tcp-timeout 600

ip nat translation udp-timeout 600
ip nat translation finrst-timeout 600
ip nat translation syn-timeout 600
ip nat translation dns-timeout 600
ip nat translation icmp-timeout 600

! configure which interfaces are on the inside and which are on the outside.

E interface tokenring 0
ip nat inside

m interface virtual-template 1
ip nat inside

E interface tokenring 1

ip nat outside

! Create the address pool and the pat as inside.
ip nat pool pat-pool 208.222.151.97 208.222.151.99 prefix-length 29
ip nat inside source list pat-list pool pat-pool overload

! Configure static pat so ASO5 can receive SMIP mail.
ip nat inside source static tcp 10.160.100.5 25 208.222.151.101 25

end

Figure 202. Configuration file for Port Address Translation on the Cisco router

Note: i, [§, and [§ correspond to the [i, {§, and [§ blocks in Figure 192 on page 246
and Figure 194 on page 249.

10.7 Starting the VPN

This section describes how you activate the VPN between AS14 and the Cisco
router. In the configuration files for the Cisco router, it was set up to wait for AS14
to contact it. No further action should be required there if everything is correctly
configured.
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10.7.1 Activating the filter rules on AS14

To activate the filter rules on AS14, perform the following steps:

1. Start Operations Navigator.

Expand Network.
Click IP Security.

o k> 0D

Select the system AS14, and sign on as required.

Right-click IP Packet Security, and select Configuration from the menu.

After opening your filter file, you see a window like the one in Figure 203.

You can select File->Activate

T8 IP Packet Security - As14

File Edit “iew Help

or click the Activate button on _ﬁ &l @l

the tool bar.

File Mame: /GIEM/MetSecuntyREB /Scenariod.idp

1P Packet Security: Includes

-G IP Packet Security
@ All Security Rules
----- > Defined Addresses
~ffts Filter Irterfaces

----- g% Filters

----- T Services

(-« Address Translation
SR |icludes:
: F# /NIBMMNetSecuriyRB /S ervices.i3p

File M ame | Descri
# /IBMMNetSecurityRB/Services.i3p
# /IBMMNetSecurityRB/bddress.i3p

# /IBM/NetSecurityRB/IPFilters.i3p

2l | |

Figure 203. Activating the filters file

10.7.2 Starting the L2TP initiator profile on AS14
To activate the L2TP initiator profile on AS14, perform the following steps:

262

1. Start Operations Navigator.

o k> 0D

Select the system AS14, and sign on as required.
Expand Network->Point-to-Point.

Click on Connection Profiles.

initiator profile” on page 239.

6. Right-click that profile, and select Start.

Find the L2TP initiator profile that you created in 10.4.3, “Configuring the L2TP

Starting the L2TP initiator profile starts the L2TP tunnel and the VPN connection
AS14Cisco automatically. After starting the L2TP initiator profile, you should see
the profile go from a status of Establishing L2TP tunnelto Active connections, as

shown in Figure 204.
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3 AS 7400 Dperations Mavigator

File Edit “iew Options Help

%lbl .l@l Xll @ll °| 1 minutes old
| Environment: My A5 /400 Connections | Aszl4: Connection Profiles
-l As12 | [ Prafile | Protecel | Status | Cannection ype |
=B As14 Sgliald2s  PPP Inactive Virtual ine [L2TP) - termi..
% Basic Operations “arVoltunppp FFP Inactive irtual line [L2TP] - termi...
£g Job Management _ “arpnterm FFF Inactive Yirtual line [L2TP) - termi...
gﬁ Configuration and Service “gL2ptocsco PPP Active connections. Wirtual line [L2TP] - initiator

%% Connection Profiles

Fratocols LI 4| |

a2

Faor Help, press F1

Figure 204. L2TP initiator profile - Active connections

You can see the active tunnel by performing the following steps:
Start Operations Navigator.

Select the system AS14, and sign on as required.

Expand Network.

Click IP Security.

Right-click Virtual Private Networking, and select Configuration.

o o > w0 bhd =

Select View from the pull-down menu, and select View Active Connections.
You should see a window similar to the one in Figure 205. The window shown
here has been customized to show additional columns. You can customize
your Active Connections window by selecting View->Preferences and adding
the desired columns.

“1" Active Connections - As14 M= E3
File  VWiew  Connection Help

|
MName Status |Local Diata Addresses| Local Data Port | Remote Data Addresses| Remote Data Ponl
AS14Ciscolt Running 208.222.151.14 1701 208.222.151.100 1701

4 | i

Figure 205. Active Connections - AS14

10.8 Configuring the applications on AS05

To complete the scenario, you need to configure the DNS server and the mail
server at the corporate AS/400 system.

10.8.1 Configuring DNS server on AS05
The DNS server on AS05 has the following characteristics:

* It is the primary DNS server for the corporate domain (itsoroch.ibm.com).

* It is the primary DNS server for the branch offices domains
(branch1.itsoroch.ibm.com, branch2.itsoroch.ibm.com, etc.). All DNS
administration is managed at the central site.

* |t forwards off-site queries for Internet domains to the ISP’s DNS.

Chapter 10. Branch office VPN gateway to corporate office 263



Refer to 6.5, “Configuring DNS” on page 108, for details on how to configure the
DNS server on AS05.

il DNS Server Configuration - As05

File “iew Help

Blo) A o

Modified Configuration

Eﬁ DS Server - Az05
=45 Primary Domains
S5 0.0.127.in-addr.arpa,

Contents of DMS Server - 4305
Host Mame

| IP Address

;,é 3514 branchl.itzorach.ibm. com.
;,é pel.branch.itzoroch.ibm. com.

101601011
10160.101.2

S5} 100.160.10.in-addr. arpa.
=) 101.160.10.in-addr. arpa.

ASO5 has the branch S5} 151.222 208 in-addr. apa.

office as well as the
corporate office as its
primary domains.

S5} itsorach.ibm. com,
Secondary Domains

Figure 206. DNS Server Configuration on AS05

The DNS Server on AS05 (Figure 206) is configured to only respond to requests

from its branch offices. It will forward the queries that it cannot answer to the
ISP’s DNS.

10.8.2 Configuring the Domino server on AS05

Refer to 7.3, “Configuring Domino for AS/400” on page 142, for details on
configuring the first Lotus Domino server in your domain.

10.9 Configuring the applications on AS14

To complete the scenario, you need to configure the proxy server, the DNS
server, and the mail server at the branch office AS/400 system.

10.9.1 Configuring the proxy server on AS14

The users at the branch office use the HTTP server running on AS14 as a proxy

caching server. The cache will improve performance when the requested page is
stored in the local cache.

(=
Note:/n this scenario, the proxy server must be bound to the internal address of the
AS/400 system at the branch office (10.160.101.1).

See 6.6.2, “Configuring IBM HTTP Server for AS/400 as a proxy server’ on page
111, for details on how to configure AS14 as an HTTP proxy server.

10.9.2 Configuring the DNS server on AS14

The DNS Server on AS14 is configured as a secondary server for both the
corporate (itsoroch.ibm.com) and branch office (branch1.itsoroch.ibm.com)
domains as shown in Figure 207. This DNS configuration allows the central site to
administer the servers, while the zone transfers automatically update the local
DNS database at the remote branch.
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il DNS Server Canfiguration - As14 The DNS Server is configured as a
File “iew Help
secondary server for both the

EI@I il branchl.itsoroch.ibm.com and
Current Configuration Contents of DMS Server - As14 itsoroch.ibm.com domains.
Eﬁ DMS Server - As14 Q‘IDD.‘IBD.‘ID.in-addr.arpa
: % PFrimary Domains g‘lﬂ‘l.‘lﬁﬂ.‘lﬂ.in-addr.arpa

f % Secondary Domains §151.222.1D.in-addr.arpa
@ branchi.itzorach.ibm. com
@ itzoroch.ibm. com

I | |
| Y

Figure 207. DNS Server Configuration - AS14

The DNS server on AS14 forwards off-site queries to the corporate DNS. To
configure forwarders, right-click the DNS Server - AS14 icon, and select
Properties. From there, click the Forwarders tab. You see a display like the one
in Figure 208.

DHS Server Properties - As14 EHE
Sort List I Unreliable Mame Servers | Limitz I Additional Directives I
General I Fioot Servers Fonwarders | Security I Options

Fonwarder 1P addresses:

Specify the IP addressof the ______ ~ Raveg1m0s Add |
DNS in the corporate

Eemaye
network as a Forwarder. —l

Movellp |
e e [ v |

¥ Contact only forwarders for off-site queries

QK I Cancel Help

Figure 208. DNS server Properties - Forwarders configuration

(=>
Note:All communication between the branch office and the corporate office DNS
servers must take place using the internal network IP addresses (10.160.*.”).

Specify the internal IP address of the corporate DNS server when configuring
AS14 as a secondary DNS as shown in Figure 209 on page 266. The zone
transfer must take place over the VPN tunnel.
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Mew Secondary Domain - Secondary Domains EHE
General |
A zecondary server loads its data over the netwaork from

another primary or secondary server called a master server.

Fully qualified domain name:

Iitsoroch.ibm.com.
. . Master server |P addresses:
Specify the internal IP address of the master [
) =~ 60,100, ) Add
DNS server at the corporate office.

Remove |

¥ Save copies of master server data

QK Cancel Help

Figure 209. Configuring AS14 as a secondary DNS server

10.9.3 Configuring an additional Domino server on AS14
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Refer to Lotus Domino for AS/400 R5: Implementation, SG24-5592, for details on
adding a Lotus Domino server to an existing Domino domain. When creating the
Domino server on AS14 using the crepoMsvr command, you must specify values
like the ones in Figure 210.

Configure Domino Serwer (CFGDOMEWR )

Type choices, press Enter. This is an

SEFVEr NAME . & v 4 e a e e . s > ‘domsvrildiitsorach’ additional server
in the itsoroch

Option . . . . . . . . . . . . . > #ADD FFIRGT, *ADD, FREMOVE Domino domain.

Data directory . . . . . . . . . flotus/domino/domswrld

TIME ZOHE . . . . . e e .. csT GMT,EST,CST,MST,PST,CET ... :

Daylight savings time . . . . . #'E #¥ES, #MO Spec1fy the

Get Domino Directory from . . . (’domsurmﬁ ) administration
Domino server on
ASO0S. Add this

O name to AS14’s
F3=Exit Fd=Prompt FS=Refresh FlE=Additional parameters Fl2=Cancel
F13=How to use this display F2d=More keys host table or DNS.

Figure 210. Creating the Lotus Domino server on AS14

The host name specified in the Get Domino Directory from parameter must be in
the host table of AS14 or in the DNS that AS14 uses to resolve domain names.

At the administration server, DOMSVRO05 on ASO05, register all domain users.
When you add users to the Domino domain, you can specify on which Domino
server their mail resides. Inbound mail from the Internet is sent to DOMSVRO05.
The address book at the corporate server includes all the company’s registered
users and their local mail server. Domsvr05 forwards the mail to the branch office
server based on the user’s person document, mail server information. If users
move locations, there is no need to change their mail address, only the person
document must be updated.

Figure 211 shows how to configure the person document in the address book at
the administration server.
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1. Select People & Groups. 2. Select People and then Register.

Fy‘ Adminiztration - Domino Adminis}:ator

File Edit “iew Create Aghne Administration  People  Help @ 99 w& "‘ \‘.’)\ @
[&] —r . L
CEA B A oo AR
2 Admiristighsh - administrator
= Regizter Perzon -- Hew Entry 7] x
@ Feople & Groups IDFiIes l Server I Meszaging
Cp Adyanced| ) ( MaiIServer...\D domsvr05itsarach
@ Server. domsvil5 / ﬁ i bl il ‘ \/\Tools
w [ Dorming Directaries 7 o L P ILUtUS Hotes j File C\/\ @ People )
. Q@ itsoroch's Address Book = Mﬂ Mail File and Template Servers { x|
& People I ( Reqister... )
2% Groups MM Server | oK I {2 itsoroch Edit
. Maitn Databases ¥ Re: Mot (emevrl d/itsoroch 2
Setup Prafiles Mot (]‘ Cancel | (@ tzoroch bl
[z Cerificates . T Fename...
]
= Create file now Delkie
Recertify...
I~ Set database quota MB " Create file in background —
Set Intermet Address...
[~ Set warring threshold ME [ Create full text index Validate Intemet Addiess
> % Groups
ther Lddperson | Import Tegt file.. | Migrate people... |

3. Select Advanced. 4. Select Mail. 5. Click Mail server. 6. Enter the server for the user’s mail file.

Figure 211. Configuring a person document for a branch office user

10.9.4 Configuring the DHCP server

By configuring the DHCP server in your AS/400 system, you can automate the
configuration of the internal hosts in your network. Refer to 6.8, “Configuring a
DHCP server” on page 125, for details on configuring the DHCP server on AS14.

10.10 Configuring the PC clients in the branch office intranet

To allow the internal clients to use the services described in this scenario, you
need to configure the TCP/IP, the Lotus Notes client for mail, and the Web
browser on the internal PCs. The configuration that we show is from a PC running
the Windows 95 operating system.

10.10.1 Configuring TCP/IP

Refer to 6.9.1, “Configuring TCP/IP” on page 128, for details on configuring the
TCP/IP stack on your branch office PCs.

10.10.2 Configuring Lotus Notes client

Refer to your Lotus Notes Client Manual for details on installing and configuring
the Lotus Notes Client.

10.10.3 Configuring the Web browser to use the proxy server on AS14

Refer to 6.9.3, “Configuring the Web browser to use the proxy server” on page
130, for details on this configuration.

10.11 Perform verification tests

Perform the tests listed in Table 35 on page 268 to verify that the implementation
satisfies the customer requirements for this scenario. “Yes” entries indicate that
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connection to that application is successful, and “No” indicates it is not. “N/A”
indicates that the service is not available on the destination system.

Table 35. Verification tests

From To PING Lotus Domino HTTP DNS queries
requests

AS14 Cisco Yes N/A N/A N/A
AS14 ASO05 Yes Yes N/A Yes
Cisco AS14 Yes N/A N/A N/A
AS05 AS14 Yes Yes N/A N/A
PC95 AS14 Yes Yes N/A Yes
PC95 AS25B Yes Yes Yes No

10.12 Perform security tests

Perform the tests in Table 36 to verify that the implementation satisfies the
network security policies for this scenario. Once again, the “Yes” entries indicate
that connection to that application is successful, and “No” indicates it is not. “N/A”
indicates that the service is not available on the destination system.

Table 36. Security tests

From To PING Telnet FTP SMTP
AS25B ASO05 No No No Yes
AS25B AS14 No No No No
AS25B PC95 No No No No

10.13 Summary

The Branch Office connected to corporate office scenario shows a reasonably
secure way of giving branch offices access to corporate network resources and
the Internet. By using the configuration in this scenario, internal users will have
access to the primary Internet services such as Web browsing and e-mail. Rather
than having to secure all of your branch offices in addition to the corporate office,
this scenario configuration hides your branch offices behind the corporate office.
This improves security and eases management because you simplify the branch
office security configuration. The security against attacks from the Internet is
provided by the security gateway at the corporate office, the Cisco router in our
scenario. It is acting as the security gateway for all the networks within your
organization. While this scenario needs thorough planning, it provides an efficient
method of connecting your organization’s branch and corporate offices with
reasonable security. You can take advantage of the lower cost and wide reach of
the Internet simulating a private wide area network (WAN) over public links.
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Chapter 11. Network security in an ASP environment

Application Service Providers (ASPs) deliver and manage applications and
computer services from remote data centers to multiple users via the Internet or a
private network. The AS/400 system is a prime platform for an ASP. Remote
users can access both Web-based and other TCP/IP applications such as
traditional AS/400 5250 applications. Refer to the white paper Providing
Application Hosting Services on AS/400, for information on using the AS/400
system to provide hosting services. It is located on the Web at:
http://www.as400.1ibm.com/developer/asp/downloads/asp.pdf

This scenario describes the configuration of a network providing secure access to
an AS/400 system acting as an Application Service Provider (ASP). The network
described allows a central AS/400 system running multiple applications to serve
remote customers with different needs. This scenario is based on using of VPN
tunnels between the ASP location and the customers location. In this scenario,
you can find:

* Configuration examples of an IPSec tunnel between AS/400 systems and
Cisco routers

* Examples of how to use AS/400 host security functions in the ASP site to limit
customer access to applications and data

11.1 Network security in an ASP environment using VPN

© Copyright IBM Corp. 2000

This scenario shows an ASP hosting application services on AS/400 systems.
The ASP and its customers communicate over the Internet public network, but
use VPN to secure the links. The security aspects covered in this scenario are:

* Protection of data as it travels through the Internet
* Restricting users to particular applications
* Logical separation of each customer’s networks

Figure 212 on page 270 shows an overview of this scenario.
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Figure 212. ASP serving three customers using IPSec tunnels over the Internet

11.1.1 Scenario characteristics
This scenario has the following characteristics:

* The ASP provides application services to three customers, custA, custB, and
custC.

* The ASP’s set of applications includes both Web-based and other TCP/IP
servers such as Telnet, FTP, Domino, and so on.

* All customers fully trust the ASP for network security. They don’t object to their
data flowing in the clear in the ASP internal network.

>
Note:/n this scenario, we approach security only from the ASP’s point of view. The
customers are responsible for implementing security in their own network.

e The Cisco router, which is the security gateway to the ASP network, is used as
the first level of defense as follows:

— It is the VPN gateway on the ASP site for the VPN tunnels between the
ASP and the customers locations.

— Access lists in the Cisco router control access from the customers to the
ASP servers and applications.

* AS/400 host and network security features are used as a second line of
defense for the ASP servers and applications.

11.1.2 Scenario advantages
The advantages of this scenario are:

* There is no need for a private lease line between the customer and the ASP’s
network.
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* All traffic between the customer and ASP’s network is protected by a VPN
tunnel.

* A gateway-to-gateway VPN, establishes a secure tunnel between the two
gateway systems. Other hosts at both sides of the tunnel can use it to
communicate securely between the two networks. The hosts using the tunnel
do not need to support VPN functions.

* The VPN tunnels are independent of each other and isolated from one
another. This means that each of the ASP’s customers are denied access to
the other’s networks.

* Access to ASP’s application and hosts is selectively limited to authorized
users.

11.1.3 Scenario risks
The risks associated with this scenario are:

* Availability and performance of the Internet links cannot be guaranteed, which
may negatively impact access from the customers to the ASP’s applications.

* Denial of Service (DoS) attacks to the ASP will severely impact the business
applications and affect all customers that connect to the application server.

e The VPN protocols have a performance cost, which may require upgrading the
communications equipment involved to achieve performance targets.

e Errors in the configuration and distribution of the data and applications among
customers are opportunities for serious security holes.

11.1.4 Scenario requirements
The services required by this scenario are:

e The ASP must provide a VPN server as a gateway to configure VPN tunnels
between the ASP‘s and customer’s networks.

e The ASP must limit access to each application to authorized customers only.

* The DNS in AS05 provides name resolution services for ASP’s host for all
customers.

— Customers with their own internal DNS servers must be configured as
secondary DNS for the ASP domain to receive the ASP host name
resolution information. Therefore, DNS zone transfer must be allowed
between the ASP DNS and specific customers. Customer A has an internal
DNS.

— Customers that do not have an internal DNS server must be able to query
ASO05 DNS directly. For these customers, the ASP will also provide name
resolution for the Internet name space by forwarding off-site queries to the
ISP. Customer B and C do not have internal DNS servers. They query the
DNS server on AS05 directly.

* There are three HTTP server instances bound to specific IP addresses
running on AS05: HTTPcustA, HTTPcustB, and HTTPcustC. The ASP must
limit access to its customers as follows:
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— Customer A can access only HTTPcustA.
— Customer B can access only HTTPcustB.
— Customer C can access only HTTPcustC.

* Only customer A can access the Telnet server on AS05.
» Customer B can access all AS/400 systems in the ASP’s network.

e Customer C only can access AS22 and ASO05.

Table 37 provides a summary of the scenario requirements.

Table 37. Summary of the scenario requirements

ASO05 AS22 AS24 Other
custA HTTPcustA Access Denied Access Denied | Access Denied
(AS14) Telnet

DNS Zone Transfer
custB HTTPcustB Telnet FTP Access Denied
(AS12) DNS
custC HTTPcustC Telnet Access Denied | Access Denied
(ASQ7) DNS

11.1.5 Security policy
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You must have an IT security policy for your company. Otherwise, you do not
know what your guidelines are for your environment.

Important:/t is very important that your company’s IT security policy is implemented
on the total IT environment. Your host security is often your last level of defense
against intruders. You must ensure sound host security before connecting your
AS/400 system or its attached network to the Internet. Please read and understand
Chapter 1, “Network security concepts and overview” on page 1, and Chapter 5,
“Securing your hosts and understanding the risks” on page 69.

The network security policy that applies to the security in the ASP network is
described in the following section.

Control outbound IP traffic
¢ Allow VPN traffic to a customer’s network from the ASP’s router.

* Allow outbound DNS responses from ASO05 to authorized users (CustB and
CustC).

Allow outbound DNS zone transfer responses from AS05 to CustA’s AS14.

Allow outbound Telnet replies to authorized users from AS05 and AS22.

Allow outbound FTP replies to authorized users from AS24.

Allow outbound HTTP responses from ASO05 to authorized users.

Deny all other outbound traffic.
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Control inbound IP traffic
¢ Allow VPN traffic from each customer’s network to the Cisco router.

* Allow inbound HTTP requests from authorized users to AS05 only on
designated IP addresses:

— CustA can only access HTTPcustA.
— CustB can only access HTTPcustB.
— CustC can only access HTTPcustC.

Allow inbound DNS queries from authorized users to AS05.

Allow inbound DNS zone transfer requests from AS14 to AS05.

Allow inbound Telnet requests from authorized users to AS05 and AS22.

Allow inbound FTP requests from authorized users to AS24.

Deny all other inbound traffic.

Restrict TCP/IP servers
Start only the following servers on AS05:

e Host server
e DNS

e Telnet

e HTTP

Start only the Telnet server on AS22.

Start only the FTP server on AS24.

%ogte): The AS/400 system uses ping to perform dead gateway detection. If ping is
blocked, the route goes down unexpectedly. PTF MF23732 for V4R4MO changes the
dead gateway detection mechanism from Ping to Arp. If you applied this PTF, you do
not need to permit Ping from the AS/400 system to the router. See APAR MA21169
for details.

11.2 Implementing network security in an ASP environment scenario

This section describes the implementation of this scenario in our test network.
11.2.1 Scenario network configuration

Figure 213 on page 274 shows the network configuration used in our test lab. In
this scenario, the Internet is simulated by a router (not shown).
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Figure 213. AS/400 in an ASP network - Test network

The characteristics of the test network are:

* AS14, AS12, and ASO07 are the VPN gateway servers for custA, custB, and
custC respectively. We used AS/400 systems in our test network. The
customers could be using any VPN server, including Internet appliances.

¢ ITSOCISCO is the VPN gateway for the ASP.
e ASO5 is the DNS server for custB and custC.

Systems at custB and custC are configured to query the DNS server on AS05
directly.

e AS14 is the DNS server for custA.

AS14 runs the internal DNS server for CustA. To enable custA to resolve host
names in the ASP’s network, we configured AS14 as a secondary DNS server
for a primary domain configured on AS05. This domain includes all the names
that custA needs for accessing applications on the ASP network. Zone
transfers between the primary DNS at the ASP and the secondary DNS at the
custA will keep the DNS at custA updated.

e The HTTP servers instances on AS05 are bound to specific IP addresses in
the ASP’s internal network address space. The HTTP server configuration
keeps the resources for each customer totally independent of each other.

* ASO05 is the ASP’s main application server.

e AS22 is a Telnet server.
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e AS24 is an FTP server.

¢ In this test environment, the Internet is simulated by a router (not shown). The
default route for data exchanged between the customer and the ASP must be
the address of the customer’s ISP’s router.

11.2.1.1 Scenario VPN considerations

VPNs provide protection for data that flows between the two endpoints of the
connection. In this scenario, a gateway-to-gateway VPN between the ASP VPN
server (ITSOCISCO router) and a customer VPN server (ASxx) protects the
traffic between the ASP’s network (10.196.8.0/24) and the customer’s network,
for example: 10.160.101.0/24 in the case of custA. Notice that the gateway
systems are not the endpoints of the connection. Any traffic originated on AS14
(VPN gateway for custA) with a destination in the ASP’s network has the public IP
address 204.146.18.14 as an endpoint. Therefore, traffic between the ASP’s
network and applications running on AS14 will not be protected by the
gateway-to-gateway VPN. An example of such traffic is the one originated by the
zone transfers between custA’s DNS server running on AS14 and the ASP’s DNS
server running on AS05. Likewise, a Telnet client on AS14 uses AS14’s public IP
address as the source address to access the Telnet server on AS05. To solve this
problem, we need to configure a second host-to-gateway VPN between AS14
and the Cisco router. A machine acting as a host in a VPN connection is, at the
same time, the VPN server and data endpoint of the connection. Figure 214
shows the endpoints of the two VPN tunnels.

gateway-to-gateway VPN endpoints

AS05
ASP's
Primary

DNS )
Cisco router

itsocisco

@)
—f;'::l

204.146.18.0/24

10.196.8.0/24

10.160.101.0/24
n
AS14

custA's primary DNS
ASP's secondary DNS

host-to-gateway VPN endpoints

Figure 214. Gateway-to-gateway VPN and host-to-gateway VPN

For more information, refer to Chapter 6, “Gateway-to-gateway VPN”, in AS/400
Internet Security: Implementing AS/400 Virtual Private Networks, SG24-5404.

11.2.2 Implementation task summary

The following list summarizes the tasks performed to implement this scenario:
1. Preparation:

a. Verify the TCP/IP configurations.
b. Complete the planning worksheets for the Cisco router.
c. Complete the planning worksheets for the customers’ AS/400 systems.
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2. Configure the Cisco router:

a. Configure a gateway-to-gateway VPN on the Cisco router.
b. Configure a host-to-gateway VPN on the Cisco router.
c. Configure filter rules (access lists) on the Cisco router.

3. Configure the customer AS/400 systems:

Configure a gateway-to-gateway VPN on the customers’ AS/400 systems.
Configure a host-to-gateway VPN on AS14.

Configure filter rules on the AS/400 systems.

Configure the PC clients at the customers site to access the ASP.
Configure DNS on AS14.

4. Configure the ASP’s AS/400 systems:

Configure IP packet filters on the AS/400 systems.
Configure DNS on ASO05.

Configure an HTTP server on AS05.

Configure a Telnet server on AS22.

Configure an FTP server on AS24.

Poo o

Poo o

5. Activate the VPN connections.

6. Verify access and security.

11.2.3 Verifying the TCP/IP configuration

Before configuring the VPN tunnel, test the TCP/IP connection between each
customer’s AS/400 systems and the Cisco router. This is important because once
the VPN tunnel is configured, problem determination is more difficult.

The simplest test is to try to PING from the gateway AS/400 system to the Cisco
router and then from the Cisco router to the gateway AS/400 system. If both are
successful, we can assume that TCP/IP is properly configured on both systems.

(=x

Note:/f the systems are connected to the Internet, create filter rules on both sides that
permit all ICMP between the AS/400 system and the Cisco router and deny all other
traffic. This will protect both systems during testing.

11.3 Planning the VPN configuration

This section includes cross-reference tables and worksheets that help you to
gather the information you need to configure the VPN on the AS/400 system and
the Cisco router for this scenario.

276  AS/400 Internet Security Scenarios: A Practical Approach



11.3.1 VPN configuration cross reference for AS14 and the Cisco router

Table 38 summarizes the AS/400 system and Cisco router gateway-to-gateway
VPN configuration and provides a cross-reference list.

Table 38. AS/400 and Cisco router gateway-to-gateway VPN

AS14 Router
Key Policy isakmp policy
Name =AS14toCiscoASP crypto isakmp policy 1
Initiator Negotiation = identity protection hash md5

(ISAKMP main mode negotiation)

Responder Negotiation = Allow identity protection
Key Protection Transforms
Authentication Method = Pre-shared key
Pre-shared key value = riley2fun
Hash Algorithm = MD5
Encryption Algorithm = DES-CBC
Diffie-Hellman Group = Default 768-bit MODP
Key Management
Maximum key lifetime (minutes) =480
Maximum size limit (kilobytes) =No size limit

Data Policy
Name = AS14toCiscoASP
Use Diffie-Hellman Perfect Forward Secrecy = No
Diffie-Hellman Group = Not Applicable
Data Protection Proposals
Encapsulation mode = Tunnel
Protocol = ESP
Algorithms
Authentication Algorithm =
HMAC-MD5
Encryption Algorithm = DES-CBC
Key Expiration
Expire after (minutes) = 60
Expire at size limit (kilobytes) =
No size limit

Key Connection Group

Name = AS14toCiscoASP

Remote Key Server
Identifier Type = Version 4 IP address
IP address = 208.222.151.101

Local Key Server
Identifier Type = Version 4 IP address
IP address =204.146.18.14

Key Policy = AS14toCiscoASP

IP Filters
Name = scenario3.i3p
Defined Addresses = AS14Subnet
IP address = 10.160.101.0
Netmask = 255.255.255.0
Defined Addresses = CiscoSubnet
IP address = 10.196.8.0
Netmask = 255.255.255.0
IPSEC rule
Source address name = AS14Subnet
Destination address name = CiscoSubnet
Connection Name = AS14toCiscoASP

TEBRZ
STEZB

Cl
a

(13)(14)

an (17)(18)

(191022)

(16)

authentication pre-share
encryption des

group 1

lifetime 28800

isakmp key
isakmp key riley2fun address 204.146.18.14

isakmp identification
crypto isakmp identity address

ipsec transform-set
crypto ipsec transform-set custas14 esp-des esp-md5-hmac
mode tunnel

ipsec key lifetime
crypto ipsec security-association lifetime seconds 3600

crypto map

crypto map internet-map 2 ipsec-isakmp
set peer 204.146.18.14
set transform-set custas14
match address ipsec-to-as14
setno pfs

ipsec access-list
ip access-list extended ipsec-to-as14
permit ip 10.196.8.0 0.0.0.255 10.160.101.0 0.0.0.255

tokenring interface 1
interface tokenring1
ip address 208.222.151.101 255.255.255.0
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Table 39 summarizes the AS/400 system and Cisco router host-to-gateway VPN

configuration and provides a cross-reference list.

Table 39. AS/400 and Cisco router host-to-gateway VPN

AS14 Router
Key Policy isakmp policy
Name =AS14CiscoHostGW crypto isakmp policy 1
Initiator Negotiation = identity protection hash md5

(ISAKMP main mode negotiation)

Responder Negotiation = Allow identity protectiony
Key Protection Transforms

Authentication Method = Pre-shared key

Pre-shared key value = riley2fun

Hash Algorithm = MD5

Encryption Algorithm = DES-CBC

Diffie-Hellman Group = Default 768-bit MODP
Key Management

Maximum key lifetime (minutes) =480

Maximum size limit (kilobytes) =No size limit

Data Policy
Name = AS14CiscoHostGW
Use Diffie-Hellman Perfect Forward Secrecy = No
Diffie-Hellman Group = Not Applicable
Data Protection Proposals
Encapsulation mode = Tunnel
Protocol = ESP
Algorithms
Authentication Algorithm =
HMAC-MD5
Encryption Algorithm = DES-CBC
Key Expiration
Expire after (minutes) = 60
Expire at size limit (kilobytes) =
No size limit

Key Connection Group

Name = AS14CiscoHostGW

Remote Key Server
Identifier Type = Version 4 IP address
IP address = 208.222.151.101

Local Key Server
Identifier Type = Version 4 IP address
IP address = 204.146.18.14

Key Policy = AS14CiscoHostGW

IP Filters
Name = scenario3.i3p
Defined Addresses = AS14Subnet
IP address = 10.160.101.0
Netmask = 255.255.255.0
Defined Addresses = CiscoSubnet
IP address = 10.196.8.0
Netmask = 255.255.255.0
IPSEC rule
Source address name = 204.146.18.14
Destination address name = CiscoSubnet
Connection Name = AS14CiscoHostGW

STEZ8

(15

(10-12
©)

(13)(14;

(17)(18)

(19t022)

authentication pre-share
encryption des

group 1

lifetime 28800

isakmp key
isakmp key riley2fun address 204.146.18.14

isakmp identification
crypto isakmp identity address

ipsec transform-set
crypto ipsec transform-set custas14 esp-des esp-md5-hmac
mode tunnel

ipsec key lifetime
crypto ipsec security-association lifetime seconds 3600

crypto map

crypto map intemet-map 4 ipsec-isakmp
set peer 204.146.18.14
set transform-set custas14
match address ipsec-to-as14-2
setno pfs

ipsec access-list
ip access-list extended ipsec-to-as14-2
pemmit ip 10.196.8.0 0.0.0.255 host 204.146.18.14

TokenRing Interface 1
interface tokenring1
ip address 208.222.151.101 255.255.255.0

11.3.2 Completing the VPN planning worksheets for the Cisco router
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Complete the Cisco router planning worksheets as shown in Table 40 through
Table 45 on page 281. The planning worksheets help you to gather all the
configuration data before the actual implementation. We completed these
planning worksheets from the perspective of the Cisco router in this scenario.

=
Note:/n Table 40 through Table 47 on page 282, note the following points:

* Designates that the information is for the host-to-gateway VPN tunnel only.
** Designates that the information is for the gateway-to-gateway VPN tunnel only.

Otherwise, the information is for both the gateway-to-gateway and the

host-to-gateway VPN tunnels.
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Table 40. Cisco router configuration - ISAKMP policy

Information you need to create your VPN

Scenario answers

Protection suite priority

Select a hashing algorithm
- md5
- sha

md5

What is the authentication method of remote peer
- pre-shared key

- rsa encryption

- rsa signature

pre-shared key

Which encryption algorithm will be used
- DES

DES

Table 41. Cisco router configuration - ISAKMP pre-shared keys

Information you need to create your VPN

Scenario answers

Key riley2fun
Identification type ip address

- address

- hostname

Remote peer IP addresses

AS07 204.146.19.7
AS12 204.146.20.12
AS14 204.146.18.14

Remote peer hostname* (see note)

204.146.18.14

Table 42. Cisco router configuration - IPSEC transform-set

Information you need to create your VPN

Scenario answers

Transform set names

AS0Q7 custas?7
AS12 custasi2
AS14 custasi4
ESP encryption transform esp-des
- esp-null

- esp-des

- none

ESP authentication transform
- esp-sha-hmac

- esp-md5-hmac

- none

esp-md5-hmac

AH Transform

- ah-md5-hmac
- ah-sha-hmac
- comp-lzs

- none

none
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Information you need to create your VPN

Scenario answers

Mode
- Transport
- Tunnel

tunnel

Table 43. Cisco router configuration - IPSEC key lifetime

Information you need to create your VPN

Scenario answers

Type of lifetime seconds
- seconds

- kilobytes

Lifetime in seconds 28800
Lifetime in kilobytes N/A

Table 44. Cisco router configuration - Crypto map

Information you need to create your VPN

Scenario answers

Map name

Internet-map

Sequence in map

AS07 1

AS12 3

AS14** (see note) 2

AS14* (see note) 4

Encryption type ipsec-isakmp
- cisco (default)

- ipsec-manual

- ipsec-isakmp

Enable dynamic support no

Remote peer IP addresses

AS07 204.146.19.7
AS12 204.146.20.12
AS14 204.146.18.14
Transform sets

AS07 custas7

AS12 custasi2
AS14 custasi14

SA lifetime (seconds) 3600

Access list containing the data endpoints for the IPSec tunnel

AS07
AS12
AS14
AS14* (see note)

ipsec-to-as14
ipsec-to-as14
ipsec-to-as14
ipsec-to-as14-2

Diffie-Hellman Perfect Forwarding Secrecy

no
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Table 45. Cisco router configuration - IPSEC access list

Information you need to create your VPN Scenario answers

name of access list
AS07

AS12

AS14** (see note)
AS14* (see note)

ipsec-to-as7
ipsec-to-as12
ipsec-to-as14
ipsec-to-as14-2

local IP address 208.222.151.101

Remote peer IP addresses

AS07 204.146.19.7
AS12 204.146.20.12
AS14 204.146.18.14

11.3.3 Completing the VPN planning worksheets for the AS/400 systems

Complete the planning worksheets to gather the information you need to create
gateway-to-gateway and host-to-gateway (AS14 only) connections with the VPN
configuration wizard.

Table 46 shows the VPN planning worksheet for this scenario from the
perspective of the three customers’ AS/400 systems. The information shown in
the worksheet is the input to the AS/400 VPN configuration wizard.

Table 46. Planning worksheet - New Connection Wizard

This is the information you need to create Scenario answers

your IP filters to support VPN

What is the type of connection to be created? gateway-to-gateway

host-to-gateway (AS14 only)

What is the name of the connection groups?

ASO07 AS7toCiscoASP
AS12 AS12toCiscoASP
AS14** (see note) AS14toCiscoASP
AS14* (see note) AS14CiscoHostGW
What type of security and system performance is required | balanced

to protect the keys?

— Highest security, lowest performance

— Balance security and performance

— Lowest security and highest performance

How is the local VPN server identified? IP address

What are the IP address of the local VPN servers:

AS07 204.146.19.7
AS12 204.146.20.12
AS14 204.146.18.14

How is the remote VPN server identified?

IP address

What is the IP address of the remote server?

208.222.151.101

What are the pre-shared keys?

ASO07 12345678
AS12 28256432
AS14 riley2fun
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This is the information you need to create
your IP filters to support VPN

Scenario answers

to protect the data?

What type of security and system performance is required

— Highest security, lowest performance
— Balance security and performance
— Lowest security and highest performance

balanced

Table 47 summarizes the configuration values

associated with the VPN connections.

Table 47. Planning worksheet - IP filter rules

necessary to create the IP filters

This is the information you need to create your IP
filters to support your VPN

AS14

AS07

AS12

Is your VPN server acting as a host or gateway?

Is the data endpoint the same as the authentication or
encryption endpoint?

If yes, your VPN server acts as a host.

If no, your VPN server acts as a gateway.

Gateway
Host

Gateway

Gateway

Is the remote VPN server acting as a host or gateway?

Gateway

Gateway

Gateway

What filterset name do you want? This is used to group
together the set of filters that will be created?

VPNASP

VPNASP

VPNASP

If your server is acting as a gateway:

—Whatis the IP address of your (“TRUSTED”) network
that can use the gateway?

— What is the subnet mask?

— What name do you want to give these addresses?
Use this name as the source address on the IPSec
filter.

10.160.101.0
255.255.255.0

AS14subnet

10.160.102.0
255.255.255.0

AS7subnet

10.160.103.0
255.255.255.0

AS12subnet

If your server is acting as a host, what is the IP address
of your host?

Use this address as the source address on the IPSec
filter.

204.146.18.14

N/A

N/A

If the remote server is acting as a gateway:

— What is the IP address of the remote
("UNTRUSTED") network that can use the gateway?
— What is the subnet mask?

— What name do you want to give these addresses?
Use this name as the destination address on the IPSec
filter.

10.196.8.0
255.255.255.0
Ciscosubnet

10.196.8.0
255.255.255.0
Ciscosubnet

10.196.8.0
255.255.255.0
Ciscosubnet

What is the IP address of your VPN server?

—Use this for the source address on outbound IKE
(UDP 500) filters and for the destination address on
inbound filters.

—Also use this for the source address on the IPSEC
filter if your server is acting as a host.

204.146.18.14

204.146.19.7

204.146.20.12

What is the IP address of the remote VPN server?

— Use this for the destination address on outbound IKE
(UDP 500) filters and for the source address on
inbound IKE filters.

—Also use this for the destination address on the
IPSEC filter if the remote server is acting as a host.

208.222.151.101

208.222.151.101

208.222.151.101
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This is the information you need to create yourIP | AS14 AS07 AS12
filters to support your VPN

What is the name of the interface (for example, the TRNWSB2 TRNLINSEC TRNWSB1
Token-Ring or Ethernet line) to which these filters will
be applied?

By default all other access is denied.

11.4 Configuring the Cisco router

This section includes all the configuration files for the Cisco router used during
our tests for this scenario.

11.4.1 Base configuration file

We suggest that you keep all parts of the configuration in a separate file.
Separate files make it easier to keep up-to-date documentation, track changes,
explain them to others, and, in other ways, manage them. These files list the
same commands that you would type at the IOS command line.

Figure 215 on page 284 shows the base configuration file for the router.
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The base configuration file
is the first file we load on the
router. It configures IP ad-
dressess, routing, users, and
host security for the router
itself. Note that while this
sample file works, you
should also encrypt your
passwords, disable more
services, and in other ways
modify it to suit your opera-
tional requirements.

Internal interface

Public interface

version 12.0

service timestamps debug uptime
service timestamps log uptime
no service password-encryption
!
hostname itsocisco

!

!
username marcela password 0 marcela
!

ip subnet-zero

!

interface Serial0

no ip address

no ip directed-broadcast
shutdown

!

interface Seriall

no ip address

no ip directed-broadcast

shutdown
|

L interface TokenRing0

ip address 10.196.8.6 255.255.255.0
no ip directed-broadcast
ring-speed 16

!

- interface TokenRingl

ip address 208.222.151.101 255.255.255.0
no ip directed-broadcast

ring-speed 16

|

ip classless

ip route 0.0.0.0 0.0.0.0 208.222.151.2
|
line con 0O

transport input none
line aux O
line vty 0 4

|

end

Figure 215. Base configuration file for the Cisco router

11.4.2 Configuring IKE and IPSec in the Cisco router

284

Figure 216 shows the configuration of IPSec and IKE on the router. The IKE
policies are global, and the security-association lifetime can either be set for all
policies or individually. The IPSec crypto-maps are applied on a per interface
basis.

AS/400 Internet Security Scenarios: A Practical Approach




! Configure the ISAKMP policies & the key .
crypto isakmp policy 1
hash md5
authentication pre-share
lifetime 28800
crypto isakmp key 12345678 address 204.146.19.7
crypto isakmp key riley2fun address 204.146.18.14
crypto isakmp key 28256432 address 204.146.20.12
|
! Configure the IPSec transform-set.
! Define the encryption and/or authentication algorithms for the data
! (pahase 2).
IDefine mode - tunnel (default) or transport mode.
crypto ipsec transform-set custas7 esp-des esp-md5-hmac
mode tunnel
crypto ipsec transform-set custasl4 esp-des esp-md5-hmac
mode tunnel
crypto ipsec transform-set custasl2 esp-des esp-md5-hmac
mode tunnel
IConfigure crypto maps
! crypto maps define the following parameters for IPSec VPNs:
! - the address of the remote VPN server (peer)
! - the data endpoints for each end of the VPN tunnel (match address)
! - the IPSec security rules to be applied to the VPN tunnel (transform-set)
I

!Gateway to gateway VPN crypto maps
crypto map internet-map 1 ipsec-isakmp
set peer 204.146.19.7

set transform-set custas?

match address ipsec-to-as7

crypto map internet-map 2 ipsec-isakmp
set peer 204.146.18.14

set transform-set custasl4

match address ipsec-to-asl4
crypto map internet-map 3 ipsec-isakmp
set peer 204.146.20.12

set transform-set custasl2

match address ipsec-to-asl2

|

IHost to Gateway VPN crypto map (AS14 to Cisco router VPN)
crypto map internet-map 4 ipsec-isakmp
set peer 204.146.18.14

set transform-set custasl4

match address ipsec-to-asl4-2

|

'Apply the crypto map to the Internet side interface
interface TokenRingl

crypto map internet-map

!Configure the access-lists to define the data endpoints
IThey are associated with the crypto maps through the match address
parameter

|

ip access-list extended ipsec-to-asl2

permit ip 10.196.8.0 0.0.0.255 10.160.103.0 0.0.0.255
ip access-list extended ipsec-to-asl4

permit ip 10.196.8.0 0.0.0.255 10.160.101.0 0.0.0.255
ip access-list extended ipsec-to-asl4-2

permit ip 10.196.8.0 0.0.0.255 host 204.146.18.14

ip access-list extended ipsec-to-as7

permit ip 10.196.8.0 0.0.0.255 10.160.102.0 0.0.0.255

Figure 216. IPSec and IKE configuration file for the Cisco router
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11.4.3 Public interface access list: filter_from_inet
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Figure 217 and Figure 218 show the access list filter_from_inet applied to the
router’s public interface. This access list must:

¢ Allow VPN traffic between the router and the customers’ VPN servers. This is
accomplished by permitting the IPSec protocols (AH, ESP, IKE). See Figure
217.

Note: AH is not used in this scenario, but we permit this protocol for
completeness in this example.

* Once the traffic is decrypted, the access list must check the unencrypted
packets to enforce the security policy rules described in 11.1.5, “Security
policy” on page 272. See Figure 218.

| We need to remove the access list before creating it, otherwise we would !
ljust add to the end of the old access list--usually that would NOT be what
!lyou want.
! If you remove the access list from the interface everything will be
allowed,
Ithis will only be for a few seconds, so the risk would be small. But why
ltake a chance that you don’t need to? To ensure that no one can send traffic
through
Ithe interface during this time we apply an access list that denies all traffic
lbefore we delete the old access-list.
|
interface TokenRingl

shutdown

no ip access-group filter from inet in
|

no ip access-list extended filter from inet

! Now define the access-list again.
ip access-list extended filter from inet

I1Permit IPSec traffic between the router and the remote VPN servers
!'TKE uses UDP port 500.

IThe IPSec ESP and AH protocols use ports 50 and 51.

!Ports 50, 51 and UDP port 500 traffic are required for IPSec.
permit ahp host 204.146.18.14 host 208.222.151.101

permit esp host 204.146.18.14 host 208.222.151.101

permit udp host 204.146.18.14 host 208.222.151.101 eq isakmp
permit ahp host 204.146.20.12 host 208.222.151.101

permit esp host 204.146.20.12 host 208.222.151.101

permit udp host 204.146.20.12 host 208.222.151.101 eq isakmp
permit ahp host 204.146.19.7 host 208.222.151.101

permit esp host 204.146.19.7 host 208.222.151.101

permit udp host 204.146.19.7 host 208.222.151.101 eq isakmp

Figure 217. filter_from_intet access list on router’s public interface (Part 1 of 2)
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! custA
permit
permit

! custB
permit
permit
permit
permit

! custC
permit
permit

|Permit

! Note:
permit
permit
permit
permit

Note:Only
decrypted !
!

can
tcp
tep

can
tcp
tcp
tcp
tep

can
tcp
tcp

DNS

After IPSec decrypts a packet, the decrypted packet is checked a
second time against the packet filter access-list. The following
statements define the services that are allowed between each set of data
endpoints.

packets that came originally in the VPN tunnels will be

and check by these rules. All other traffic will be dropped.

access
10.160
10.160

access

10.160.
.103.0 0.0.0.255 host 10.196
.103.0 0.0.0.255 host 10.196
.103.0 0.0.0.255 host 10.196

10.160
10.160
10.160

access
10.160

10.160.

access

HTTPCustA & telnet to ASO5

.101.0 0.0.0.255 host 10.196
.101.0 0.0.0.255 host 10.196

HTTPCustB, telnet on AS22 &
103.0 0.0.0.255 host 10.196

HTTPCustC, telnet on AS22

.102.0 0.0.0.255 host 10.196

102.0 0.0.0.255 host 10.196

lcustB and custC use AS05 for name resolution,
! performs zone transfer from AS05

we need to permit both tcp and udp for
udp host 204.146.18.14 host 10.196.8.5
tcp host 204.146.18.14 host 10.196.8.5
udp 10.160.102.0 0.0.0.255 host 10.196
udp 10.160.103.0 0.0.0.255 host 10.196

! Block everything to the router itself
deny ip any host 208.222.151.101
deny ip any host 10.96.8.6

land we log everything else
deny icmp any any log

.8.51 eq www
.8.5 eq telnet

FTP on AS24
.8.52 eq www
.8.24 eq ftp
.8.24 eq ftp-data
.8.22 eq telnet

.8.53 eqg www
.8.22 eq telnet

custA as secondary DNS

zone transfer for CustA
eq domain

eq domain

.8.5 eq domain

.8.5 eq domain

! Finished defining the access-list, everything else will be blocked by
default.

| attach the access-list to the interface and 'no shutdown'.
interface TokenRingl

ip access-group filter from inet in
no shutdown

Figure 218. filter_from_intet access list on router’s public interface (Part 2 of 2)

11.4.4 Internal interface access list: filter_from_trusted

Figure 219 on page 288 shows the access list filter_from_trusted applied to the
router’s public interface. This access list controls the traffic from the ASP’s
internal network to the customers’ network allowing responses from the ASP’s

servers according to the security policies defined in 11.1.5, “Security policy” on
page 272.
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| We need to remove the access before creating it, otherwise the new rules
lare added to the end of the old access list--usually that is NOT be what you
lwant .If you remove the access list from the interface everything will be
lallowed, this will only be for a few seconds, so the risgk is small. But why
ltake a chance that you don’t need to? To ensure no one can send traffic
lthrough the interface during this time we apply an access list that denies
lall traffic before we delete the old access-list.

interface TokenRing0
ip access-group deny-all in
!
no ip access-list extended filter from trusted

! define the access-list again.
ip access-list extended filter from trusted

| Permit responses from ASO5 applications to authorized customers
permit tcp host 10.196.8.51 eq www 10.160.101.0 0.0.0.255

eq domain host 204.146.18.14
eq domain host 204.146.18.14

permit udp host 10.196.
permit tcp host 10.196.

8
permit tcp host 10.196.8.52 eq www 10.160.103.0 0.0.0.255
permit tcp host 10.196.8.53 eq www 10.160.102.0 0.0.0.255
permit tcp host 10.196.8.5 eq telnet 10.160.101.0 0.0.0.255
permit udp host 10.196.8.5 eq domain 10.160.102.0 0.0.0.255
permit udp host 10.196.8 0.0.0.255

8.

8.

5
5
.5 eq domain 10.160.103.0
5
5

| Permit responses from AS22 applications to authorized customers
permit tcp host 10.196.8.22 eq telnet 10.160.103.0 0.0.0.255
permit tcp host 10.196.8.22 eq telnet 10.160.102.0 0.0.0.255

| Permit responses from AS24 applications to authorized customers
permit tcp host 10.196.8.24 eq ftp 10.160.103.0 0.0.0.255
permit tcp host 10.196.8.24 eq ftp-data 10.160.103.0 0.0.0.255

! Finished defining the access-list
| Attach the access-list to the interface .

interface TokenRing0
ip access-group filter from trusted in

Figure 219. filter_from_trusted access list on router’s internal interface

11.5 Configuring the VPN connections on the AS/400

To satisfy the requirements for this scenario, we need to configure the following
VPN connections on the AS/400 VPN servers at the customers’ networks:

* A gateway-to-gateway VPN: This VPN protects the traffic between the
customer’s internal network and the ASP internal networks. The internal
subnets are the data endpoints of this connection.

* A host-to-gateway VPN (only on AS14): This VPN protects the traffic
between applications on AS14 and the ASP’s applications. In our scenario,
this connection protects the DNS zone transfers between the primary DNS
server on AS05 and the secondary DNS server on AS14.

=

Note:/n this chapter, we only show a summary of the configuration on AS14. The
other systems’ configuration are identical. For specific configuration values, refer to
the planning worksheets in Table 46 on page 281 and Table 47 on page 282.
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11.5.1 Gateway-to-gateway VPN configuration on the AS/400 (AS14)

This section shows a summary of the gateway-to-gateway VPN configuration on
the AS/400 system using the VPN New Connection Wizard. For step-by-step
instructions, refer to the redbook AS/400 Internet Security: Implementing AS/400
Virtual Private Networks, SG24-5404.

1. Start Virtual Private Networking from Operations Navigator.

2. Select File->New Connection->Gateway To Gateway from the pull-down
menu to start the New Connection Wizard for a gateway-to-gateway
connection.

3. Follow the wizard’s prompts.

Figure 220 shows the wizard New Connection Summary window. It summarizes
the configuration values for this scenario. Scroll down to see a list of the
configuration objects that the wizard creates when you click the Finish button.
Check the configuration values against the worksheets. If you need to make
changes, click Back. Otherwise, click Finish.

E‘%New Connection Summary | X]

Here is a summary of the connection you just defined. After reviewing the
pararmeters, click Finish to create the connection. If vou wish to make any changes,
use the Back button to return to the appropriate page.

Summary
Gateway connection group name: AS1 4toCiscoASP
Remaote key server
Authentication: Pre-shared key
Identifier type: Version 4 IP address
IP Address: 208.222.151.101
Pre-shared key: riley2fun
Data Palicy
Balanced securityperformance
ey Policy
Balanced securityperformance
Local key senver
Identifier type: Version 4 IP address
IP Address: 204.146.18.14
The following ohjects will be created: LI
Dynamic Key Connection Group: AS1 4toCiscoASP
Dynamic Key Connection: AS1#oCiscoASP:L1
Key Connection Group: AST4toCiscoASP
Data Policy: AS14toCiscoASPBS x Cancel
— Key Policy: AS1 4toCiscoASPBES

|»

? Help

Figure 220. Gateway-to-gateway VPN on AS14 - New Connection Summary

The wizard now creates the various objects you configured for this VPN
connection. After a short delay (and assuming there are no errors), you return to
the initial VPN GUI Configuration window.

You have now completed the VPN gateway-to-gateway configuration on AS14.

11.5.2 Configuring the filter rules for the gateway-to-gateway VPN

You must configure IP filters to complete the VPN configuration. Figure 221 on
page 290 shows the filter rules required for the gateway-to-gateway VPN
connection.
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Note: Do not save your filter file in the /QIBM/UserData/OS400/TCPIP/
CONFIGURATION directory. If you need to use the RMVTCPTBL *ALL command to
deactivate IP filtering, the command will delete all filter files within this directory.

# ==== Define data endpoints for VEN tunnel ====
ADDRESS ASl4Subnet IP = 10.160.101.0 MASK = 255.255.255.0 TYPE = TRUSTED
ADDRESS CiscoSubnet IP = 10.196.8.0 MASK = 255.255.255.0 TYPE = UNTRUSTED
#

# ==== Filter rules to allow IKE traffic between VPN servers ==
FILTER SET VPNASP ACTION = PERMIT DIRECTION = OUTBOUND SRCADDR
DSTADDR = 208.222.151.101 PROTOCOL = UDP DSTPORT = 500 SRCPORT

204.146.18.14
500 FRAGMENTS = NONE JRN = OFF

FILTER SET VPNASP ACTION = PERMIT DIRECTION = INBOUND SRCADDR = 208.222.151.101

DSTADDR = 204.146.18.14 PROTOCOL = UDP DSTPORT = 500 SRCPORT = 500 FRAGMENTS = NONE JRN = OFF

#

# ==== IPSEC filter rule for gateway-to-gateway

FILTER SET VPNASP ACTION = IPSEC DIRECTION = OUTBOUND SRCADDR = ASl4Subnet DSTADDR = CiscoSubnet
PROTOCOL = * DSTPORT = * SRCPORT = * FRAGMENTS = NONE JRN = OFF

CONNECTICON DEFINITION = ASl4toCiscoASP

#

# ==== Apply the rules to public interface ====

FILTER INTERFACE LINE = TRNWSB2 SET = VPNASP

Figure 221. |P filters for gateway-to-gateway VPN - AS14 to Cisco router

Important:/t is essential that you configure your filter rules properly. If you do not, the
filter rules can block all IP traffic coming into and going out of your AS/400 system.
Whenever you apply filter rules to an interface, the system automatically adds a
default DENY ALL rule. If you want to allow other traffic on the interface, you must add
Permit rules. The filter rules shown in Figure 221 allow only the VPN traffic on AS14
public interface. This may be what you want. But if you are testing and have only one
physical interface on the system, this filter configuration blocks all traffic to your
AS/400 system, including Operations Navigator, which you use to configure the filter
rules. If you find yourself in this situation, you have to log on to your AS/400 system
using an interface that still has connectivity, such as the operator’s console. Use the
RMVTCPTBL TBL (*ALL) command to remove all filters on this system.

11.5.3 Configuring a host-to-gateway VPN on the AS/400 system (AS14)

This section shows a summary of the host-to-gateway VPN configuration on the
AS/400 system using the VPN New Connection Wizard. For step-by-step
instructions, refer to the redbook AS/400 Internet Security: Implementing AS/400
Virtual Private Networks, SG24-5404.

1. Start Virtual Private Networking from Operations Navigator.

2. Select File->New Connection->Host To Gateway from the pull-down menu
to start the New Connection Wizard for a host-to-gateway connection.

3. Follow the wizard’s prompts.

Figure 222 shows the wizard New Connection Summary window. It summarizes
the configuration values for this scenario. Scroll down to see a list of the
configuration objects that the wizard creates when you click the Finish button.
Check the configuration values against the worksheets. If you need to make
changes, click Back. Otherwise, click Finish.
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Eg'i New Connection Summary

Here is a surnmary ofthe connection you just defined. After reviewing the
parameters, click Finish to create the connection. Ifyou wish to make any changes,
use the Back button to return to the appropriate page.

Sumrmary
Gateway connection group name: AS14CiscoHostGwW
Remate key server
Authentication: Pre-shared key
Identifier type: Wersion 4 IP address
IP Address: 208.222.151.101
Fre-shared key: riley2iun
Data Policy
Balanced securityperformance
Key Palicy
Balanced securityiperformance
Local key server
|dentifier type: Yersion 4 IP address
IP Address: 204.146.18.14
The following abjects will be created: j
Dynamic Key Connection Group: AS14CiscaHostGW
Dynamic Key Connection: AS14CiscoHostGW.L1
Key Connection Group: AS14CiscoHostGW
4 Data Policy: AS14CiscoHostGWES Cancel 9 Help
— KeyPaolicy: AS14CiscoHost3WRS L

|»

Figure 222. Host-to-gateway VPN on AS14 - New Connection Summary

11.5.4 Configuring the filter rules for the host-to-gateway VPN

You must configure IP filters to complete the VPN configuration. Figure 223
shows the filter rules required for the host-to-gateway VPN connection. This is the
same filter rule file configured in 11.5.2, “Configuring the filter rules for the
gateway-to-gateway VPN” on page 289, with one more IPSEC filter rule added for
the host-to-gateway connection.

# ==== Define data endpoints for VPN tumnel ====

ADDRESS ASl4Subnet IP = 10.160.101.0 MASK = 255.255.255.0 TYPE = TRUSTED

ADDRESS CiscoSubnet IP = 10.196.8.0 MASK = 255.255.255.0 TYPE = UNTRUSTED

#

# ==== Filter rules to allow IKE traffic between VPN servers ====

FILTER SET VPNASP ACTION = PERMIT DIRECTION = OUTBOUND SRCADDR 204.146.18.14

DSTADDR = 208.222.151.101 PROTOCOL = UDP DSTPORT = 500 SRCPORT = 500 FRAGMENTS = NONE JRN = OFF

FILTER SET VPNASP ACTION = PERMIT DIRECTION = INBOUND SRCADDR = 208.222.151.101

DSTADDR = 204.146.18.14 PROTOCOL = UDP DSTPORT = 500 SRCPORT = 500 FRAGMENTS = NONE JRN = OFF
#

# ==== IPSEC filter rule - gateway-to-gateway=

FILTER SET VPNASP ACTION = IPSEC DIRECTION = OUTBOUND SRCADDR = AS14Subnet DSTADDR = CiscoSubnet
PROTOCOL = * DSTPORT = * SRCPORT = * FRAGMENTS = NONE JRN = OFF

CONNECTION DEFINITION = ASl4toCiscoASP

#

# ==== IPSEC filter rule - host-to-gateway=

FILTER SET VPNASP ACTION = IPSEC DIRECTION = OUTBOUND SRCADDR 204.146.18.14 DSTADDR =
CiscoSubnet PROTOCOL = * DSTPORT = * SRCPORT = * FRAGMENTS = NONE JRN = OFF

CONNECTION DEFINITION = ASl4toCiscoHostGW

# ==== Apply the rules to public interface ====
FILTER INTERFACE LINE = TRNWSB2 SET = VPNASP

Figure 223. |P filters for gateway-to-gateway and host-to-gateway VPN - AS14 to Cisco router
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Figure 224 shows the status of both the gateway-to-gateway and host-to-gateway
VPNs after starting the connections.

“1” Active Connections - As14 Hi=l E3

File  VWiew  Connection  Help

|
Mame | Status | Local Data Addresses | Local Data F'unl Remaote Data Addresses | Remote Data PonlLocaI Key Ser\re...lRemute Key Ser\rer...|

A514CiscoHostoW L1 Running 204.146.18.14 Ay part 10.196.8.0 295.285.2595.0 Any port 2041461814 208222151101

AS14toCiscoASPLT Running 100160.101.0 255.255.255.0 Any port 10.196.8.0 295.255.255.0 Any port 2041461814 208.222.151.101

4] | |

Figure 224. Active connections status

11.6 Configuring IP filters on the ASP AS/400 systems

In this scenario, we configure IP packet filtering on the ASP’s AS/400 systems as
an additional layer of protection. This filters are used to match the security
policies defined in 11.1.5, “Security policy” on page 272. Notice that these filters
reinforce the rules configured in the Cisco router’s access list described in 11.4.3,
“Public interface access list: filter_from_inet” on page 286, and 11.4.4, “Internal
interface access list: filter_from_trusted” on page 287. As used in this scenario,
consider IP packet filtering part of the AS/400 server host security. Refer to 2.1,
“AS/400 IP packet filtering implementation” on page 26, for a discussion of this
topic.

Figure 225 shows the defined address ASP_address.i3p file used in the filters
that protect the ASP’s AS/400 systems.

04/20/00 IP Packet Security: All Security Rules

#---ASP_address------- Define Address -----------

ADDRESS HTTPCustA IP = 10.196.8.51 MASK = 255.255.255.255 TYPE = TRUSTED
ADDRESS HTTPCustB IP = 10.196.8.52 MASK = 255.255.255.255 TYPE = TRUSTED
ADDRESS HTTPCustC IP = 10.196.8.53 MASK = 255.255.255.255 TYPE = TRUSTED
ADDRESS AS05 IP = 10.196.8.5 MASK = 255.255.255.255 TYPE = TRUSTED
ADDRESS AS22 IP = 10.196.8.22 MASK = 255.255.255.255 TYPE = TRUSTED
ADDRESS AS24 TP = 10.196.8.24 MASK = 255.255.255.255 TYPE = TRUSTED
ADDRESS AS14 TP = 204.146.18.14 MASK = 255.255.255.255 TYPE = UNTRUSTED
ADDRESS SubCustA IP 10.160.101.0 MASK = 255.255.255.0 TYPE UNTRUSTED
ADDRESS SubCustB IP = 10.160.103.0 MASK = 255.255.255.0 TYPE UNTRUSTED
ADDRESS SubCustC IP = 10.160.102.0 MASK = 255.255.255.0 TYPE = UNTRUSTED

Figure 225. ASP_address.i3p address file used in the ASP hosts filters

Figure 226 shows the services.i3p file used in the filters that protect the ASP’s
AS/400 systems.
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04/20/00 IP Packet Security: All Security Rules

# Servoces - Services used in the ASP scenario :

#

# ==== FTP services ====

SERVICE FTP Control reqg PROTOCOL = TCP DSTPORT = 21 SRCPORT > 1023
SERVICE FTP Control rply PROTOCOL = TCP DSTPORT > 1023 SRCPORT = 21
SERVICE FTP_ActiveData_rply PROTOCOL = TCP DSTPORT > 1023 SRCPORT = 20
SERVICE FTP_ActiveData_req PROTOCOL = TCP DSTPORT = 20 SRCPORT > 1023
#

# ==== HITP services ====

SERVICE HTTP req PROTOCOL = TCP DSTPORT = 80 SRCPORT >= 1024

SERVICE HTTP rply PROTOCOL = TCP DSTPORT >= 1024 SRCPORT = 80

#

# ==== Telnet services ====

SERVICE Telnet req PROTOCOL = TCP DSTPORT = 23 SRCPORT >= 1024
SERVICE Telnet rply PROTOCOL = TCP DSTPORT >= 1024 SRCPORT = 23

#

# ==== DNS services ====

SERVICE DNS_Client_queries PROTOCOL = UDP DSTPORT = 53 SRCPORT >= 1024
SERVICE DNS_client_req PROTOCOL = UDP DSTPORT = 53 SRCPORT >= 1024
SERVICE DNS_client_rply PROTOCOL = UDP DSTPORT >= 1024 SRCPORT = 53
SERVICE DNS_server to server PROTOCOL = UDP DSTPORT = 53 SRCPORT = 53

SERVICE DNS server to server tcp req PROTOCOL = TCP DSTPORT = 53 SRCPORT >

1023

SERVICE DNS_server to server tcp rply PROTOCOL = TCP DSTPORT > 1023 SRCPORT

= 53

Figure 226. Service.i3p services file used in the ASP hosts filter

Figure 227 on page 294 and Figure 228 on page 295 show the ASP_filters.i3p file

used in the filters that protect the ASP’s AS/400 systems.
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04/20/00 IP Packet Security: All Security Rules

# ==== ASP filter.i3p Filters file

# Filter Set rules for HTTP Server ====

FILTER SET HITP Server A ACTION = PERMIT DIRECTION = INBOUND SRCADDR
SubCustA DSTADDR = HTTPCustA SERVICE = HTTP req FRAGMENTS = NONE JRN = OFF
FILTER SET HITP Server A ACTION = PERMIT DIRECTION = OUTBOUND SRCADDR =
HTTPCustA DSTADDR = SubCustA SERVICE = HTTP rply FRAGMENTS = NONE JRN = OFF
FILTER SET HITP Server B ACTION = PERMIT DIRECTION = INBOUND SRCADDR
SubCustB DSTADDR = HTTPCustB SERVICE = HTTP req FRAGMENTS = NONE JRN = OFF
FILTER SET HITP Server B ACTION = PERMIT DIRECTION = OUTBOUND SRCADDR =
HTTPCustB DSTADDR = SubCustB SERVICE = HTTP rply FRAGMENTS = NONE JRN = OFF
FILTER SET HITP Server C ACTION = PERMIT DIRECTION = INBOUND SRCADDR =
SubCustC DSTADDR = HTTPCustC SERVICE = HTTP req FRAGMENTS = NONE JRN = OFF
FILTER SET HITP Server C ACTION = PERMIT DIRECTION = OUTBOUND SRCADDR
HTTPCustC DSTADDR = SubCustC SERVICE = HTTP rply FRAGMENTS = NONE JRN = OFF
#

# ==== Filter Set rules for DNS query (Customer B & C) ====

FILTER SET DNS ACTION = PERMIT DIRECTION = INBOUND SRCADDR = SubCustB
DSTADDR = ASO05 SERVICE = DNS client reqg FRAGMENTS = NONE JRN = OFF

FILTER SET DNS ACTION = PERMIT DIRECTION = OUTBOUND SRCADDR = AS05 DSTADDR =
SubCustB SERVICE = DNS client rply FRAGMENTS = NONE JRN = OFF

FILTER SET DNS ACTION = PERMIT DIRECTION = INBOUND SRCADDR = SubCustC
DSTADDR = AS05 SERVICE = DNS client reqg FRAGMENTS = NONE JRN = OFF
FILTER SET DNS ACTION = PERMIT DIRECTION = OUTBOUND SRCADDR = AS05 DSTADDR
SubCustC SERVICE = DNS client rply FRAGMENTS = NONE JRN = OFF

#

# ==== Filter Set rules for DNS query (Customer A) ====

FILTER SET DNS ACTION = PERMIT DIRECTION = INBOUND SRCADDR = AS14 DSTADDR =
ASQO5 SERVICE = DNS server to server FRAGMENTS = NONE JRN = OFF

FILTER SET DNS ACTION = PERMIT DIRECTION = OUTBOUND SRCADDR = AS05 DSTADDR
AS14 SERVICE = DNS server to server FRAGMENTS = NONE JRN = OFF

FILTER SET DNS ACTION = PERMIT DIRECTION = INBOUND SRCADDR = AS14 DSTADDR
ASQO5 SERVICE = DNS server to server tcp req FRAGMENTS = NONE JRN = OFF
FILTER SET DNS ACTION = PERMIT DIRECTION = OUTBOUND SRCADDR = AS05 DSTADDR
AS14 SERVICE = DNS server to server tcp rply FRAGMENTS = NONE JRN = OFF
#

Figure 227. ASP_filter.i3p filter file used in the ASP hosts filter (Part 1 of 2)
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#==== ASP filter.i3p Filters file

# === Filter Set rules for Telnet Server ASQ05 ====

FILTER SET Telnet ASO5 ACTION = PERMIT DIRECTION = INBOUND SRCADDR =
SubCustA DSTADDR = ASO5 SERVICE = Telnet reqg FRAGMENTS = NONE JRN = OFF
FILTER SET Telnet ASO5 ACTION = PERMIT DIRECTION = OUTBOUND SRCADDR = AS05
DSTADDR = SubCustA SERVICE = Telnet rply FRAGMENTS = NONE JRN = OFF

#

# ==== Filter Set rules for Telnet Server AS22 ====

FILTER SET Telnet AS22 ACTION = PERMIT DIRECTION = INBOUND SRCADDR =
SubCustB DSTADDR = AS22 SERVICE = Telnet reqg FRAGMENTS = NONE JRN = OFF
FILTER SET Telnet AS22 ACTION = PERMIT DIRECTION = OUTBOUND SRCADDR = AS22
DSTADDR = SubCustB SERVICE = Telnet rply FRAGMENTS = NONE JRN = OFF
FILTER SET Telnet AS22 ACTION = PERMIT DIRECTION = INBOUND SRCADDR =
SubCustC DSTADDR = AS22 SERVICE = Telnet reqg FRAGMENTS = NONE JRN = OFF
FILTER SET Telnet AS22 ACTION = PERMIT DIRECTION = OUTBOUND SRCADDR = AS22
DSTADDR = SubCustC SERVICE = Telnet rply FRAGMENTS = NONE JRN = OFF

#

# ==== Filter Set rules for FTP Server AS24 ====

FILTER SET FTP_AS24 ACTION = PERMIT DIRECTION = INBOUND SRCADDR = SubCustB
DSTADDR = AS24 SERVICE = FTP Control req FRAGMENTS = NONE JRN = OFF

FILTER SET FTP_AS24 ACTION = PERMIT DIRECTION = INBOUND SRCADDR = SubCustB
DSTADDR = AS24 SERVICE = FTP_ActiveData_req FRAGMENTS = NONE JRN = OFF
FILTER SET FTP_AS24 ACTION PERMIT DIRECTION = OUTBOUND SRCADDR = AS24
DSTADDR = SubCustB SERVICE FTP Control rply FRAGMENTS = NONE JRN = OFF
FILTER SET FTP_AS24 ACTION = PERMIT DIRECTION = OUTBOUND SRCADDR = AS24
DSTADDR = SubCustB SERVICE = FTP_ActiveData_rply FRAGMENTS = NONE JRN = OFF

Figure 228. ASP_filter.i3p filter file used in the ASP hosts filter (Part 2 of 2)

The filter file applied to the interface on each AS/400 system in the ASP network
includes the defined address, services, and filter rules files defined above.

Figure 229 shows the ASP_ASO05.i3p filter file used to protect AS05.

04/20/00 IP Packet Security: All Security Rules

# ASP AS05.1i3p

INCLUDE FILE /QIBM/netsecrb/services.i3p

INCLUDE FILE = /QIBM/netsecrb/ASP address.i3p

INCLUDE FILE = /QIBM/netsecrb/ASP filter.i3p

FILTER INTERFACE LINE = TRLANC

SET = HTTP_ Server A, HTTP Server B, HTTP Server C, Telnet AS05, DNS

Figure 229. ASP_ASO05.i3p filter file used to protect AS05 in this scenario

Figure 230 shows the ASP_AS22.i3p filter file used to protect AS22.

04/20/00 IP Packet Security: All Security Rules
# ASP AS22.i3p

INCLUDE FILE = /QIBM/netsecrb/services.i3p
INCLUDE FILE = /QIBM/netsecrb/ASP address.i3p
INCLUDE FILE = /QIBM/netsecrb/ASP filter.i3p
FILTER INTERFACE LINE = TRNWS1 SET = Telnet AS22

Figure 230. ASP_AS22.i3p filter file used to protect AS22 in this scenario

Figure 231 on page 296 shows the ASP_AS24.i3p filter file used to protect AS24.
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04/20/00 IP Packet Security: All Security Rules
# ASP AS24.i3p

INCLUDE FILE /QIBM/netsecrb/services.i3p
INCLUDE FILE /QIBM/netsecrb/ASP address.i3p
INCLUDE FILE /QIBM/netsecrb/ASP filter.i3p
FILTER INTERFACE LINE = TRNLINSEC SET = FTP AS24

Figure 231. ASP_AS24.i3p filter file used to protect AS24 in this scenario

11.7 Configuring TCP/IP applications

This section summarizes the configuration of the TCP/IP applications used in this
scenario.

11.7.1 Configuring the DNS on AS05

296

ASO05 is the primary DNS server for two domains:

* The internal ASP domain (itsoroch.ibm.com in our test network). In this case,
ASO05 is the internal DNS server for the ASP’s internal clients.

* The domain that includes the application server hosts to be accessed by the
ASP’s customers (itsoasp.com in our test network).

The following items summarize the configuration of the DNS server on AS05:

* itsoroch.ibm.com can only be queried by the ASP internal clients.

* itsoasp.com includes only the systems used to provide services.

* itsoasp.com can only be queried by the ASP’s customers and internal clients.
* Only AS14 is allowed to request zone transfers from itsoasp.com.

N

Tip:Remember to create the reverse domain. Select the Create reverse mappings
by default box.

See 6.5, “Configuring DNS” on page 108, for information on how to configure a
DNS server.

Figure 232 shows the hosts configured in the itsoasp.com domain. It includes all
the names used by applications provided to the ASP’s customers.
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il DNS Server Configuration - AsD5
File  Wiew Help

Bl Al 5

Modified Configuration

% Primary D omairs

E-F DNS Server - As0R
R
i -4 00127 inaddrapa.

S@ itzaroch.ibm. com.
.42 Secondany Domains
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Figure 232. Hosts in itsoasp.com domain

Figure 233 shows the security configuration to restrict access to the itsoasp.com

domain.

Primary Domain Properties - iteoazp.com.

General | Mame Sewersl (GET] Security |.&dditi0nal Hecordsl

Limit domain data access to subnets:

Address | Mask

10.160.102.0 28R.255.255.0
10.160.103.0 25R.255.2585.0
10.196.8.0 25h.255.285.0
10.160.101.0 25h.255.285.0

Limit domain data access to P addresses:

Add

Femayve

g

204.146.18.14
127001

Add

Hemayve

d

o 1

Cancel Help

Figure 233. Restricting access to itsoasp.com domain

Figure 234 on page 298 shows how to restrict zone transfers to only authorized

secondary DNS servers.
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DHS Server Properties - As05 EHE

Sort List I Unreliable Mame Servers I Limnitz | Additional Directives I
General I Fioot Servers I Fonwarders Security | Options
Secondary server access lish

Address | Mask |
127.0.00 255.0.00 Add

204.146.18.14 255.255.255.255
Hemove |

QK I Cancel | Help |

Figure 234. Restricting zone transfers to authorized secondary DNS servers

Figure 235 shows how to limit access to the ASP’s internal domain
(itsoroch.ibm.com) to the internal clients only.

Primary Domain Properties - itzoroch.ibm.com.

General | Mame Serversl I ail Security |Additi0nal Hecordsl

Lirnit domain data access to subnets:

Address | Mask [ Add |
RRECENE 2565 255, 255.0
Femoye |

Lirnit domain data access to [P addresses:

Add |
Hemove |

QK I Cancel | Help

Figure 235. Limiting access to the internal domain

11.7.2 Configuring the DNS server on AS14

The DNS server on AS14 is the primary DNS for customer custA’s domain. It is
also a secondary DNS for itsoasp.com. Figure 236 and Figure 237 show the DNS
configuration on AS14 for this scenario.
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il DNS Server Configuration - As14
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% econdary
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Figure 236. DNS server configuration on AS14

Secondary Domain Properties - Domain Hame 2| X|

General I

A secondary server loads its data over the netwark fram
ancother primary of secondary server called a master server.

Fully qualified domain name:

Master server P addresses:
10.196.8.5 Add

Hemove

g

¥ Save copies of master server data

Ok I Cancel Help

Figure 237. AS14 as a secondary DNS for itsoasp.com

11.7.3 Configuring the HTTP servers on AS05

Configure the HTTP servers for each customer. For details on configuring HTTP
servers, see HTTP Server for AS/400 Webmaster's Guide V4R4, GC41-5434.

In this scenario, each HTTP customer server instance is bound to a specific IP
address. This configuration isolates the resources assigned to each customer
and simplifies the filters configuration to restrict remote clients access to the
authorized server only.

Figure 238 on page 300 shows how to bind an HTTP server to a specific IP
address by specifying the corresponding host name.

Chapter 11. Network security in an ASP environment 299



IBM HTTP Server Configuration and Administration - Metscape

File Edt “iew Go Communicator Help

< » A4 4 = <+ & B &
Back Forwad  Reload Home Search  Netzcape  Print Security Shop Stag
" Bookmarks ¢ Location: Ihtlp #/a305:2001 /QIBM/HT TPSYR Admin/gzhamain.ndm/mainpage =l @& What's Related

u Glohal setver parameters d

Configuration and Administration
wierver Instances
m Work with setver .
instances B asic
m Change associated
configuration

m Change instance
parameters Configuration: HTTPCUSTA

m Cteate serverinstance

= Delete cerverinstance Host name: IHTTPCUSTA. itzoasp.com
vml% Bind optiona\_# Bind server to host IP address
HTTPCUSTA =
' Bind server to all local IP addresses

= Basic

pCGL Default port: IBD

m Create configuration
u Delete confizuration User: I%‘%SERVER‘%%

p Directories and Welcome
Page
u Digplay configuration

m Error tmessage o
customization Server-side includes:

m Java servlets & Digable

P Languages and
Encoding —  Enable for CGI scripts only

LDAP
}_. " Enable for filzs only
P Logging
p Log Reporting " Enable for both CGI scripts and files
u M eta-information
bEICS LD_Cal Server-side include options

PICS Third Party .
s TI.Md-Pm & teutiz-esi-htrnl only
p Erotection
B Proxy Settings  textihteal also

whReguest Processing ﬂ j
E#l |Document: Done 5*%& B = TN B YA |

™ Look up host name of requesting clients

Figure 238. Binding an HTTP server to an IP address

11.7.4 Configuring the Telnet server on AS05 and AS22

For Telnet security considerations, refer to 5.4.4, “TELNET considerations” on
page 89. In the ASP scenario, you can add an extra layer of protection using
Telnet exit programs. Use Telnet exit programs to limit access by user or IP
address. You can also log all access attempts.

For more information on writing exit programs for Telnet, see 0S/400 TCP/IP
Configuration and Reference, SC41-5420. You can also refer to the site at:
http://www.as400.ibm.com/tstudio/tech ref/tcp/indexfr.htm

11.7.5 Configuring the FTP server on AS24
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For FTP security considerations, refer to 5.4.6, “FTP considerations” on page 89.
In the ASP scenario, you can add an extra layer of protection using FTP exit
programs. In this scenario, we created two FTP exit programs with the following
objectives:

* Allow access to a particular AS/400 system only from specified IP addresses.
In our example, AS24 FTP server accepts requests from custB only.

* Log all access to the FTP server.

e Limit authorized user access to specific functions. In our example, the
permitted functions are session initialization, list, put, and get.
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See Appendix B, “FTP exit examples” on page 391, for example code.

%ogtg: The programs appearing in Appendix B, “FTP exit examples” on page 391, were
originally written by Dan Riehl of the Powertech Group Inc.
(http://www.400Security.com). The first publication of these programs appeared in the
News/400 magazine.

For more information on writing exit programs for FTP, see OS/400 TCP/IP
Configuration and Reference, SC41-5420. For useful information and program
examples for setting up secure anonymous FTP, visit the Web site at:
http://www.as400.ibm.com/tstudio/tech ref/tcp/ftpexit/ftpexl.htm

11.7.6 Configuring the customers internal hosts
Consider the following items when configuring the customers internal hosts:

* All traffic to the ASP network must be routed through the AS/400 VPN server.
Be sure to configure a network route with the VPN server as next hop if the
default route points in some other direction. Otherwise, configure the AS/400
software as default route.

* Internal host in custA must point to the DNS server on AS14.

¢ Internal hosts on custB and custC must point to the ASP DNS server.

11.8 Restricting access to a confidential subnet

Suppose the ASP provides services for some confidential application or data that
only some customers can access. You can configure the VPN so that only
selected customers access the confidential subnet. This is fairly simple to
accomplish by adding an extra subnet and configuring the data endpoints of the
VPN connections accordingly.

Suppose custC in our scenario is the only customer allowed to access the
confidential subnet in the ASP’s network. Figure 239 on page 302 shows a
variation of this chapter’s scenario with an additional subnet 10.196.9.0/24, which
represents the confidential network.

The network addressing scheme chosen allows us to accomplish the objective
relatively simply by performing the following changes:

* On AS07, change the defined address CiscoSubnet
from 10.196.8.0 with mask 255.255.255.0, t0 10.196.0.0 with mask
255.255.0.0.

* On the Cisco router, change the ipsec-to-as7 access list from:
permit ip 10.196.8.0 0.0.0.255 10.160.102.0 0.0.0.255
to:
permit ip 10.196.0.0 0.0.255.255 10.160.102.0 0.0.0.255

Security is maintained because custA and custB cannot access the extra subnet
as their VPN tunnels endpoint at the ASP is 10.196.8.0.

This variation of the scenario demonstrates the flexibility of IPsec VPNs.
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Figure 239. Restricting access to a specific subnet

11.9 Verification tests

Perform the tests in Table 48 to verify that the implementation satisfies the
customer requirements and security policies. “Yes” indicates that the connection
to the application was successful, and “No” indicates it failed.

Table 48. Verification tests - Customer to ASP

Customer A Customer B Customer C
HTTPcustA Yes No No
HTTPcustB No Yes No
HTTPcustC No No Yes
ASO05 Telnet Yes No No
ASO05 DNS No Yes Yes
ASO05 DNS Zone Transfer Yes No No
AS22 Telnet No Yes Yes
AS24 FTP No Yes No
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11.10 Summary

This scenario shows how an ASP can simulate a private network using VPNs
over the public links of the Internet.

The AS/400 system is used as a VPN server at the customer eliminating the need
for an additional box.

Creating VPN tunnels with the appropriate endpoints allows access to some
networks or applications for some customers while limiting others.

IP packet filtering on the ASP’s AS/400 servers is used as an extra layer of
protection to enforce the security policies.

The TCP/IP applications (HTTP, DNS, Telnet, FTP) are implemented in a way that
provides isolation from each customer environment and extra security functions
by use of exit programs where applicable.
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Chapter 12. Remote access with Windows 2000 VPN clients

This chapter describes how to implement secure connections for traveling
employees and virtual office employees that need access to the corporate office.
The remote users access the corporate office AS/400 system using a PC with
Windows 2000. The connection is secured by a VPN (L2TP tunnel protected by

IPSec).

IPSec is a built-in feature of the Windows 2000 TCP/IP stack. L2TP is provided
by the dial-up component of Windows 2000.

This chapter describes two alternatives for connecting the client to the Internet:

* Connection over a dedicated link, for example, a dedicated high speed link
(DSL) or cable modem. This is a good option for small offices or virtual offices
where employees telecommute from their home.

* Connection over a dial-up PPP link. This option is suitable for travelling
employees that dial to the ISP over a telephone line to establish the
connection.

=
Note:/n both cases, the ISP assigns the client a dynamic (random) IP address.

Figure 240 provides an overview of the scenario described in this chapter.

v
0\90\96

| Internet
‘C Trusted
Network VPN - L2TP protected by IPSec
. Employee's Home office
-v_ ===
——

Corporate office

i

Figure 240. Virtual office and traveling employees connected to corporate office over a VPN

For information on how to configure secure remote access for other clients, refer
to AS/400 Internet Security: Implementing AS/400 Virtual Private Networks,

SG24-5404.

12.1 AS/400 and Windows 2000 VPN compatibility

AS/400 V4R4 IPSec can only establish a VPN with Windows 2000 if the client is
assigned a fixed IP address. The reason for this limitation is that Windows 2000
does not support IKE aggressive mode (only main mode is supported). For
dynamically assigned IP address, Windows 2000 requires certificate-based

authentication.

The AS/400 system only supports pre-shared key authentication in V4. To solve
this problem and to establish IPSec tunnels between the AS/400 system and
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Windows 2000 clients with dynamically assigned IP addresses, AS/400 VPN
support has been enhanced in V4R5 to allow a range of IP addresses as remote
identifier. This allows you to configure the range of possible IP address that the
ISP may assign to the client and continue using pre-shared key as the
authentication method.

Software requirements
The software requirements to implement this scenario are:
e 0S/400 V4R5 (5769-SS1) with latest cumulative (CUM) PTF package installed
IBM Cryptographic Access Provider (5769-AC2, or AC3)
Digital Certificate Manager (DCM) (5769-SS1 option 34)

Client Access Express (5769-XE1) with Operations Navigator and latest
service pack

Windows 2000 with High Encryption Pack for 3DES

12.2 Scenario implementation

The following section describes the implementation of this scenario on the
AS/400 system and the Windows 2000 client.

Scenario characteristics
The characteristics of this scenario are:

* Traveling employees access the corporate office by dialing an ISP Point of
Presence (PoP).

» Telecommuters and very small remote office access the corporate office by a
DSL or cable modem connection to the ISP.

* The corporate office gateway is an AS/400 system with OS/400 V4R5.

* The ISP assigns dynamic IP addresses to the remote clients.

%ogtg: To simplify this scenario’s configuration, a security gateway between the AS/400
system at the corporate office and the Internet is not shown but must be assumed.
Refer to AS/400 Internet Security: Implementing AS/400 Virtual Private Networks,
SG24-5404, for information on how to configure a firewall to allow a VPN tunnel to flow
through it.

12.3 Scenario objectives
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The objectives of this scenario are:

 All traffic between the remote PC clients and the corporate gateway AS/400
system must be protected by IPSec.

* Remote clients must be assigned an internal IP address from the company’s
private address space. Company’s policies control access to company’s
resources for internal hosts.

* The AS/400 VPN gateway at the corporate office use proxy ARP to route
traffic between the remote clients and the internal network.
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Note: To meet the objectives above, implement an L2TP tunnel protected by IPSec
between the clients and the AS/400 system at the corporate office.

* The corporate security policy requires that the Internet Key Exchange (IKE)
Phase 1 key is refreshed every 120 minutes. The IKE Phase 2 key must be
refreshed every 30 minutes.

12.3.1 Scenario advantages
The advantages of this scenario are:
* All traffic between the remote clients and the corporate office is protected by
IPSec. The L2TP tunnel helps to extend the corporate address space to the

remote clients. This infrastructure allows the company to seamlessly extend
the internal network to remote users over the Internet.

e Using a VPN client when compared to an SSL client simplifies filter
configuration and affords higher security.

12.3.2 Scenario risks
The risks associated with this scenario are:
* Connecting the clients to the Internet directly is always risky. To minimize this

risk, install a personal firewall product on the remote clients. Personal firewalls
provide PCs with comprehensive protection from Internet-based threats.

* Due to the implementation characteristics discussed in 12.1, “AS/400 and
Windows 2000 VPN compatibility” on page 305, all remote clients connected
to the corporate AS/400 system over the VPN are authenticated with the same
pre-shared key. Use CHAP authentication in the L2TP tunnel to authenticate
each individual remote user.

12.3.3 Overview of the Windows 2000 scenario
Figure 241 on page 308 shows the test network used in our lab for this scenario.
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Work with TCP/IP interfaces

Internet Subnet Line
Address Mask Description
204.146.16.71 255.255.255.0 TRNLINE
172.16.1.129 255.255.255.0 FWCMNO04

Internal network

Work with TCP/IP Routes
Route Subnet Next
AS25prod Destination ~ Mask Hop
*DFTROUTE *NONE 204.146.16.1

TRNLINE
71

204.146.16.0/24

FWCMNO04
129

TokenRing1

172.16.1.0/24 208.222.150.0/24

80

- == =
==
—ee SO ==

Figure 241. Remote access with Windows 2000 VPN client - Test network

12.3.4 Implementation tasks: Summary
The tasks performed to implement this scenario are summarized here:
1. Complete the planning worksheet for the Windows 2000 client VPN client.
2. Complete the planning worksheet for the AS/400 system VPN and filters.

3. Configure the host to hosts VPN connection on the AS/400 system using the
VPN connection wizard.

Make required changes to VPN connection configuration.
Configure the IP filter rules on the AS/400 system.

Configure the L2TP profile on the AS/400 system

Configure the VPN connection on the Windows 2000 system.

Configure the L2TP connection on the Windows 2000 system.
Start the VPN connections.

= © ® N o o A~

0.Verify the VPN connection status.

12.4 Planning the configuration

This section includes planning worksheets to help you to gather the configuration
data that you need to implement this scenario.
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12.4.1 Planning worksheet for the Windows 2000 VPN client

Complete the planning worksheet to gather the information you need to configure
the IP Security policy, filters, and L2TP tunnel in the Windows 2000 client. Table
49 and Table 50 on page 310 show the Windows 2000 VPN client planning
worksheets for this scenario.

Table 49. VPN planning worksheet for Windows 2000 client

This is the information you will need to
create your VPN connection using
Win2000 client

Scenario answers

What is the name of the new IP security
policy?

IPSec between Windows 2000 and home
office AS/400 system AS25Prod

Will this policy become the default secure
policy?

No

What authentication and encryption
characteristics are used for IKE Phase 1
policy?

-Authentication method

Pre-shared key

-Encryption algorithm 3DES

-Hash algorithm SHA

-SA life 120 minutes

-Key group Diffie-Hellman Group 2

To which network type will the security rules
apply?

All network connections

What is the initial authentication method?

Pre-Shared key

What is the specific data for the
authentication method?

brooklyn
Note: All clients must use the same
pre-shared key

What is the name of the new IP filter list?

IP filter list for IPSec between this system
and home office AS/400

What is the source IP address?

My IP address

What is the destination (remote key server)
IP address?

204.146.16.71

What protocol and ports will be used
between the local and remote system?

Local: UDP 1701
Remote: UDP ANY

What authentication and encryption
characteristics are used for IKE Phase 2
policy?

-Encryption algorithm ESP
-Hash algorithm MD5
-SA life time 30 minutes
-SA life size 100,000 KB
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Table 50. L2TP planning worksheet for Windows 2000 client

This is the information you will need to
create your L2TP connection using
Win200 client

Scenario answers

Does the VPN connection require an Initial
connection to be dialed for Internet access?

- Do not dial initial connection (DSL or cable)
- Automatically dial this initial connection
(dial-up PPP link)

What is the remote tunnel endpoint’s IP
address?

204.146.16.71

Is the connection available for all users or
just a specific local machine profile?

All users

What is the name of the L2TP connection?

Connection to home office

What user name and password will be used
for this profile?

BKZEIER / itsasecret

Note: User name and password used for
CHAP authentication. Make it unique for
each client.

12.4.2 Planning worksheet for the AS/400 system

Complete the planning worksheets to gather the information you need to
configure the Host to Hosts VPN, and the L2TP tunnel and on the AS/400 system.
Table 51 and Table 52 show the AS/400 planning worksheets for this scenario.

Table 51. VPN planning worksheet for the AS/400 system

This is the information you will need to
create your VPN connection on the
AS/400 system

Scenario answers

What type of connection type will you be
creating?

Host to Hosts

What is the name of the connection group?

Windows2000

How will you protect your keys?

- High Security / Low Performance

- Balanced Security and Performance
- Low Security / High Performance

High security

What is the local Identifier?

IP address
204.146.16.71

What is the remote identifier?

IP Range
0.0.0.0 - 255.255.255.255

What is the Pre-Shared Key?

brooklyn
Note: All clients must use the same
pre-shared key

How will you protect your data?

- High Security / Low Performance

- Balanced Security and Performance
- Low Security / High Performance

Balanced

What authentication and encryption
characteristics are used for IKE Phase 1
policy?
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This is the information you will need to
create your VPN connection on the
AS/400 system

Scenario answers

-Authentication method
-Encryption algorithm
-Hash algorithm

-SA life

-Key group

Pre-shared key

3DES

SHA

120 minutes
Diffie-Hellman Group 2

What authentication and encryption
characteristics are used for IKE Phase 2
policy?

-Encryption algorithm
-Hash algorithm

-SA life time

SA life size

ESP
MD5
30 minutes
100,000 KB

Table 52. L2TP planning worksheet for the AS/400 system as an LNS

This is the information you will need to
create your L2TP profile on the AS/400

Scenario answers

system
What is the name of the L2TP profile? AS400LNS
What is the mode type of the L2TP profile? L2TP terminator

What is the local tunnel endpoint IP
address?

204.146.16.71

What is the name of the virtual L2TP line AS400LNS
description

Will the AS/400 system be using tunnel Yes

Keep alive?

What is the local host name? AS25Prod
What is the maximum number of sessions 6

for this L2TP profile?

What is the inactivity time-out for remote No time-out
access users?

What is the local IP address of the AS/400 172.16.1.129

system on the local network?

What is the address pool used for remote
access users?

172.16.1.248 - 172.16.1.254

What remote authentication protocolis used | CHAP
to authenticate remote access users?
What is the name of the validation list used WIN2000

to authenticate remote access users?
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This is the information you will need to Scenario answers
create your L2TP profile on the AS/400
system

What user names and passwords will need - BKZEIER / itsasecret
to be added to this validation list? -

Note: User name and password used for
CHAP authentication. Make it unique for
each client.

What subsystem is used for L2TP QUSRWRK
connection jobs?

12.5 AS/400 VPN configuration

12.5.1 Setting the

The following section describes the steps you need to perform to configure the
AS/400 system in this scenario.

VPN default values

The VPN configuration wizard configures the AS/400 VPN connection using
default values. You can customized some of the default values used by the
wizard before configuring the VPN. For more information about the default values
used by the VPN configuration wizard, refer to AS/400 Internet Security:
Implementing AS/400 Virtual Private Networks, SG24-5404.

To customize the VPN default security values to meet the requirements for this
scenario, follow these steps:

1. Start the Virtual Private Networking GUI by double-clicking Virtual Private
Networking in Operations Navigator.

2. Click Edit->Defaults (Figure 242).

Ji| Virtual Private Networking - Az25prod [_ O] =]
File Wiew Help
| Fo == @] x| |

Coiay,
B2 Faste
Preshared Keys
= Defaults

itual Private Metworking - As25prod
Container |Descr|pt|nn

9 IP Security Policies Policies for establishing connections
iu% Secure Connections Secure IP connection definitions

|Shuw the defaults used when creating new ohjects

Figure 242. Edit default VPN default security values

3. At the General tab, click Use identity protection (ISAKMP main mode)
when negotiating key policies (Figure 243). Windows 2000 only supports
main mode negotiation.
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¥irtual Private Networking Defaults - As25prod

Figure 243. Default security values - General tab

4. Click the Key Management Lifetime tab.

5. Enter 120 minutes for key management lifetime (IKE Phase 1) as shown in
Figure 244.

¥irtual Private Networking Defaults - As25prod

120

s

Figure 244. Key Management Lifetime - IKE (Phase 1)

6. Click the Key Expiration tab.

7. Enter the key expiration values for IKE Phase 2 as specified in the planning
worksheet, Table 51 on page 310. See Figure 245 on page 314.
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¥irtual Private Networking Defaults - As25prod | |

Generall Key Management Lifetime  Key Expiration | Connection Lifetimel

Key expiration

Expire after: IBD minutes
Expire at size limit: I1DDDDD Vl kilobwtes

QK Cancel | Help |

Figure 245. Data management key expiration - IKE Phase 2

8. Click OK to save the new default values.

S

Tip:Review the VPN default values before creating a new VPN connection with the
VPN connection wizard. Customizing the default values before configuring the VPN
will save you time.

12.5.2 Configuring a Host to Hosts VPN on the AS/400 (AS25prod)

314

The IPSec connection that protects the L2TP tunnel in this scenario is a Host to
Hosts. Even when the client is assigned a dynamic IP address, we treat the
remote key server identifier as a Version 4 IP address. Using a Version 4 IP
address as the identifier type enables the use of IKE Phase 1 main mode (the
only mode supported by Windows 2000) and pre-shared key authentication (the
only authentication method supported by the AS/400 system in OS/400 Version
4).

Refer to the planning worksheet in Table 51 on page 310 for configuration values.
To configure the VPN, perform the following steps:
1. Start the Virtual Private Networking window from the Operations Navigator.

2. Select File->New Connection->Host to Hosts to start the VPN configuration
wizard.

The New Connection Wizard welcome window shown in Figure 246 is
displayed.
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Mew Connection Wizard E3

Welcome to the vitual private networking Mew Connection wizard! Use the wizard to configure
dynamic key or dynamic IP connection groups.

When yau are finished, the wizard creates the following WP configuration ohjects foryou. You
can view these ohjects, madify them, or create new ohjects from the Virtual Private Netwarking
interface in Operations Mavigator.

IP Security Policies

@; Key Palicy

Defines authentication and encryption algarithms for protecting the keys generated
during IKE Phase 1 negotiations

i} Data Palicy

Defines authentication and encryption algarithms for protecting data during IKE Phase
2 negatiations.

Secure Connections

E Key Connection Group
Defines the connection between twa key servers.

ﬁ Data Connections
Defines commaoan characteristics used by one ar mare data connections.
Wizard creates either Dynamic Key Graup ar Dynamic IP Group.

= Dynamic Key Connection (exists within the dynamic key group)
Defines characteristics of individual data connections between pairs of endpaints.

Impartant Mote: After the wizard creates a connectio ngroup, you MUST manually configure filter
rules to allow IKE negotiations over UDP part 500 and IPSec traffic for the connection. You da this
in the IP Packet Security interface in Operations Mavigatar

dub | m Hest %l o Firiich | X cancel ?Help

Figure 246. New connection Wizard window

3. Click Next.

The Connection Name window shown in Figure 247 on page 316 is displayed.

4. Enter the connection name and a brief description.
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Connection Name E

What waould you like to name this connection group?

MName: rNindDWSQUUU

How would you like to describe this connection group?

Description: lAIIDW remote L2TP client cannections|

Figure 247. Connection Name window

5. Click Next.
The Key Policy window shown in Figure 248 is now displayed.

6. Specify the level of authentication and encryption protection that is desired to
protect IKE traffic during Phase 1 negotiations. In our scenario, we selected
Highest security, lowest performance as defined in our planning worksheet,
Table 51 on page 310.
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Key Policy E3

What key policy do you want to use to protect your keys?

& Hinhest security, iowest performance

" Balance security and performance
' Minimum security, highest performance

" Key policy previously created

Folisy: A525htoA505 =

Figure 248. Key Policy window
7. Click Next.

The local Identifier window shown in Figure 249 on page 318 is now displayed.

8. Select Version 4 IP address for identifier type and 204.146.16.71 for the IP
address of the local key server.
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Local Identifier

Enter the identifier to represent the local key server far this connection.

Identifier type: IVersion 4 |IP address LI

|dErifer: I

IP Address: 204.146.16.71

Figure 249. Local Identifier window

9. Click Next.
The Remote Hosts window shown in Figure 250 is now displayed.

10.Click Add to display the Remote Identifier window shown in Figure 251.
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Remote Hosts E

What are the hosts in the remaote network that you want to cannectto?

Remaote |dentifier |

=il

BEriyE

[ =
[ fn

4= Back et

? Help

Figure 250. Remote Hosts window

11.Select Version 4 IP address for Identifier type and enter an arbitrary IP
address, such as 5.5.5.5 and a Pre-shared key as defined in the planning
worksheet (Table 51 on page 310).

(=>

Note: The IP address of 5.5.5.5 will be changed to reflect the valid range or subnet of
remote IP addresses that can use this connection group. This is done once the wizard
configuration is completed.

Change this identifier to IP

Version 4 address range after
the wizard configuration. See
12.5.3.2, “Configuring the
remote server identifier” on
IP Address: |5.5.5.5 page 323.

\\ All clients must use this

pre-shared key.

ldentifier type: IVersion 4 |IP address LI

|dErifer: I

Pre-Shared Key: Ibrooklynl

QK bJ Cancel Help

Figure 251. Remote Identifier window
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12.Click OK, and then click Next.
The Data Policy window as shown in Figure 252 is now displayed.

13.Specify the level of authentication and encryption protection that is desired to
protect the L2TP traffic. In our scenario, we selected Balance security and
performance as defined in the planning worksheet (Table 51 on page 310).

Data Policy E

What data palicy do you want to use to protect the data?

' Highest security, lowest perfarmance

& Halance security and performance

" Minimum security, highest performance

" Data policy previously created

Folisy: 4525ht0A505 =

Figure 252. Data Policy window

14.Click Next.

15.The New Connection Summary window shown in Figure 253 is now displayed.
This window summarizes the configuration values and shows the list of
configuration objects that the wizard creates when you click Finish.
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Mew Connection Summary E

Here is a summary ofthe connection you just defined. After reviewing the
parameters, click Finish to create the connection. Ifyou wish to make any changes,
use the Back button to return to the appropriate page.

Surmmary
Hostto host connection group name: Windows 2000
Remaote key server
Authentication: Pre-shared key
Remote hosts to connect to:
545545
Data Palicy
Balanced securityperfarmance
Key Palicy
Highest security
Local key server B
|dentifier type: Yersion 4 IP address
IP Address: 204.146.16.71

|»

The following abjects will he created: ;I
Dynamic Key Connection Group: Windows 2000

Key Connection Group: Windows 2000

Dynamic Key Connection:

Windows2000:L1

Data Palicy: Windows2000B5

Key Palicy: Windows2000HS

) e | |/Finisp\ | _

Figure 253. New Connection Summary window

16.Click Finish.

12.5.3 Making required changes to the VPN connection

Besides changing the security default values to meet the requirements as shown
in 12.5.1, “Setting the VPN default values” on page 312, you need to perform the
following changes to the VPN configuration created by the wizard in this scenario:

» Set the key group to Diffie-Hellman Group 2 (according to planning worksheet
in Table 51 on page 310).

» Set the Remote server identifier to IP Version 4 address range.

e Set the data management policy values to single value from connection and
filter rule.

* Delete the dynamic key connection created by the wizard.
12.5.3.1 Configuring Diffie-Hellman Group 2
Perform the following steps:

1. At the Virtual Private Networking window, expand IP Security Policies and
select Key Policies.

2. In the right pane, right-click the key policy created by the wizard and select
Properties as shown in Figure 254 on page 322.
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[ﬂ Yirtual Private Networking - As25prod

File Edit View Help

% alm| p|o] ¥ =@ x|=

Current Configuration ey Palicies

|E Wirtual Private Metwarking - As28prod | |Mame |Descripti0n

=-[ 1P Security Palicies ® Windows2000HS

- kN & cut
Bz Copy

X Delete

5 Properties

-] /! b

: w; Data Policies
Tf Secure Connections

Display the properies ofthe selected item

Figure 254. Virtual Private Networking window - Key policy properties

3. Click the Transforms tab.
4. Highlight the Key protection transform, and click Edit as shown in Figure 255.

Properties - Windows2000HS

General Transforms

Key protection transfarms:

Authentication Method Hash Algarithm Encryption Algarithm

Remaove |

Figure 255. Key policy properties window - Transforms tab
5. For Diffie-Hellman group, select Default 1024-bit MOD (group 2) as shown in
Figure 256.
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Key Protection Transform ﬂ

Authentication method: IPFE-ShSFEU key LI

Fre-shared Keys... |

Hash algorithm: fsHa |
Encryption algarithm: 3pES-CaC |
Diffie-Hellman graup: C [Defautt 1024-0it MODP ) |

Key management

Maximum key lifetime: |120| minutes
Maximurm size limit: IND size limit vl kilobytes

QK Bl Cancel I Help
R

Figure 256. Key protection transforms window

6. Click OK to return to the Virtual Private Networking.

12.5.3.2 Configuring the remote server identifier

Select
Diffie-Hell-
man group 2.

To use pre-shared key authentication for Windows 2000 clients with dynamically
assigned IP addresses, you need to configure a range of IP addresses as the
remote server identifier on the AS/400 system. The range of IP addresses can be
restricted to only those addresses that your ISP will assign. Otherwise, you can
configure an open range that includes all IP addresses as shown in this example.

Perform the following steps:

1. On the Virtual Private Networking window, expand Secure connections and

click Key Connection groups.

2. In the right pane, right-click the Windows 2000 key connection group created
by the wizard and select Properties from the pull-down menu as shown in

Figure 257.

[ﬂ Yirtual Private Networking - As25prod e 10l =|

File Edit View Help

% Bl O] #md| x|«
Current Configuration ey Connection Groups
|E Wirtual Private Metwarking - As28prod | |Mame Description
=-[{) IP Security Policies o
=% Secure Connections & cut
y Connection Groups| Copy
I Data Connections % Delete =
4 3 — _'I_I

Display the properies ofthe selected item

Figure 257. Virtual Private Networking window - Key connection group properties

3. On the properties page, select the bogus remote server identifier configured

by the wizard, and click Edit as shown in Figure 258 on page 324.
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Propetties - Windows2000 |

General | Associations | Address Translation

MName: rNindDWSQUUU

Description: iAIIoW remate LZTP client connections

Remote server identifiers:

Identifier |
eioisiE R
Add
Edit N |
R
| Remaove I

Set Pre-shared Key |

Fre-shared Keys... |

QK | Cancell Help |

Figure 258. Key connection group properties window

4. From the Identifier type pull-down, select IP version 4 address range, and
specify an address range that will include the remote clients’ dynamic IP
address as shown in Figure 259.

Remote Key Server - As25prod ﬂ
General
Identifier type: IIP version 4 address range LI
|demtifier: I
IF Address: |5.5.5.5

Subnetmash: I

Address range:

Start: |n.u.u.u

End: I255.255.255.255

i Cancel Help

Figure 259. Remote key server window - Selecting identifier type IPv4 address range

5. Click OK to return to the key connection group properties window (Figure
260).
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Properties - Windows2000

General | Assotiations | Address Translation |

Marme: ideDWSEUUU

Description: rNianD VPN

Remate server identifiers:

Type Identifier

Add |

Edit |

Remove |

Set Pre-shared Key [ ||

Fre-shared keys... |

Ok | Cance\l Help |

Figure 260. Key connection group properties window

6. Click Set pre-shared Key. You must assign the pre-shared key to the new
identifier.

7. Enter the pre-shared key as defined in the planning worksheet (Table 51 on
page 310). Refer to Figure 261.

0.0.0.0-255_255_ 255 255 Pre-shared Key - As25prod | |

Key: Ibrooklyn

Ok Q‘J Cancel |

Figure 261. Assigning the pre-shared key to the new address range identifier

8. Click OK to return to the Properties window (Figure 262 on page 326).
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Properties - Windows2000 | |

indows2000
in2000 WPMN

Figure 262. Properties window

You can now delete the pre-shared key created by the wizard when you
specified the bogus IP address as local identifier.
9. Click Pre-shared Keys (Figure 262).

10.Select the bogus identifier created by the wizard (Figure 263).

Pre-shared Keys - As25prod

in 4 |P address|5.5.5 hroaklyn
sion 4 addres... 0.0.0.0-255.255 24 hrooklyn

Figure 263. Deleting the pre-shared key created by the wizard

11.Click Remove.
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12.Click Yes to confirm delete as shown in Figure 264.

[ﬂ Confirm Delete | |

@ Are you sure you want to delete 55557
Mo |

Figure 264. Confirm delete of the pre-shared key created by the wizard

13.Click OK twice to return to the Virtual Private Networking window.

12.5.3.3 Setting data management policy values
To change the data management policy values, perform the following steps:

1. On the Virtual Private Networking window, expand
Data Connections->Dynamic Key. Right-click the dynamic key group created
by the wizard (Windows2000), and select Properties from the pull-down menu
(see Figure 265).

[ﬂ Yirtual Private Networking - As25prod e 10l =|

File Edit View Help

% Blm| p|e| ¥|m=(m| x|=

Current Configuration indows2000: connections
|E Wirtual Private Metwarking - As28prod | |Mame Description
&[4 1P Security Policies = Windows2000:L1 Allow remate L2TP client conn..

E-%F Secure Connections
----- & Key Connection Groups

(-5 Data Connections
] ic Key Groups

-T7 Manual Conn ™% Explore
ﬁ Dynamic IP G

ﬁfz Mew Dynamic Key Connection
% cut

Copy

& Faste

X Delete

Figure 265. Virtual Private Networking window

2. On the properties window, select Only the remote system can initiate this
connection as shown in Figure 266 on page 328.
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Propetties - Windows2000 x|

General | Polic%Address Translation |

MName: rNindDWSQUUU
Description: iAIIoW remate LZTP client connections
— System role

' Hath systems are hosts
" Local system is a host, and the remate system is a gateway
" Local system is a gateway, and the remote system is a host

" Both systems are gateways

 Initiation
" Only the local system can initiate this connection
& Only the remate system can initiate this connection

" Either system can initiate this connection

Journaling: Maone LI

QK Help

Figure 266. Dynamic key group properties window - General tab

3. Click the Policy tab.

4. On the Policy tab, set all policy values except Remote ports to Single value
from connection. Set the Remote ports to Filter rule as shown in Figure 267.

Propetties - Windows2000 x|

zeneral Policy | Address Translation |

Data management security policy:

e

Froperties |

These values that define the traffic for active connections come from:

Local addresses: ISingIe value from connection LI
Local parts: ISingIe value from connection LI
Remaote addresses: ISingIe value from connection LI
Remaote ports: IFiIterruIe LI
Protocal: ISingIe value from connection LI
Connection lifetime: INeverexpires LI minutes

Help

Figure 267. Dynamic key group properties window - Policy tab

5. Click OK to return to the Virtual Private Networking window.
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12.5.3.4 Deleting the dynamic key connection

In this scenario, AS/400 system is the connection responder and the remote
client the connection initiator. The wizard always configures a dynamic key
connection (name:L1, L2, etc.) that is never used if the AS/400 system is the
responder of the connection. Therefore, you can delete it. For more information
on connection initiator and responder, refer to chapter 4 in AS/400 Internet
Security: Implementing AS/400 Virtual Private Networks, SG24-5404.

To delete the dynamic key connection create by the wizard, perform the following
steps:

1. On the Virtual Private Networking window, in the right pane, right-click the key
connection created by the wizard (Windows2000:L1). See Figure 268.

Jil Virtual Private Networking - As25prod =] E3
File Edit View Help

%] L[] B® #[m]@m] x| |

[Current Configuration indows2000: connections

m irtual Private Metworking - As25prod Marme Description
EEE IF Security Policies
[ % Key Palicies P start

o[th Data Palicies @ Stop

= ’ff Secure Connhections & ocut
E Key Connection Groups |
BT Data Connections Copy
=-%= Dynamic Key Groups
B = i 0g = "
g Manual Connections Properties
il Dynamic IP Groups
Tl VTF' (‘nnnﬂrtinnp 1l | »]
Delete the selected itern

Figure 268. Deleting the Dynamic Key Connection
2. Select Delete from the menu.
You have now completed the IPSec configuration on the AS/400 system.

12.5.4 Configuring the IP filter rules on the AS/400 system

Figure 269 shows the filter rules that need to be incorporated into any existing
rules protecting the AS/400 system from the Internet.

%ogtg: The AS/400 system uses ping to perform dead gateway detection. If ping is
blocked, the route goes down unexpectedly. PTF MF23732 for V4R4MO changes the
dead gateway detection mechanism from Ping to Arp. If you applied this PTF, you do
not need to permit Ping from the AS/400 system to the router. See APAR MA21169
for details.

04/20/00 IP Packet Security: All Security Rules

#FILE CREATED AT THU APR 13 17:19:25 2000

ADDRESS PUBLIC TP = 204.146.16.71 MASK = 255.255.255.255 TYPE

FILTER INTERFACE LINE = TRNLINE SET = VPNSET

FILTER SET VENSET ACTION = PERMIT DIRECTION = INBOUND SRCADDR = * DSTADDR = PUBLIC
SERVICE = IKE FRAGMENTS = NONE JRN = OFF

FILTER SET VPENSET ACTION = PERMIT DIRECTION = OUTBOUND SRCADDR = PUBLIC DSTADDR = *
SERVICE = IKE FRAGMENTS = NONE JRN = OFF

FILTER SET VPNSET ACTION = IPSEC DIRECTION = OUTBOUND SRCADDR = PUBLIC DSTADDR = *
SERVICE = L2TP FRAGMENTS = NONE JRN = OFF CONNECTION DEFINITION = Windows2000

SERVICE IKE PROTOCOL = UDP DSTPORT = 500 SRCPORT = 500

SERVICE L2TP PROTOCOL = UDP DSTPORT = 1701 SRCPORT = 1701

# IT SHOULD BE NOTED THAT ANY FILTER RULE THAT IS NOT SPECIFICALLY PERMITTED IS

AUTOMATICALLY DENIED BY THIS COMPILATION.

TRUSTED

Figure 269. AS25prod IP filter configuration summary

Chapter 12. Remote access with Windows 2000 VPN clients 329



Important:/t is essential that you configure your filter rules properly. If you do not, the
filter rules can block all IP traffic coming into and going out of your AS/400 system.
Whenever you apply filter rules to an interface, the system automatically adds a
default DENY ALL rule. If you want to allow other traffic on the interface, you must add
Permit rules. The filter rules shown in Figure 269 allow only the VPN traffic on AS14
public interface. This may be what you want. But if you are testing and have only one
physical interface on the system, this filter configuration blocks all traffic to your
AS/400 system including Operations Navigator, which you use to configure the filter
rules. If you find yourself in this situation, you have to log on to your AS/400 system
using an interface that still has connectivity, such as the operator’s console. Use the
RMVTCPTBL TBL (*ALL) command to remove all filters on this system.

Do not save your filter file in the
/QIBM/UserData/OS400/TCPIP/CONFIGURATION directory. If you need to use
the RMVTCPTBL *ALL command to deactivate IP filtering, the command will
delete all filter files within this directory.

12.5.5 Configuring the L2TP profile on the AS/400 system

330

This section explains how to configure the LNS end of the L2TP tunnel. Perform
the following steps:

1. From Operations Navigator expand the AS/400 system (AS25prod).
2. Click Network->Point-to-Point.

3. Right-click Connection profiles, and select New Profile from the menu
(Figure 270).

43 AS/400 Operations Navigator - |EI|1|

File Edit Yiew Options Help
il ‘%llﬁl @llol 0 minutes old

| Environment: Brooklyn's A5 /400 Connections | Brooklyn's A5 /400 Connections

Management Central (As25prod) | | Name | Signed Cn L., | Description
aklyn's AS{400 Connections: B aszsprod  ITSCID4Z Manage this A5/400.

+ % Basic Operations
[+-E8 Job Management

-2 Configuration and Service
=1-§f Metwork

IP Security
Paint-to-Paint

2 Modems

-l Connection Profil Explore
FF Protocols @ o
ﬁ Servers PEn
1EM Network Station ___ reate Shorteut
Internet m
BB windows Administrat  Mew IBM Global Metwork Dial Connection 3
= i
Creates a new profile, Propetties 4

Figure 270. Operations Navigator - Creating a new PPP profile
Ensure the General tab is selected since the settings on this page affect the
rest of the pages.

4. On the General tab, enter a name and description for your L2TP profile.

5. Select PPP as the Type of connection.

6. Select Virtual line (L2TP) for the Mode parameter.
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7. Select Terminator (network server) for the Mode - Line connection type
(Figure 271).

Mew Point-to-Point Profile Properties - As25prod EHE

45400LNS
Allows remate L2TP users to connect

Figure 271. AS25prod Creating the virtual PPP line

8. Click the Connection tab.

9. For the Local tunnel endpoint IP address, select 204.146.16.71 from the
pull-down menu.

10.Enter a name for the Virtual line name parameter (as4001ns).

11.Enter the maximum number of session that you want to allow for this tunnel (6
in this scenario) as shown in Figure 272.

Azd400Ins - As25prod

204.146.16.71 [ Taken Ri

45 400LNS

0e=ir)

Dt [fF 2]

MTHWtES:

P
r
|

Figure 272. AS25prod Defining the virtual PPP connection parameters

12.Click New.
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13.0n the New L2TP line properties page, click the Link tab.

14.Click Activate tunnel keep alive as shown in Figure 273.

Mew L2TP Line Properties - As25prod EHE

General  Link |Limits IAuthenticationI

B andwidth rezervation (9600 - 2048000]: |1152DD 'l bitz/zecond
b aximum frame size (1000 - 4096]: I‘I 500 bytes

™ Activate packet numbering and acknowledgement

% | Enatile packet sequence numberitg

Select Activate tunnel keep
alive.

QK I Cancel Help

Figure 273. Configuring the virtual link

Important: Do not skip this step. Make sure that Activate tunnel keep alive is selected.
If it is not and the connection is abnormally terminated (for example, the user shuts
down Windows without first disconnecting the VPN connection), the connection on the
AS/400 system remains active. Turning on “Activate Tunnel keep alive” will cause the
AS/400 system to inactivate the connection profile when the remote system stops
responding.

15.Click the Authentication tab.

16.Specify the Local host name (as2sprod) as shown in Figure 274.
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Mew L2TP Line Properties - As25prod EHE

General | Link | Limts  Authentication |

Local host name: IAS 25Prod

Fiemote system authentication

™ Require remate syster identification

i atiar [t rames j e

[pen |

QK Cancel Help

Figure 274. PPP authentication

—>
Note:L2TP Tunnel Authentication is not needed when the L2TP tunnel is being
protected by IPSec.

17.Click OK to return to the New Point to Point Profile window.
18.Select the TCP/IP Settings tab.

19.For the Local IP address parameter, ensure that IP address is selected and
select 172.16.1.129 from the pull-down menu.

20.For the Remote IP address parameter, select Define Address pool.
21.Enter 172.16.1.248 as the Starting IP address.

22.Enter 6 for the number of addresses to give from this pool (we assume six
remote VPN clients).

23.Click Allow IP forwarding to select this function. IP forwarding must be
enabled for the corporate gateway to forward traffic between the remote
clients and the corporate network. Refer to Figure 275 on page 334.
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Mew Point-to-Point Profile Properties - As25prod

172.16.1.248

Figure 275. AS25prod TCP/IP settings on the virtual PPP link

24 .Click the Authentication tab.
25.Click Require remote system identification.
26.Select CHAP only authentication protocol.

27.Enter a validation list name, winzooo (Figure 276).

Mew Point-to-Point Profile Properties - As25prod

Figure 276. Remote system authentication

28.Click New.

29.Enter the user name and password.

334  AS/400 Internet Security Scenarios: A Practical Approach



Win2000 - As25prod EHE

User Name | Password | Protocal | The user name and paSSWOI'd
BrzeleR EHAP Add is unique for each user and

must match the value
entered at the Windows
2000 client to start the L2TP
connection. See Figure 339
on page 367.

Cancel | Help |

Figure 277. Validation list entry - User name and password for CHAP authentication

30.Click OK to close user validation list, and click OK again to save changes to
new Point to Point Profile.

Important: Since all Windows 2000 clients use the same pre-shared key to establish
the VPN tunnel, use CHAP authentication to authenticate individual users.

12.6 Configuring Windows 2000 VPN support

Windows 2000 supports the following VPN technologies:

* |P Security Architecture (IPSec) protocol

e Layer 2 Tunnel Protocol (L2TP)

* Point-to-Point Tunneling Protocol (PPTP)

RADIUS authentication (Windows 2000 server)

Certificate-based authentication for IKE and PPP

* Pre-shared key authentication for IKE

¢ IKE main mode negotiation (Phase 1): Aggressive mode is not supported

IPSec is a built-in feature of the Windows 2000 TCP/IP stack. L2TP is provided
by the dial-up component of Windows 2000.

12.6.1 Implementation tasks summary

The following list summarizes the tasks performed to implement the Windows
2000 VPN in this scenario:

Create and configure an IPSec policy.

Add and configure an IPSec rule.

Create and configure a IPSec filter list and filter.

Create and configure an IPSec filter action.

Configure IKE exchange settings.

Assign the IPSec policy to the IPSec policy agent to activate IPSec.
Configure the L2TP tunnel

Start the VPN connection.

NGO AN =

The following sections describe each of the steps.
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12.6.2 IP Security policy management

336

To add new IP security policies and manage them, you need to add the IP
Security Management snap-in to the console tree of any console supported by
Microsoft Management Console (MMC).

1. Click Start->Run, type mvc and click OK as shown in Figure 278.

Type the name of a program, folder, document, or
Internet resource, and Windows will open it For you,

Open: j
[8]4 I Cancel | Browse. .. |

Figure 278. Starting Microsoft Management Console (MMC)

The Console root shown in Figure 279 is now displayed.

Figure 279. Console Root window

2. Click Console on the menu bar, and select Add/Remove Snap-in from the
console pull-down menu as shown in Figure 280.

i Consolel - [Console Root] 10l =|

Jnﬁ] Console  Window  Help |J O=-E | | 18] =
Mew Chrl+M

J & Qpen. .. Chrl+O | @ |

Tree  Save Chrl+s |
Save As...

Add)

Lemove Snap-in... Ckrl4HM
Options. ..

1 vpn.msc

,_ Exit |

Figure 280. Add/Remove Snap-in menu option

3. The Add/Remove Snap-in window shown in Figure 281 is displayed.
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Add/Removye Snap-in ﬂll

Standalone | Extensions I

Uze thiz page to add or remove a standalone Snap-in from the congole.

Shap-ing added to:

r— Description

Add... i Femove Sbout... |

()3 I Cancel

Figure 281. Adding a Snap-in

4. Click Add.
The Add Standalone Snap-in window shown in Figure 282 is now displayed.

5. Select IP Security Policy Management.

Add Standalone Snap-in 2=l

Awailable Standalone Snap-ins:

Shap-in | Yendor |;|
@T:Pax Service Management Microzoft Corporation
(CFolder
@ Group Policy Microzoft Corporation
Q Indexing Service Microsoft Corporation, 1.

& Local Users and Groups Microsoft Corporation
ﬁ Performance Logs and Alerts Microzoft Corporation
@ Femovable Storage Management HighGround Systems, Inc.

@ Security Configuration and Analysiz Microzoft Corporation LI
=4

r— Description

Internet Protocal Security [IPSec) Administration. Manage IPSec
policies for secure communication with other computers.

Add Close |

Figure 282. Adding the IP Security Policy Management Snap-in

6. Click Add.

The Select Computer window shown in Figure 283 on page 338 is now
displayed.

7. Select Local Computer.
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Select Computer 2=l

Select which computer thiz Snap-in will manage *
when this console is saved the location will alzo be saved
_—
' Local computer The IP Security Policy
The computer this console is running on Management Snap—ln will
" Manage domain policy for this computer's domain manage the local ComPUter‘

" Manage domain policy for anather domair:

" Another computer:

I Browse,.. |

< Back I Finizh ! Cancel

Figure 283. Select Computer dialog box

8. Click Finish.
The Add Standalone Snap-in window is displayed as shown in Figure 284.

Add Standalone Snap-in 2=l

Awailable Standalone Snap-ins:

| Shap-in | Yendor | ;I
[dDisk M anagement VERITAS Software Cor...
Event Wiewer Microsoft Corporation

@ Fax Service Management Microzoft Corporation
(CFolder

@ Group Policy Microzoft Corporation

Q Indexing Service Microsoft Corporation, 1.

.g IP' Security Policy Management
] Link ta web Address

& Local Users and Groups Microsoft Corporation
ﬁ Performance Logs and Alerts Microzoft Corporation LI
r— Description

Internet Protocal Security [IPSec) Administration. Manage IPSec
policies for secure communication with other computers.

T N

Figure 284. Add Standalone Snap-in dialog box

9. Click Close.

The Add/Remove Snap-in window as shown in Figure 285 is displayed.
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Add/Removye Snap-in

Standalone | Extensions I

Uze thiz page to add or remove a standalone Snap-in from the congole.

[

Shap-inz added to: Ia Consale Roat

E IP Security Policies on Local Machine

r— Description

Add... Femove Sbout... |

()3 kj Cancel |

Figure 285. IP Security Policies on Local Machine added to the Console Root

10.Click OK to return to the Console Root.

12.6.3 Creating an IPSec policy

Follow these steps to configure an IPSec policy on Windows 2000:

1. From the Console Root, right-click IP Policies on Local Machine and select
Create IP Security Policy as shown in Figure 286. This invokes the IP
Security Policy Wizard.

'Hi Console2 - [Console Root] =10l |
Jnﬁ] Console  Window  Help D = n | |;|i|l||

|_||g>

Yiew  Favorites |J = =

Tree I Favarites I Name

.g IP Security Policies on Local Machine

.

Manage IP filker Ilsts and filker actidis

All Tasks 3

Mew Window from Here

Refresh

Help

|Create an IP Security Policy | |

Figure 286. Creating a new IP security policy

2. The IP Security Policy Wizard welcome screen shown in Figure 287 on page

340 is now displayed.

Chapter 12. Remote access with Windows 2000 VPN clients

339



IP Security Policy Wizard 2=l
welcome to the IP Security Policy wizard.

Thiz wizard helpz you create an IP Security Policy. ou will

specify the level of security to use when communicating with

specific computers or groups of computers [subnets], and for
particular IP traffic types.

To continue, click Next.

< Back I Mest > I,\ Cancel
o

Figure 287. Starting the IP Security Policy Wizard

Click Next.

4. Atthe IP Security Policy Name dialog box (Figure 288), type the name as
defined in the planning worksheet (Table 49 on page 309) and, optionally, a

description.
IP Security Policy Wizard 2=l
IP Security Policy Hame *
Mame thiz security policy and optionally give it a brief description
_—
M ame:

IPSec between Windows 2000 and home office A5 /400 spstem A5 25Prod

Description:

< Back I Mest > hl Cancel
by

Figure 288. IP Security Policy Name

5. Click Next.

6. The Requests for Secure communications window shown in Figure 289 is now
displayed. Deselect the Activate the default response rule to disable the
default response rule.
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IP Security Policy Wizard ﬂll

Req for § C - B
Specify how thiz policy responds to requests for secure communication,
_—

The default rezponse rule responds to remote computers that request security, when no
other rule applies. To communicate securely, the computer must respond to requests for
FECLIE COmMmUnication.

CI' Activate the default response rule.\

< Back I Mest > I Cancel |

I

The default response rule is
not automatically activated
for this policy.

Figure 289. Request for secure communication - Do not create a default response rule

7. Click Next.

8. The last window of the IP Security Policy Wizard shown in Figure 290 is now
displayed. Make sure the Edit properties option is selected.

IP Security Policy Wizard ﬂll

Completing the [P Security Policy ‘Wizard

Y'ou have successfully completed specifying the properties
for your new P security policy.

To edit your IP security policy now, select the Edit properties
check box, and then click Finish.

¥ Edit properties

To close this wizard, click Finizh.

< Back I Finizh [! Cancel

Figure 290. Completing the IP Security Policy Wizard

9. Click Finish.

Select Edit properties.

The Properties window shown in Figure 291 on page 342 is displayed.

You have completed the basic setup using the IP Security Policy Wizard. Now
you can customize the rules and actions of the policy that has been created by

the wizard.

12.6.4 Configuring an IPSec rule

Once the IPSec policy is created with the IP Security Policy wizard, you need to
add a new security rule. Perform the following steps to add a new IPSec rule:

1. In the policy properties, select Use Add Wizard as shown in Figure 291 on

page 342.
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IPSec between Windows 2000 and hom 2=l

Rules | General I

Security rules for communicating with other computers
1P Security Rules:
IF Filter List | Fier &sction |_Authentication... | Tu
O <Dynamic: Default Response Kerberog Me
1| | >
Agd--lxu | _Edt. | e |(F useaddwead Y—  Select to use the add rule wizard.

()3 I Cancel |

Figure 291. IP Security Policy properties window

2. Click Add.

The Security Rule wizard welcome window shown in Figure 292 is now
displayed.

Security Rule Wizard 2=l
‘welcome to the Create [P Security Rule ‘Wizard.

A zecurity rule governs how and when security is invoked
bazed upon criteria, such as the source, destination, and type
of IP traffic, in the security rule's 1P filker list,

A zecurity rule containg a collection of security actions that
are activated when a commurnication matches the criteria in
the [P filter list.
Security actions:

IP tunneling attributes

Authentication methods

Filter actions

To continue, click Next.

< Back I Mest > I Cancel

Figure 292. IP Security Rule wizard - Welcome window

3. Click Next.

4. At the tunnel endpoint specification type (Figure 293), select This rule does
not specify an IPSec tunnel.
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Security Rule Wizard 2=l

Tunnel Endpoint "
The tunnel endpoint iz the tunneling computer clogest to the |P traffic destination, %
az specified by the security le's IP filker list, _—

An IPSec tunnel allows packets to traverse a public or private internetwork, with the
security level of a direct, private connection between bwo computers.

Specify the tunnel endpoaint for the IP security rule: Disable IPSec tunneling
& Thig rule does not specify a tunnel D) .
C BEGIH J for this rule.
" The tunnel endpoint is specified by this 1P address:
[ o .0 .0 .0

< Back I Hest]s, I Cancel

Figure 293. Setting tunnel endpoint

5. Click Next.

6. Select the network type to which this security rule must be applied (Figure
294). In this scenario, select All network connections.

Security Rule Wizard 2=l

Metwork Type
The zecurity rule must be applied to a network type.

m

Select the network type: . . .
This security rule applies to

(G’ Al network, connections ) all network connections

" Local area network [LAN) . .
configured on this computer.
" Femaote access

< Back I Next>£| Cancel |

Figure 294. Selecting network type to which to apply the security rule

7. Click Next.

8. As authentication method (Figure 295 on page 344), select Use this string to
protect the key exchange (preshared key). Enter the pre-shared key
specified in the planning worksheet (Table 49 on page 309).
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12.6.5 Configuring an IPSec filter list and filter

344

IP Security Policy Wizard

Authentication Method

21|

-
To add multiple authentication methods, edit the security rule after completing the
_—

IP zecurity rule wizard,

Set the initial authentication method for this security rule:

" Windows 2000 default (Kerberos %5 protocol]

" Use a certificate from this Certificate Sutharity (CA);

I Browse,.. |
' se this string to protect the key exchange [preshared keym
brooklyr| / ;I

< Back I Mest > i I Cancel |

Figure 295. Selecting pre-shared key authentication

For AS/400 V4RS, select
pre-shared key as the
authentication method. The
pre-shared key must match
the value configured on the
AS/400 system in Figure
250 on page 319.

9. Click Next to continue with the IP filter list configuration.

When the packets are sent inbound or outbound, they are matched against filters
to determine whether the packet will be secured (process by IPSec protocols),

permitted, or discarded.

Windows 2000 IPSec implementation does not secure the following IP traffic:

Broadcast
Multicast
RSVP
Kerberos
IKE

LDAP

To secure IP traffic, you must configure two-way filtering rules. Therefore, the
inbound and outbound traffic is secured. You can achieve this by selecting the

mirrored option on a particular filter properties window.

Perform the following steps to configure an IP filter list:

1. On the IP Filter List window (Figure 296), click Add to create a new filter list.
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21|

Security Rule Wizard

IP Filter List "
Select the 1P filker list for the type of IP traffic to which thiz security rule applies. %
_—

It ma |P filter in the: following list matches your needs, click Add to create a new one.

IP filter lists:
Mame Description

Add...
L@ | ICMP Traffic Matches all ICMP packets bet

O &1l 1P Traffic Matches all IP packets from t... Edit. |
Remaove |

< Back I Mest > I Cancel

Figure 296. Creating a new IP filter list

The IP filter list window shown in Figure 297 is now displayed.

2. Specify a name for the new IP filter list as defined in the planning worksheet in
Table 49 on page 309.
You must now add a filter to the filter list you just created.

3. Select Use Add Wizard to trigger the new filter wizard.

+ 1P Filter List 21xl
e An P filker list is composed of multiple f_ilters._ In this way _multiple subnets, IP
i: addreszes and protocols can be combined into one |P filker.
M ame:
1P filter list for IPS ec between this system and home office A5./400( IP filter list name.
Description: i[%J
=] Edt.. |
LI Remave |
Filters: (W Usstddwizmd ) <<—— Select Use Add Wizard to
Mirrored| Description | Pratocol | Source Port | D estination start the new filter wizard
when you click Add. The
wizard takes you through
the steps to configure a new
| | filter in the filter list.

1

()3 I Cancel |

Figure 297. Adding a filter to the filter list

'

4. Click Add to start the IP filter wizard shown in Figure 298 on page 346.
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1P Filter Wizard 2=l
‘whelcome to the |P Filter wizard.

Thiz wizard helpz you provide the source, destination, and
traffic-type information needed to filter 1P traffic.

hiz wizard creates “mirored" filters that match on bath
incoming and outgoing |P traffic.

“Y'ou can add multiple filkers to build an IP Filker List that
matches on [P packets for multiple source or destination
machines, o for many different traffic ypes.

To continue, click Next.

< Back I Mest > I:I Cancel

&3

Figure 298. |IP Filter wizard welcome window

=
Note: The IP Filter wizard creates mirrored filters that match on both incoming and
outgoing IP traffic.

5. Click Next.
6. Select My IP Address as source address (Figure 299).

21|

IP Traffic Source *
Specify the zource address of the IP traffic.
C

Source address:

< Back I Mest > I:I Cancel

&3

Figure 299. Configuring the filter source address

7. Click Next.

8. Select A Specific IP Address as a destination address, and enter the IP
address of the remote AS/400 VPN server (Figure 300).
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Filter Wizard

IP Traffic Destination
Specify the destination address of the |P traffic.

Destination address:

A zpecific IP Address j

IPéddess | 204 . 146 . 16 . 71|

. 256h

Subnet mask: I 255

< Back I Mest > &

Cancel

Figure 300. Configuring the filter destination address

9. Click Next.

The filter destination address
matches the AS/400 VPN server
IP address.

This IPSec tunnel protects an L2TP tunnel. Therefore, within the IPSec tunnel

the protocol is UDP and the port 1701.
10.Select UDP as protocol type (Figure 301).

21|

8

Filter Wizard

IP Protocol Type
Select the IP Protocal type. |f this type supports IP ports, pou will also specify the
IP port.

Select a protocol type:

[lor B

< Back I Next>& I Cancel

Figure 301. Configuring the IP protocol type for the filter

11.Click Next.

12.Set the From and To protocol ports as shown in Figure 302 on page 348.
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Filter Wizard 2=l

IP Protocol Port *
Mozt IP network, protocols are established with well known [P ports,
L s

Set the IP protocal port:
" From any port
& From this port:

I‘I?D‘I

& Tao any port
" Ta this port:

e

< Back I Mest > I Cancel |

Figure 302. Configuring the filter source and destination ports

%ogte): Selecting “To Any Port” as shown in Figure 302 is required. This is because
Windows 2000 initiates the connection “to any port”. If you selected “To this port” and
specified 1701, the traffic would not be protected since it does not match. This is very
different on the AS/400 side. If the source port is 1701 (as a responder), the AS/400
system assumes that this is L2TP, It also assumes that the destination port is 1701 to
lookup the policy. This is why you can configure source and destination port 1701 in
the AS/400 filter rules.

13.Click Next.
14.Click Finish to complete the IP filter wizard (Figure 303).

1P Filter Wizard 2=l

Completing the [P Filker \Wizard

Y'ou have successfully completed the IP Filter wizard,

To edit your [P filer now, select the Edit properties check
b, and then click finish.

[T Edit properties

To close this wizard, click Finizh.

< Back I Finizh I:I Cancel

£

Figure 303. Finishing the IP filter configuration wizard

15.The IP filter list window with the filter created by the wizard is displayed as
shown in Figure 304.
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1 IP Filter List = 2 x|
e An P filker lizt is composed of multiple filkers. |0 this way multiple subnets, [P
i: addreszes and protocols can be combined into one |P filker.
I armne:
4528h_Filter List
Description: ..
=] Edt.. |
LI Remave |
Filters: ¥ Use Add wizard
Mirrored | Frotocol | Source Port | Destination Port | Source Address | Source Mask | Destination Address | Destination kazk
ez uoP 1701 ANY <My IP Address> 255.255.255.255 204.146.16.71 255.255.255.255
| |
Cloze E I Lancel |

Figure 304. |IP filter list for IPSec between this system and the home office AS/400
16.Click Close to return to the IP filter list.
You have configured an IP filter list with a mirrored filter.

12.6.6 Configuring an IPSec filter action

An IPSec filter action defines whether a specific filter list will be permitted,
denied, or secured. It also defines the IKE data management tunnel parameters
that will be negotiated in Phase 2.

Perform the following steps to configure an IP filter action:

1. At the IP Filter list window (Figure 305), select the filter list you just created,
and click Next.

Security Rule Wizard 2=l

IP Filter List "
Select the 1P filker list for the type of IP traffic to which thiz security rule applies. %
_—

It ma |P filter in the: following list matches your needs, click Add to create a new one.

IP filter lists:

Mame | Diescription | Add... |
O AICMP Traffic Matches all ICMP packets bet... :

O AllIP Traffic Matches all IP packets from t... Edit. |
(O] I filter st for IPSec betwese...

Remove |

< Back I Mest > I Cancel

Figure 305. Starting filter action configuration

2. To create a new filter action using the filter action wizard, verify that Use Add
Wizard is selected (Figure 306 on page 350).
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Security Rule Wizard 2=l
Filter Action "
Select the filter action for thiz security rule. %
_—

If o filker actions in the following list matches your needs, click Add to create a new
one. Select Lse Add Wizard to create a filker action.

Filter ctions: ¥ Use Add wizard
Na ipti | Add..
O Pemit secured |P packetst . &

O Request Security [Optional]  Accepts unsecured commuri.. Edit.. |
O Require Security Accepts unsecured communi... Ea— |

< Back I Mest > I Cancel |

Figure 306. Starting the filter action configuration wizard

3. Click Add.

The IP security filter action wizard Welcome window shown in Figure 307 is
displayed.

2|

Wwelcome to the IP Security Filter Action \Wizard

Use thiz wizard to specify properties for a new filer action.

A filter action zets the security requirements for a data
transfer. These requirements are specified in a list of security
methods contained in the filker action.

[rata transfer iz only possible when the computers involved
uze the same security methods. Multiple security methods
increase the chance that two computers will uze the same
method.

To continue, click Next.

< Back I Next>[>l Cancel |

Figure 307. IP Security Filter action wizard - Welcome page

4. Click Next.

5. Enter a filter action name as shown in Figure 308.
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Filter Action Wizard 2=l

Filter Action Name '.‘
Mame this filker action and optionally give a brief description e
—
M ame:
45 25h_filter_Action]
Description:

< Back I Next>|: I Cancel

k]

Figure 308. Naming a filter action

6. Click Next.
7. Select Negotiate security as the filter action option (Figure 309).

Filter Action : ed e
Filter Action General Options '.‘
Set the filter action behavior, 'ﬂ
.
" Permit
" Block Use the list of security methods
( & Negotiate secury: ) to determine security levels for
communications.

< Back I Next>£ I Cancel

Figure 309. Filter action options - Negotiate Security

8. Click Next.
9. Select Do not communicate with computers that do not support IPSec
(Figure 310 on page 352).
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Filter Action Wizard

C icating with p that do not support IPSec '.‘

Communicating with computers that do not support IPSec may expose wour

21|

network to security risks. b

Do you want ta allow communication with computers the do not support IPSec?

' Do not communicate with computers that do not suppart IPSec.
7 Fall back to unsecured commurication,

Uze thiz option if there are computers that do not support IPSec on wour network.
Communication with computers that do not support IPSec may expose pour network
ko gecurity rizks.

< Back I Next>|: I Cancel |

k]

Figure 310. Do not communicate with computers that don’t support IPSec

10.Click Next.

11.Select Custom as the security method for IP traffic (Figure 311).

Security Method Wizard 2=l
IP Traffic Security -
Specify a zecurity method for IP traffic. To add multiple security methods edit the e
filker action after completing the wizard. b

Thisz filker action requires at least one security method for [P traffic.

" High [Encapsulated Secure Payload)
Drata will be encrypted, authenticated, and unmodified.
" Medium [Suthenticated Header)
Drata will be authentic and unmadified, but will not be encrypted.

& Custom
Settings..

< Back I Mest > I Cancel

Figure 311. IP traffic security method

12.Click Settings.

Specify your own security
levels.

13.Enter the values specified in the planning worksheet in Table 49 on page 309
for IKE Phase 2 policy (data management) as shown in Figure 312.

AS/400 Internet Security Scenarios: A Practical Approach



Custom Security Method Settings 2=l

Specify the zettings for thiz custom security method.

[ Data and address integrity without encryption [&H] :

|ntegrity algorithn;
MDE ¥

V¥ Data integrity and encryption [ESP):
Integrity algorithm:
IMD5 'l
Encryption algorithm:
IDES 'l

Session Key Settings:

V' Generate a new key every: V' Generate a new key every

|1 aoaao I
Khytes 1800 seconds

QK Cancel |

"3

Figure 312. IP Security Method - Customized settings

14.Click OK.
15.Back at the IP Traffic Security window click Next.
The last IP security filter action Wizard is displayed (Figure 313).

Filter Action Wizard 2=l

Completing the [P Security filter action \Wizard

Y'ou have successiully completed the 1P Security Policy
wizard.

To edit your filker action now, zelect the Edit properties

checkbow, then click Finish.

[T Edit properties

To close this wizard, click Finizh.

< Back I Finizh i I Cancel

Figure 313. Completing the IP Security filter action

16.Click Finish.

17.Back at the Security Rule Wizard - Filter Actions list, select the filter action you
just created.

18.Click Next->Finish to return to the IP Security Policy.

You have now completed the IPSec filter rule and filter action configuration.

12.6.7 Configuring key exchange settings

Key exchange settings apply to key management tunnel and are negotiated
during Phase 1. To configure key exchange settings, perform the following steps:

1. Double-click the policy you just created on the IP Security Policy Management
console.
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2. Click the General tab as shown in Figure 314.

IPSec between Windows 2000 and home offi 2=l

Fules | Gener%l

Security rules for communicating with other computers
IP Security Rules:

IF Filter List | Fier &sction |_Authentication... | Tu
IF filter list for IPSe... Require Security Freshared Key  Mc
O <Dynamic: Default Response Kerberaz Me
4] | i

Add... | Edit... | Remaove | ¥ Use Addwizard

Cloze I Cancel | Apply |

Figure 314. IPSec policy - Select General tab

The window shown in Figure 315 appears.

IPSec between Windows 2000 and home offi 2=l

Fules [General |

IP zecurity policy general properties

M ame:
IIF'Sec: between Windows 2000 and home office A5 /400 system A5 25Proc

Description:

Connection to home office ;I

Check for policy changes everny:

180 minute(s]

Key Exchange using these settings:

Advanced..[ |

QK I Cancel | Apply |

Figure 315. Selecting IKE advanced settings

3. Click Advanced.

The Key Exchange Settings window shown in Figure 316 is now displayed.
The options on this window determine IKE Phase 1 security methods.

4. Set the values specified in the planning worksheet (Table 49 on page 309) for
IKE Phase 1 as shown in Figure 316.
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Key Exchange Settings 2xl

[~ Master key Perfect Forward Secrecy

Authenticate and generate a new key after every:

120

Authenticate and generate a new key after every:

ID session(s]

Fratect identities with these security methods:

Methods...[: |

Internet K.ey Exchange [IKE] for ‘Windows 2000
Jaintly developed by Microzoft and Cizco Spstems, Inc.

()3 I Cancel |

Figure 316. Specifying IKE Phase 1 key life values

minutes

5. Click Methods. The key exchange Security Methods window shown in Figure
317 is now displayed.

Key Exchange Security Methods 2=l

(s} ) Fratect identities during authentication with these security
methads.

Security Method preference order:

Type | Encryption | Integrity | [ Add...

IKE 3DES SHa1 b

IKE 3DES MDE b Edit... |

IKE DES SHa1 L

IKE DES MD5 L Remove |
ove up |

1| | _>| Move down |

QK Cancel

Figure 317. Key exchange security methods

There are four predefined security methods. The first default security method
matches the authentication and encryption characteristics defined in the
planning worksheet (Table 49 on page 309). There are no changes required
for this scenario.

6. Click OK twice.

7. Click Close to return to the console.

This completes the IPSec configuration on the Windows 2000 client.

12.6.8 Assigning an IP security policy

You must assign the policy you want to activate. To assign the policy configured
in the previous sections, perform the following steps:

1. From the Console Root - IP Security Policies on Local Machine window,
right-click the policy you want to activate, and select Assign from the
pull-down menu (Figure 318 on page 356).
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"Hi ¥pn - [Console Root'IP Security Policies on Local Machine]

: =101 x|
J'ﬁ] Console  Window  Help “ (=" | |=|i|i||
|J action view Eavories || 4+ = | EI[[@ | X IEEE N |

Tres I Favarites |

Mame /

B4 aszsh_1PSec_palicy

Client {Respond Onlky)
-

| Drescripkion

| Polic Assigned |
o

L1 Console Roat

3-8, 1P Security Policies on Local Machine: Commuricate normally (unsecured), ..

Connection to home office

ety

ty it 0 and hame office AS(400 s...
Secure Server (Require Security) For all IP braffic, aways require sec... Mo

All Tasks >

Delete
Rename

Properties

Help
|Ass|gn this policy, aktempt ta make it active

Figure 318. Assigning an IP Security Policy from the console

2. Verify that the Policy Assign status changed to Yes as shown in Figure 319.

"fit ¥pn - [Console Root\IP Security Policies on Local Machine]

=1olx|

J“ﬁ] Consale  Window  Help H O=H ‘ |_|— 1] ll|

“ Action  Yiew  Favorites H = = | | ‘ E? “ D |

Tree IFavorltes | Mame  / | Description | Palic Asﬂgned |

[ consle Rot B4 Asz5b_Psec_policy Mo
‘g 1P Security Policies on Local Machine B client (Respond Only) Communicate normally (unsecured).... Mo
BA1Psec between Windows 2000 and hame office AS[400 5... Connection ko hame office fes
Secure Server (Require Serurity) For all P raffic, abvays require sec...  No

Figure 319. IP Security policy assigned

Note: Policy changes are not effective immediately. To force policy changes, enter the

NET STOP SERVER command followed by the NET START SERVER command on the
command line.

12.6.9 Configuring the L2TP tunnel

The L2TP configuration for a remote client connected to the ISP via LAN (for
example, DSL or cable modem) is almost identical to that of a client connected
via a PPP dial-up link. This section describes the configuration for a
LAN-connected client. Refer to 12.6.9.1, “Configuring the connection for a dial-up

attached client” on page 361, for information on configuration differences when
the client is connected to the ISP via a dial-up PPP link.

To configure the L2TP connection in the Windows 2000 client, perform the
following steps:

1. Click Start->Programs->Accessories->Communications->Network and

Dial-up connections. The Network and Dial-up Connections window shown
in Figure 320 is displayed.
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4 Network and Dial-up Conl 10l =|

J File Edit Wew Favorites Tools Adva ™
J d=Fack ~ = - | Qhsearch [ Folders 2
JAddress I Metwork and Dial-up Connections j @Go

Mame / | Type | Stakus | Device Ma
. Make New Connection
Local Area Connection  LAN Enabled  IBM Turbc
< | 2
|1 ohject(s) selected 4

Figure 320. Configuring a network dial-up connection

2. Double-click Make New Connection to start the Network Connection Wizard

shown in Figure 321.

Network Connection Wizard

Welcome to the Network
Connection Wizard

Using thiz wizard you can create a connection to other
computers and netwaorks, enabling applications such as
e-mail, Web browsing, file sharing, and printing.

To continue, click Next.

< Back I Mest > I:I Cancel

k]

Figure 321. Starting the Network Connection Wizard

3. Click Next.

The Network Connection Type window shown in Figure 322 is displayed.

4. Select Connect to a private network through the Internet.

Network Connection Wizard

Metwork Connection Type
*Y'ou can chooge the type of network connection you want to create, based on
your network, configuration and your networking needs.

| Dial-up to private network
Connect using my. phone line [modem or [SEH].

" Dial-up to the Internet
Connect ta the Intermet uging my phone line [modem or ISDM].

{* Connect to a privat twork through the Int t
Create aYirtual Private Metwork [YPM] connection or tunnel’ through the Intermet.
A b . i

pl g
Let other computers connect to mine by phone line, the Internet, or direct cable.

" Connect directly to th p
Connect uzsing my senal, parallel, or infrared part.

< Back I Mest > I:I Cancel |

3

Figure 322. Selecting network connection type - Private network through the Internet
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5. Click Next.

6. You are presented with the Public Network window shown in Figure 323.

Select Do not dial the initial connection.

Network Connection Wizard

Public Network
Windows can make sure the public network is connected first.

‘Windows can automatically dial the initial connection ta the Internet or other public
network, before establizhing the virtual connection.

((:' Do not dial the initial connection. )é/

@ Autamatically dial this initial connection: R
| JE—

.

—

< Back I Mest > a Cancel |

3

Select this option when the
client is connected via a
LAN.

Select this option when the
client is connected via PPP
dial-up.

Figure 323. Connection over LAN link (DSL or cable modem) - Do not dial the initial connection

7. Click Next.

The Destination Address window shown in Figure 324 is now displayed.

8. Specify the IP address of the remote tunnel endpoint. In our scenario, this is
the public IP address of the AS/400 system, 204.146.16.71 as defined in the

planning worksheet (Table 50 on page 310).

Network Connection Wizard

Destination Address
what iz the name or address of the destination?

Type the host name or IP address of the computer or network, to which you are
connecting.

Hozt name or 1P address [such as microsoft.com or 123.45.6.78]):
|2u4.1 45.16.71 )

< Back I Mest > i! Cancel

Figure 324. Specifying the tunnel endpoint IP address

9. Click Next.

L2TP tunnel endpoint

10.The Connection Availability window shown in Figure 325 is displayed. Select

For all users.
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Network Connection Wizard

Connection Availability
“r'ou may make the new connection available to all uzers, or just yoursell,

“Y'ou may make thiz connection available to all users, or keep it only for vour own uze, &
connection stored in your profile will not be available unless you are logged on.

Create this connection:

& For all users

" Only for myself

< Back I Next>|: I Cancel |

k]

Figure 325. Making the connection available to all users of this computer

11.Click Next.

12.The Completing the Network Connection Wizard window shown in Figure 326
is now displayed. Specify the name of the connection as defined in the
planning worksheet (Table 50 on page 310).

Network Connection Wizard

Completing the Network
Connection Wizard

Type the name pou want to uge for this connection:

IEonnection to home office

To create this connection and save it in the
Metwork, and Dial-up Connections folder, click
Finizh.

To edit thiz connection in the Metwork. and Dial-up
Connections folder, select it, click File, and then click
Properties.

¥ &dd a shorteut to my deskiop

< Back I Finizh i I Cancel

Figure 326. Naming the connection

13.Click Finish.
Windows 2000 adds a shortcut on the Desktop to start the connection.

14.Double-click the icon on your desktop that represents the VPN connection.
The window shown in Figure 327 on page 360 is displayed.
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Connect Connection to home office

Uszer name: IBKZE|EH

Password: I “““““ 1

[T Save Password

Connect I Cancel | Propertiesd Help |

k]

Figure 327. Changing connection properties

15.Click Properties->Security.

16.At the Security tab, deselect Require data encryption (disconnect if none)
as shown in Figure 328.

Connection to home office 2=l

Generall Options  Security Networkingl Sharingl

— Security option
{* Typical [recommended settings)

Walidate my identity as follows:

IHequire zecured password j

[ Automatically use my Windows logon name and
pazzword [and domain if any)

C ™ Require data encryption [disconnect if none) ) Do not require data encryption‘

" Advanced [custom settings)

sing these settings requires a knowledge G etings |
of security protocals, g

()3 E I Cancel |

¥

Figure 328. Deselecting Require data encryption

17.Click OK.

18.Click Connect if you are ready to start the connection at this point (Figure
329).
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Connect Connection to home offi

Uszer name: IBKZE|EH

Password: I

[T Save Password

Connect ﬂ_ Cancel | Froperties Help

k]

Figure 329. Starting the connection

You have now configured the L2TP tunnel between the Windows 2000 client and
the AS/400 system.

12.6.9.1 Configuring the connection for a dial-up attached client

This section describes the differences between the L2TP configuration for a
LAN-attached client, explained in 12.6.9, “Configuring the L2TP tunnel” on page
356, and that of a client connected to the ISP via a PPP dial-up connection.
Perform the steps presented in the following sections.

Configuring a regular PPP connection to the ISP

Before configuring the L2TP connection as described in 12.6.9, “Configuring the
L2TP tunnel” on page 356, you must configure a regular PPP dial-up connection
to the ISP. Perform the following steps:

1. Click Start->Programs->Accessories->Communications->Network and
Dial-up connections. The Network and Dialup Connections window shown in
Figure 320 on page 357 is displayed.

2. Double-click Make New Connection to start the Network Connection Wizard
shown in Figure 321 on page 357.

3. Click Next.

The Network Connection Type window shown in Figure 322 on page 357 is
displayed.

4. Select Dial-up to the Internet in the Network Connection Type window, and
click Next.

The Welcome to the Internet Connection Wizard starts.

5. Select the option appropriate to your situation. In our scenario, we selected “I
want to setup my Internet connection manually”.

6. Click Next.

7. Select | connect through a phone line and a modem.
8. Click Next.

9. Enter the ISP phone number.

10.Click Next.

11.Enter the User name and password to logon to your ISP.
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12.Click Next.

13.Enter the connection name. In our scenario, we called this connection
“Connection to my ISP”.

14.Click Next.

15.Answer No to the question “Do you want to setup an Internet account now?”
16.Click Next.

17.Click Finish to complete the Internet Connection Wizard.

This completes the configuration of the regular PPP dial-up connection to the ISP.

Configuring the L2TP tunnel

To configure the L2TP tunnel for a dial-up attached client, follow the steps
described in 12.6.9, “Configuring the L2TP tunnel” on page 356 with the following
difference. On step 6 on page 358, select Automatically dial this initial
connection, and select the PPP dial-up connection configured in “Configuring a
regular PPP connection to the ISP” on page 361. Figure 330 shows this options.

Network Connection Wizard

Public Network
Windows can make sure the public network is connected first.

‘Windows can automatically dial the initial connection ta the Internet or other public
network, before establizhing the virtual connection.

7 Do ot dial the iritial connection,

& Automatically dial this initial connection:

< Back I Mest > I: I Cancel |

£

Figure 330. Automatically dial PPP connection to ISP when starting the L2TP connection

12.6.9.2 Connecting to the corporate network and to the ISP

By default, when the connection is established, all traffic is routed over the tunnel.
With this routing, the wide area network (WAN) connection (for example, cable
modem, DSL, or PPP) cannot be shared between the L2TP tunnel to the
corporate network and direct access to the Internet through the ISP. You can
share the WAN connection between the tunnel and traffic to the Internet by
performing the following steps:

1. Open Control Panel->Network and Dial-up Connections.

2. Right-click the L2TP connection profile, and select Properties from the
pull-down menu (Figure 331).
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1 Network and Dial-up Connections o ||:||5|

J File Edit \Wiew Favorites Tools  Adwanced Help ﬁ
J <= Back - = - ‘ @ search [ Folders £ #History | FERLP A o) | [EH-

J Address I Metwork and Dial-up Connections j @Go
1 L i | Mame ¢ | Type | Status | Device Mame | Cuaner
| Make New Connection
= <IppsSzsh L2TP Wirtual Private Metwaork Disconnected W AN Miniport (L2TP) System
Network and Dial- @Connection to 4444 Dial-up Disconnected Thinkpad 33.6 Data Fax ...  System
up Connections M Micbusl Db isbo blobussl Disconnected W AN Miniport (L2TP) System
@Connectlon to my ISP Connect Disconnected Thinkpad 33.6 Data Fax ...  System
Connection to home office < lztpaverppp St Disconnected AN Miniport (LZTR) System
Type: A-Local Area Connection Create Copy Enabled IBM Turbo 1674 Token-Ri...  System
wirkual Private Metwork Connection <Z2WPM on diakup ] Disconnected AN Miniport (LETR) System
Create Shorkout
Stakus: Disconnected Delete
Rename

[ rrovove: |

|

@. Displays the properties of the selected connection,

aE

Figure 331. Changing the L2TP connection profile properties

3. Select the Networking tab (Figure 332).

Connection to home office Properties 2=l

Gereral | Dptionsl Securityl Networking%‘Sharingl

Host name or IP address of destination [such as microsoft.com or
123.45.6.78):

First connect

‘Windows can first connect the public network, such az the
Internet, before trying to establish this vitual connection.

[ Dial amather conmection first:

| I

¥ Show icon in taskbar when connected

()3 I Cancel |

Figure 332. L2TP connection profile properties - Selecting the Networking tab

4. Select Internet Protocol (TCP/IP) as shown in Figure 333 on page 364.

Chapter 12. Remote access with Windows 2000 VPN clients 363



Connection to home office Properties 2=l

Generall Dptionsl Security  Metworking | Sharingl

Type of WP server | am calling:

Settings |

Components checked are uzed by this connection:

File and Frinter Sharing for Microsoft Metworks
Cliert for Microzoft Netwarks

Install... Uningtall Froperties %l

r— Description

Transmission Control Pratocal/lntemet Protocal. The default
wide area network. protocol that provides communication
across diverse interconnected networks.

()3 I Cancel |

Figure 333. Changing TCP/IP properties in the L2TP connection profile

5. Click Properties.

6. At the Internet Protocol (TCP/IP) Properties window, click Advanced... as
shown in Figure 334.

Internet Protocol (TCP/IP) Properties 2=l

General

“f'ou can get |P zettings assigned automatically if your network,
supports this capability. Othenwise, you need to ask your netwark.
administrator for the appropriate P settings.

' [btain an IP address automatically

— Use the following IP address:

IF address: I . . .

' [Obtain DNS server address automatically

— Use the following DMS server addresses:

Frefered DMS server: I . . .
Alternate DMS server: I . . .

Advanced.. [; |

()3 I Cancel |

Figure 334. Selecting advanced TCP/IP properties

7. Deselect the field Use default gateway on remote network (Figure 335).
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Advanced TCP/IP Settings ed e

General | oNg | wing | Options |

Thiz checkbox only applies when you are connected to a local
network and a dial-up network simultaneously. When checked, data
that cannat be gent on the local network iz forwarded to the dial-up
hetwork.

C Uze default gateway on remote network \ Deselect this field to share the WAN

connection with the tunnel. Doing so
will allow user direct access to the
Internet.

()3 I Cancel |

Figure 335. Deselecting Use default gateway on remote network

8. Click OK.

%% By default (with Use Default Gateway on Remote Network selected), the default
route on the Windows 2000 client points to the corporate network. Most likely, the
default route prior to establishing the L2TP tunnel was to the ISP. However, the route
to the ISP will never be used when the L2TP connection is active. If you want to force
the users to access the Internet only through the corporate firewall while the L2TP
tunnel is active, select Use Default Gateway on Remote Network. If you want to allow
the users to access the Internet directly through the ISP and at the same time to
connect to the corporate network to run company’s applications such as e-mail,
generate a report, etc., do not select Use Default Gateway on Remote Network.

To view the current routing table on Windows, use the command netstat -r.

12.7 Starting the VPN connections

Once you configure the VPNs on the AS/400 system and the Windows 2000
client, you must start the VPNs on both ends.

12.7.1 Starting the VPN on the AS/400 LNS

Complete the following steps to start the L2TP tunnel protected by IPSec on the
AS/400 system:

1. Activate the filter rules on the AS/400 system as shown in Figure 336 on page
366.
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T8 IP Packet Security - As25prod EHE
File Edit “iew Help
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ETSECRE/ [P Packet Security: All Security Rul

File: Mame:

Statement -
] T ADDRESS PUBLIC IP = 204
> Defined Addiesses | foffs FIL TER_INTERFACE LINE -
o> Fiter Interfaces 9> FILTER SET VPNSET ACTH

9> Fiters 9> FILTER SET YPNSET ACTI_|

F Services ) 9% FILTER SET WPNSET ACTI

< Addess Translation  flod, by 1ER SET VRNSET ACTI
o g 'g;:n‘j:zts :ﬁ“ SERVICE IKE PHDTDEDL_:ILI
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Figure 336. Activating the filter rules on the AS/400 system

2. Start the VPN servers on the AS/400 system as shown in Figure 337.

3 AS 7400 Dperations Mavigator
File Edit “iew Options Help

é{:llﬁl }(ll @||0| 0 minutes old

| Environment: Brooklyn's Environment | Az2Bprod: P Security
Em Brooklyn's Environment ;I Server Name | Status | Description
B ! As2hprod IP Packet Security Active IP packet security filker ules
By Basic Operations o -~

& irtual Private MNetworking : hections and policies
E5 Job Management M
gﬁ Configuration and Service Stap

Nhﬁ:?[g ih Server Jobs

H o :a?w'l"y' . hd Configuration

" | >l ——————— " e |
Starts the server THEETHES: v

Figure 337. Starting VPN servers on the AS/400 system

3. Start the L2TP profile on the AS/400 system as shown in Figure 338.

3 AS 7400 Dperations Mavigator
File Edit “iew Options Help

%lbl Dl@l Xll @llol 0 minutes old

| Environment: Brooklyn's Environment | Az2Bprod: Connection Profiles

EI} Management Central [4:25prad) | | Profile | Pratocol | Statuz | Connec «

Em Brooklyn's Environment m FFP Inartive irtual i
E|! Ax25prod

% Basic Operations Start Optiongs ¥
@ Job Management it

gﬁ Configuration and Service Festart

[ & Metwork —
88 1P Security Jutis -
Paint-ta-Paint [EoitEtiTs:
Modems

Delete
3 Connection Profiles e =
Fratocols Properties _I—I
Al =l P | »
Starts the connection profile. i

Figure 338. Starting the L2TP profile on the AS/400 system

12.7.2 Starting the VPN on the Windows 2000 client

To start the VPN connection on the Windows 2000 client, perform the following
steps:

1. Double-click the icon on the desktop that represents the L2TP connection.
The window shown in Figure 339 is displayed.
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Connect Connection to home office

Uszer name: IBKZE|EH

Password: I ““““““ 1

[T Save Password

Eonnectl:l Cancel | Froperties | Help |

£

Figure 339. Starting the L2TP tunnel on the Windows 2000 client

>

Note:/f your connection to the ISP is over a PPP dial-up link, the PPP connection
configured in 12.6.9.1, “Configuring the connection for a dial-up attached client” on
page 361, will automatically start before the L2TP connection starts.

12.7.3 Verifying the VPN connection status

Perform the following steps to verify the status of the VPN connection and L2TP
tunnel on the AS400 system:

1. To verify the VPN tunnel on the AS/400 system, start the active connections
window from the Virtual Private Networking window in Operations Navigator
as shown in Figure 340.

“1" Active Connections - As25b

File  View  Connection Help

Mame Status Local Key Serve...| Remote Key Se... | Local Data Addresses | Remote Data Addresses Data Palicy ESF Authentication A...| ESF Encry... Ke
indows2000:R2  Running 204.146.16.71 208.222.1505  204.146.16.71 208.222.150.5 Windows200085 HMAC-MDS DES Wind

Figure 340. VPN active connections window

2. To verify the L2TP tunnel on the AS/400 system, at the connections window in
Operations Navigator, right-click the L2TP connection, and select Connection
from the pull-down menu. The connections status window shown in Figure 341
on page 368 is displayed.
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AS4AD0LNS Connections - As25prod EHE

Connected uzer | Statuzs | Local IP | Femote IP | Line | Jobn... | Job .. | Job Jats |
EKZEIER Active 172161129 17216.1.248 L20BF40001 O0B2400 QTCP  OTPPPL

Stop |
| | B

Refresh |
QK I Cancel | Help

Figure 341. L2TP connections window

Perform the following steps to verify the status of the VPN on the Windows 2000
client:

1. Start the IPSec monitor (ipsecmon) program. The IPSec Monitor program
shows characteristics of connections in progress, statistics, and data passing
through the IPSec tunnel. To start ipsecmon, click Start->Run. Then, type
ipsecmon. The window shown in Figure 343 is displayed.

EIP Security Monitor ﬂﬂ
Security Associations:
Policy Mame | Security | Filter Mame | Source Address | Dest. Address | Protocal | Src. Port | Drest, Optians... I
{CE32F73F-5.. ESPD.. MoMame-. p7obetf3 2041461671 UDP 1701 a R —— |
1| | i
—IPSELC Statistic: |1SAKMP/0 akley Statistic:
Active Azzociations 1 Oakley kain Modes 3
Confidential Bytes Sent 34,432 Oakley Quick Modes 5
Confidential Butes Received 18,851 Soft Associations 0
Authenticated Bytes Sent 43,024 Authentication Failures 0
Authenticated Bytes Received 24,248
Bad 5Pl Packets 1]
Packets Mot Decrypted 1]
Packets Mot Authenticated 1]
Key Additions 5 IP* Security iz enabled on thiz computer.

Figure 342. Windows 2000 IP Security Monitor

2. Use the ipconfig command to display the Windows 2000 IP configuration
(Figure 343).
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C:\>ipconfig
Windows 2888 IP Configuration
|PPP adapter Connection to my ISP:

Connection-specific DNS Suffix . :
IP Address. . . . . . . . . . . . @ 288.222.158.2

Subnet Mask . . . . . . . . . . . : 255.255.255 255
Default Gateway . . . . . . . . . I 288.222.158.2

|PPP adapter %:

Connection-specific DNS Suffix

IP Address. . . . . . . . . . . . = 172.16.1.248
Subnet Mask . . . . . . . . . . . : 255.255.255 255
Default Gateway . . . . . . . . . 172.16.1.248

< Public IP address
assigned by the ISP over
dial-up PPP link

B S

Internal IP address as-
signed by AS/400 LNS
over the L2TP tunnel

Figure 343. ipconfig - Assignment of IP addresses in Windows 2000 client

3. Display the connection status by double-clicking the connection status icon.

The window shown in Figure 344 is displayed.

Connection to home office Stat 2=l

General Details

Froperty | Walue ;I
Authentication MDE CHAP

IPSEC Encryption IP5Sec, ESP DES-56
Compreszion [none]

FPP multilink, framing Qff

Server [P address 172161129

Client |IP address 172.16.1.248 -
| | B

Cloze |

Figure 344. Windows 2000 connection status

12.7.4 Blank worksheets

The following section contains blank worksheets (Table 53 through Table 56 on
page 371) to be used to reference your Windows 2000 connection.

Table 53. VPN planning worksheet - Blank

This is the information you will need to
create your VPN connection using
Win2000 client

Scenario answers

What is the name of the new IP security
policy?

Wiill this policy become the default secure
policy?

-Authentication method
-Encryption algorithm
-Hash algorithm

-SA life

-Key group

What authentication and encryption characteristics are used for the IKE Phase 1 policy?
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This is the information you will need to Scenario answers
create your VPN connection using
Win2000 client

What network connections will the security
rules apply too?

What is the initial authentication method?

What is the specific data for the
authentication method?

What is the name of the new IP filter list?

What is the source or local IP address?

What is the destination or remote key server
IP address?

What protocol and ports will be used
between the local and remote system?

What authentication and encryption characteristics are used for IKE Phase 2 policy?
-Encryption algorithm

-Hash algorithm

-SA life time

-SA life size

Table 54. Windows 2000 L2TP planning worksheet - Blank

This is the information you will need to Scenario answers
create your L2TP connection using
Win200 client

Does the VPN connection require an Initial
connection to be dialed for Internet access?

What is the remote tunnel endpoint’s IP
address?

Is the connection available for all users or
just a specific local machine profile?

What is the name of the L2TP connection?

Table 55. AS400 VPN planning worksheet

This is the information you will need to Scenario answers
create your VPN connection on the
AS/400 system.

What type of connection type will you be
creating?

What is the name of the connection group?

How will you protect your keys?

- High Security / Low Performance

- Balanced Security and Performance
- Low Security / High Performance
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This is the information you will need to Scenario answers
create your VPN connection on the
AS/400 system.

What is the local Identifier?

What is the remote identifier?

What is the Pre-Shared Key?

How will you protect your data?

- High Security / Low Performance

- Balanced Security and Performance
- Low Security / High Performance

What authentication and encryption characteristics are used for IKE Phase 1 policy?
-Authentication method

-Encryption algorithm

-Hash algorithm

-SA life

-Key group

What authentication and encryption characteristics are used for IKE Phase 2 policy?
-Encryption algorithm

-Hash algorithm

-SA life time

-SA life size

Table 56. AS/400 L2TP planning worksheet

This is the information you will need to Scenario answers
create your L2TP profile on the AS/400
system

What is the name of the L2TP profile?

What is the mode type of the L2TP profile?

What is the local tunnel endpoint IP
address?

What is the name of the virtual L2TP line
description?

Will the AS/400 system be using the tunnel
keep alive?

What is the local host name?

What is the maximum number of sessions
for this L2TP profile?

What is the inactivity time-out for remote
access users?

what is the local IP address of the AS/400
system on the local network?

What is the address pool used for remote
access users?
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This is the information you will need to
create your L2TP profile on the AS/400
system

Scenario answers

What remote authentication protocol is used
to authenticate remote access users?

What user names and passwords will need
to be added to this validation list?

What is the name of the validation list used
to authenticate remote access users?

What subsystem is used for L2TP
connection jobs?
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Appendix A. Services, ports, and master filter files

This appendix includes support information that you need to configure IP packet
filters either on the AS/400 system or any security gateway that supports this
function. It also lists the IP packet filter files used in this redbook’s scenarios.

A.1 Assigned numbers

RFC 1700, Assign Numbers, includes a complete list of the numbers assigned to
protocols and ports. It can be accessed at:
http://www.rfc-editor.org/rfc/rfcl700.txt

The following sections include a quick reference of the most common protocols
and ports.

A.1.1 Frequently used protocol numbers

Table 57 shows the most common protocols used in TCP/IP networks and the
associated protocol number.

Table 57. Common protocols and assigned numbers

Protocol Protocol

number
ICMP (Internet Control Message Protocol) 01
TCP (Transmission Control Protocol) 06
UDP (User Datagram Protocol) 17
ESP (Encapsulation Security Payload) 50
AH (Authentication Header) 51

A.1.2 ICMP message type

The ICMP message type field defines the meaning of the message as well as its
format. In the ICMP filter rules, you must also specify the type. Table 58 shows
the type field and its meaning.

Table 58. ICMP type field

Type field ICMP message type
0 Echo reply
3 Destination unreachable
4 Source quench
5 Redirect
8 Echo request
11 Time exceeded for a datagram
12 Parameter problem on a datagram
13 Timestamp request
14 Timestamp reply
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Type field ICMP message type

17 Address mask request

18 Address mask reply

A.1.3 ICMP code value

The code field contains an integer that further describes the problem. Table 59
shows the possible values.

Table 59. ICMP code values

Code value Meaning

0 Network unreachable

1 Host unreachable

Protocol unreachable

Port unreachable

Fragmentation needed and DF set

Source route failed

Destination network unknown

Destination host unknown

Source host isolated

Ol N0 | ™| W DN

Communication with destination network administratively
prohibited

—
o

Communication with destination host administratively
prohibited

11 Network unreachable for type of service

12 Host unreachable for type of service

A.1.4 Client Access Express servers and ports

Table 60 lists the servers and ports used by Client Access Express for Windows.

=

Note: The information in this section was originated by Informational APAR 1112227.
To access an up-to-date version of this information, log on to:
http://www.as400.1ibm.com/clientaccess/caiixel.htm

Table 60. Client Access Express servers and port numbers

Server Port SSL port Description
Port Mapper 449 N/A Returns the port number for the requested
as-svrmap server.
Central 8470 9470 Used when a Client Access license is required,
as-central and also for downloading translation tables.
as-central-s
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Server Port SSL port Description
Database 8471 9471 Used for accessing the AS/400 database.
as-database
as-database-s
Data Queue 8472 9472 Allows access to the AS/400 data queues, used
as-dtaq for passing data between applications.
as-dtag-s
File Server 8473 9473 Used for accessing any part of the AS/400 file
as-file system.
as-file-s
Print 8474 9474 Used to access printers known to the AS/400
as-netprt system.
as-netprt-s
Remote 8475 9475 Used to send commands from a PC to an
Command AS/400 system and for program calls.
as-rmtcmd
as-rmtcmd-s
Sign-on 8476 9476 Used for every Client Access connection to
as-signon authenticate users and to change passwords.
as-signon-s
Web Admin 2001 2010 Used to access Web applications served by the
as-admin-http AS/400 system.
as-admin-http-s
MAPI 5110 Used by the Mail APIs.
as-pop3
DDM 446 448 Used to access data via DRDA and for record
ddm level access.
ddm-ssl
Telnet 23 992 Used to access 5250 emulation.
Telnet
Telnet-SSL
USF 8480 N/A Used for multimedia data.
as-usf
as-usf-s
LDAP 389 636 Provides network directory services.
Mgmt Central 5555 5566 Used to manage multiple AS/400 systems in a
as-mgtctrl 5577 network.
as-mgtctrl-ss
as-mgtctrl-cs
NetServer 137, N/A Allows access to the AS/400 file system from
138, Windows PCs.
139,
8474

1. The print server on port 8474 is only used internally. Therefore, it does not have to be
set in your IP packet filtering rules. However, the print server must be started for
NetServer to work properly.
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The Start Host Server (STRHOSTSVR) command starts the host server daemons
(ports 8xxx and 9xxxx) and the server mapper daemon (port 449).

=

Note: The 9xxx ports will only start if the associated servers have been enabled to run
over SSL by assigning a digital certificate to them using the Work with Secured Appli-
cations option of Digital Certificate Manager (DCM).

Other servers need to be started with the Start TCP Server (STRTCPSVR)
command. For more information about Client Access host servers, refer to Client
Access Express Host Servers, SC41-5740, and to the Client Access Express
articles at the AS/400 Information Center at: http://www.as400.ibm.com/infocenter

A.1.5 TCP/IP servers commonly used on the AS/400 system

Table 61 shows some common servers and ports that run on the AS/400 system.
You can use the Work with Service Table Entries (WRKSRVTBLE) command to
display the complete list of all server names and their associated port numbers.
The port numbers listed are default values. They can be changed with the
command WRKSRVTBLE even though we do not recommend changing the
default ports unless it is required.

The server mapper daemon listens on the well-known port number for TCP/IP
449. The entry for the “as-svrmap” service name should notbe removed from the

376

service table.

Table 61. Common servers and associated port numbers used in the AS/400 system

Server Protocol type Port SSL port
ftp data tcp 20
ftp control tcp 21
Telnet tcp 23 992
smtp tcp 25
dns udp/tcp 53/53
Telnet tcp 23 992
http tcp 80 443
pop3 tcp 110
snmp udp 161
Idap tcp 389 636
drda tcp 446
ddm tcp 447 448
ike udp 500
lotus notes tcp 1352
2tp udp 1701
Web admin tcp 2001 2010
(as-admin-http)
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Server Protocol type Port SSL port

mgmt central tep 5555 5566
5577

tftp tcp/udp 69

Bootp (server) tcp/udp 67

rexec tcp 512

Ipd (line printer tcp/udp 515

daemon)

routed (routing udp 520

daemon)

cmd server tcp 8989

(host on-demand)

cfg server tcp 8999

(host on-demand)

Net.Commerce tcp 16560

(product advisor)

A.1.6 Additional TCP/IP servers and ports

Table 62 shows additional servers and associated ports. These servers don’t run
on the AS/400 system. However, if you are configuring filters to permit these
services, you need to know the corresponding port number. These servers are
configured by the Firewall for AS/400 Basic configuration function. If you are
migrating from the firewall and are using these services, you need to configure
filter rules to permit them through the new security gateway.

Table 62. TCP servers and ports

Server Protocol type Port
Gopher TCP 70
WAIS TCP 210
IRC TCP 6667
NNTP TCP 119
NNTPS TCP 563

A.2 Services and ports used by AS/400 applications

Some TCP/IP products and applications implement functions that use two or
more services and associated ports. For that reason, to allow users to access the
application function through the packet filter component of a security gateway,
you must create multiple filter entries to permit all the services required by the
application function.

This section shows examples of combined services required by some of the most
popular AS/400 applications that you may want to allow through the filters of a
security gateway. Refer to the specific product documentation to understand the
requirements of each application that you want to allow through packet filters.
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A.2.1 Client Access functions and servers

Table 63 shows the Client Access functions, the required servers and
corresponding non-SSL and the SSL ports. If you are running the function over
SSL, the required servers run over SSL. Refer to Table 60 on page 374 for a
complete list of Client Access Express servers and corresponding non-SSL and
SSL port numbers.

%ogtg: In addition to the servers listed, the Port Mapper (Port 449) is also used by all
functions. However, if the user changes the connection properties for an AS/400
system connection so that “Where to look up Remote Port” is set to “Standard” or
“Local”, the Port Mapper will not be used. In addition, if a DNS server is to be
accessed, Port 53 should be made available to the client.

Table 63. Servers used by Client Access functions

Function sign-on central telnet database remote file print web mgmt usf netserv Idap dataq ddm
8476 8470 23 8471 cmd 8473 8474 adm centr 8480 137, 389 8472 446
9476 9470 992 9471 8475 9473 9474 2001 5555 138, 636 9472 448

9475 2010 5566 139
5577

PC5250 Y Y Y

Display &

Printer

Emulation

Data Y Y Y

Transfer

Base Y Y

Operations

Navigator

Support

All Y Y Y Y Y Y Y Y Y Y Y

Operations

Navigator

Functions

ODBC Y Y

OLE db Y Y Y Y Y

AFP Y Y

Viewer

Client Y

Access

Install

Fax Y Y

Support

Inconming

Remote

Command

(1)

1. The incoming remote command uses no specific server, and the AS/400 port will vary. The PC-side port for remote command is 512.

For other applications that use Client Access APls, the sign-on server is needed,
as well as the servers that the specific APl requires.

=
Note:/f any applications are registered under Application Administration, the remote
command server will be required in addition to what is listed in Table 61 on page 376.
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A.2.2 Host On-Demand functions and servers

Table 64 shows the Host on-Demand functions, the required servers, and

associated standard ports. Refer to Table 60 on page 374 and Table 61 on page
376 for the corresponding SSL port numbers. For more information about Host
on-Demand and configuring firewall filters for this product, refer to the redbook
IBM SecureWay Host On-Demand 4.0:Enterprise Communications in the Era of
Network Computing, SG24-2149.

Table 64. Servers used by Host On-Demand and Database On-Demand functions

telnet http cmd cfg ftp ftp drda port central database file remote sign-on
23 80 srvr srvr 21 >1023 446 mapper 8470 8473 cmd 8476
8989 8999 449 8475
Display Y Y Y
emulation
Printer Y Y Y
emulation
3270 file Y Y Y
transfer
Session1 Y Y Y
Session2 Y Y
Admin Y Y Y
Database Y Y Y Y Y Y
On-Deman
d
LUM Y
5250 file Y Y Y Y Y Y Y Y Y Y
transfer -
savefile
5250 file Y Y Y Y Y Y Y Y
transfer -
database
5250 file Y Y Y Y Y Y
transfer -
stream file

A.2.3 Lotus Domino functions and servers

Table 65 shows the Lotus Domino functions, the required servers, and associated

ports.
Table 65. Lotus Domino functions and servers
Service Default port number Default port number
using SSL
Notes and Domino RPCs 1352 N/A
HTTP 80 443
IMAP 143 993
LDAP 389 636
POP3 110 995
NNTP 119 563
SMTP 25 465
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A.3 IP filter files used in this redbook

380

The scenarios in this redbook show many examples of how to configure AS/400
native IP packet security. The filter file used in each scenario includes three
general files:

¢ Services file
¢ Defined addresses file
¢ General filters file

In each scenario, only the filter sets that are relevant to the particular example
are applied to the interface.

When configuring and activating IP packet filters on the AS/400 system, consider
the following points:

* Whenever you apply filter rules to an interface, the system automatically adds
a default DENY ALL rule. If you want to allow other traffic on the interface, you
must add Permit rules. For example, if you want to allow all traffic to and from
your internal network, you must explicitly configure filter rules to permit it.

* If, by accident, you activated a filter file that blocked the traffic from the PC
running Operations Navigator to configure and manage filters, you have to log
on to your AS/400 system using an interface that still has connectivity, such as
the operator’s console. Use the rRMvTCPTBL TBL (*ALL) command to remove all
filters on this system.

* Do not save filter files in the directory
/QIBM/UserData/OS400/TCPIP/CONFIGURATION. If you need to use the
RMVTCPTBL command to deactivate IP filters, the command deletes all filter
files in this directory.

* The last rule in a filter rules file is an implicit DENY *ALL rule. Since it is an
unwritten rule, no logging (journaling = OFF) takes place when packets match
the implicit DENY *ALL. To log packets that match the DENY *ALL rule, you
must explicitly add a written rule at the end of the file. Specify Journaling=FuLL
in the explicit DENY *ALL rule.

e It is important to note that the default deny rule only applies to the physical
interface on which the filter rules file is active. If the AS/400 system has other
physical interfaces with no active filter rule files, those interfaces are not
protected.

* If your AS/400 system is acting as a gateway between your internal network
and the Internet, it is a good practice to apply a filter (ingress filter) to the
internal interface that permits inbound traffic only from the internal network.
This is to prevent Denial of Service (DoS) attacks to Internet hosts from hosts
in your network with forged IP addresses. Refer to RFC 2827, Network Ingress
Filtering: Defeating Denial of Service Attacks which employ IP Source Address
Spoofing.

* The only time a direction of both (*) applies in a filter rule is when the source
and destination IP addresses are the same and the source and destination
ports are the same.

* Filters are processed from top to bottom and by filter set name. Filters within a
set are processed in order (top to bottom) within the set, even if filters from
other sets are interspersed. However, it is a good practice not to intersperse
filters from different sets.
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The order in which the sets are processed in the filter rules file depends on the
order in which the sets are added to the interface. For example, if you

configure a filter interface FILTER INTERFACE LINE=TRN1 SET=C, A, B, all rulesin
set C are processed first (top to bottom), followed by the rules in set A and B.

» Configure the filters so that the most specific entries are listed first.

Place the filter rules that most datagrams will match more often at the top of
the filter rules file to improve performance.

NAT rules are not processed in any particular order, since they are not allowed
to overlap.

Filters that are not used on any interface are ignored.

The AS/400 system uses ping to perform dead gateway detection. If ping is
blocked, the route goes down unexpectedly. PTF MF23732 for V4AR4MO
changes the dead gateway detection mechanism from Ping to Arp. If you have
this PTF applied, you do not need to permit Ping from the AS/400 system to
the router. See APAR MA21169 for details.

* You can specify an IP address in the Line parameter of a new filter interface. It
does not mean that the set of filter rules applies only to that specific IP
address, but to the network interface associated with that IP address.

* All the IKE PERMIT rules must appear before the first IPSEC filter rule in the
filter rules file.

* Any filter rule that represents an exception to a VPN tunnel must precede the
IPSEC rule.

* When you select Action IPSEC, OUTBOUND is automatically selected for you
and grayed out for Direction. The corresponding INBOUND IPSEC filter rule is
implicitly configured.

¢ Place all the IPSEC filter rules below all other rules in the file.

An exception to this rule is when you want to tunnel the traffic between some
specific data endpoints, while leaving the rest of the traffic unaffected. In this
case, configure IPSEC filters to protect the traffic that should be tunneled
using one or more VPN connections. Place the IPSEC filter rules under other
rules in the file, but add a last rule that permits all general traffic. That is, all
traffic not for the VPN connections should work as if no filtering were being
done at all. The way to do this is to configure a “permit all” filter and put it last,
after the IPSEC filters.

A.3.1 Services file

The services.i3p services file includes an extensive list of services. No all the
services are used in this redbook’s filters but are included here to help you create
filters beyond the scenarios presented in this book. The services file is the most
useful of the files since it can be used “as is” in the filters that you implement.

Figure 345 on page 382, Figure 346 on page 383, and Figure 347 on page 384
include the list of services.
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#IMP rules

ICMP SERVICE All ICMP TYPE = * CODE
ICMP_SERVICE unreachable TYPE = 3 COD
ICMP _SERVICE Time Exceeded TYPE = 1
ICMP_SERVICE source quench TYPE = 4 CODE = 0
ICMP_SERVICE parameter problem TYPE 2

#Echo (PING) rules
ICMP SERVICE Echo rply TYPE = 0 CODE = *
ICMP_SERVICE Echo TYPE = 8 CODE = *

#A1l rule
SERVICE All PROTOCOL = * DSTPORT = * SRCPORT = *

#Starting TCP rule
SERVICE Starting TCP PROTOCOL = TCP/STARTING DSTPORT = * SRCPORT = *

#DDM rules
SERVICE DDM req PROTOCOL = TCP DSTPORT = 447 SRCPCRT > 1023
SERVICE DM rply PROTOCOL = TCP DSTPORT > 1023 SRCPORT = 447

#DDM SSL rules
SERVICE DDMS req PROTOCOL = TCP DSTPORT = 448 SRCPORT > 1023
SERVICE DDMS rply PROTOCOL = TCP DSTPORT > 1023 SRCPORT = 448

#DNS query rules

SERVICE INS client queries PROTOCOL = UDP DSTPORT = 53 SRCPORT >= 1024

SERVICE INS client req PROTOCOL = UDP DSTPORT = 53 SRCPORT >= 1024

SERVICE INS client rply PROTOCOL = UDP DSTPORT >= 1024 SRCPORT = 53

SERVICE DNS server to server PROTOCOL = UDP DSTPORT = 53 SRCPORT = 53

SERVICE DNS_server to server tcp req PROTOCOL = TCP DSTPORT = 53 SRCPORT > 1023
SERVICE INS server to server tcp rply PROTOCOL = TCP DSTPORT > 1023 SRCPORT = 53

#DRDA rules
SERVICE DRDA req PROTOCOL = TCP DSTPORT = 446 SRCPORT > 1023
SERVICE DRDA rply PROTOCOL = TCP DSTPORT > 1023 SRCPORT = 446

#FTP rules

SERVICE FTP_Control req PROTOCOL = TCP DSTPCRT = 21 SRCPORT > 1023
SERVICE FTP_Control rply PROTOCOL = TCP DSTPORT > 1023 SRCPORT = 21
SERVICE FTPiActiveDataireq PROTOCOL = TCP DSTPORT = 20 SRCPORT > 1023
SERVICE FTPiACtiveDatairply PROTOCOL = TCP DSTPORT > 1023 SRCPORT = 20

#FTP passive rule
SERVICE Upper and FTP PassiveData PROTOCOL = TCP DSTPORT > 1023 SRCPORT > 1023

#HTTP rules
SERVICE HITP req PROTOCOL = TCP DSTPORT = 80 SRCPORT >= 1024
SERVICE HITP rply PROTOCOL = TCP DSTPORT >= 1024 SRCPORT = 80

#HTTPS rules
SERVICE HITPS req PROTOCOL = TCP DSTPORT = 443 SRCPORT >= 1024
SERVICE HITPS rply PROTOCOL = TCP DSTPORT >= 1024 SRCPORT = 443

#HTTP Proxy rules
SERVICE HITP Proxy req PROTOCOL = TCP DSTPORT = 1010 SRCPORT >= 1024
SERVICE HITP Proxy rply PROTOCOL = TCP DSTPORT >= 1024 SRCPORT = 1010

#HTTP Admin rules
SERVICE H’ITPiAdm_‘i_nireq PROTOCOL = TCP DSTPORT = 2001 SRCPORT > 1023
SERVICE HITPiAdminirply PROTOCOL = TCP DSTPORT > 1023 SRCPORT = 2001

#HTTPS Admin rules
SERVICE HITPSiAdm_‘Lnireq PROTOCOL = TCP DSTPORT = 2010 SRCPORT > 1023
SERVICE HITPSiAdm_‘Lnirply PROTOCOL = TCP DSTPORT > 1023 SRCPORT = 2010

#HTTP NetQ rules
SERVICE HITP NetQ req PROTOCOL = TCP DSTPORT = 2609 SRCPORT > 1023
SERVICE HITP NetQ rply PROTOCOL = TCP DSTPORT < 1023 SRCPORT = 2609

Figure 345. Services file (Part 1 of 3)
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#IKE rule
SERVICE IKE PROTOCOL = UDP DSTPORT = 500 SRCPORT = 500

#L2TP rule
SERVICE I2TP PROTOCOL = UDP DSTPORT = 1701 SRCPORT = 1701

#LDAP rules
SERVICE LDAP req PROTOCOL = TCP DSTPORT = 389 SRCPORT > 1023
SERVICE LDAP rply PROTOCOL = TCP DSTPORT > 1023 SRCPORT = 389

#LDAP SSL rules
SERVICE LDAPS req PROTOCOL = TCP DSTPORT = 636 SRCPORT > 1023
SERVICE LDAPS rply PROTOCOL = TCP DSTPORT > 1023 SRCPORT = 636

#Lotus Damino rules
SERVICE Notes req PROTOCOL = TCP DSTPORT = 1352 SRCPORT > 1023
SERVICE Notes rply PROTOCOL = TCP DSTPORT > 1023 SRCPORT = 1352

#NetBIOS rules
SERVICE NetBIOS NS PROTOCOL
SERVICE NetBIOS DS PROTOCOL

UDP DSTPORT
UDP DSTPORT

137 SRCPORT
138 SRCPORT

137
138

#NetCammerce rules
SERVICE NC ProdAd req PROTOCOL = TCP DSTPORT = 16560 SRCPORT > 1023
SERVICE NC ProdAd rply PROTOCOL = TCP DSTPORT > 1023 SRCPORT = 16560

#POP rules
SERVICE POP _req PROTOCOL = TCP/STARTING DSTPORT = 110 SRCPORT >= 1024
SERVICE POP_rply PROTOCOL = TCP DSTPORT >= 1024 SRCPORT = 110

#RIP rule
SERVICE RIP PROTOCOL = UDP DSTPORT = 520 SRCPORT = 520

#SMTP rules
SERVICE SMTIP_req PROTOCOL = TCP DSTPORT = 25 SRCPORT >= 1024
SERVICE SMIP rply PROTOCOL = TCP DSTPORT >= 1024 SRCPORT = 25

#SNMP rules

SERVICE SNMP_req PROTOCOL = TCP DSTPORT = 161 SRCPORT > 1023
SERVICE SNMP rply PROTOCOL = TCP DSTPORT > 1023 SRCPORT = 161
SERVICE SNMP_trap req PROTOCOL = TCP DSTPORT = 162 SRCPORT < 1023
SERVICE SNMP_trap rply PROTOCOL = TCP DSTPORT > 1023 SRCPORT = 162

#Telnet rules
SERVICE Telnet req PROTOCOL = TCP/STARTING DSTPORT = 23 SRCPORT >= 1024
SERVICE Telnet rply PROTOCOL = TCP DSTPORT >= 1024 SRCPORT = 23

#Telnet SSL rules
SERVICE Telnet SSL req PROTOCOL = TCP DSTPORT = 992 SRCPORT >= 1024
SERVICE Telnet SSL rply PROTOCOL = TCP DSTPORT >= 1024 SRCPORT = 992

#WebSphere rules
SERVICE HTTP WebSph req PROTOCOL = TCP DSTPORT = 9090 SRCPORT > 1023
SERVICE HTTP WebSph rply PROTOCOL = TCP DSTPORT > 1023 SRCPORT = 9090

Figure 346. Services file (Part 2 of 3)
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#Client Acces rules

SERVICE CA ServMap req PROTOCOL = TCP DSTPCRT = 449 SRCPORT > 1023
SERVICE CA ServMap rply PROTOCOL = TCP DSTPORT > 1023 SRCPORT = 449
SERVICE CA MgmtCtrl req PROTOCOL = TCP DSTPORT = 5555 SRCPORT > 1023
SERVICE CA MgmtCtrl rply PROTOCOL = TCP DSTPORT < 1023 SRCPORT = 5555
SERVICE CA MgmtCtrl SS req PROTOCOL = TCP DSTPORT = 5566 SRCPORT > 1023
SERVICE CA MgmtCtrl SS rply PROTOCOL = TCP DSTPORT < 1023 SRCPORT = 5566
SERVICE CA MgmtCtrl CS req PROTOCOL = TCP DSTPORT = 5577 SRCPORT > 1023
SERVICE CA MgmtCtrl CS rply PROTOCOL = TCP DSTPORT < 1023 SRCPORT = 5577
SERVICE CA Central req PROTOCOL = TCP DSTPORT = 8470 SRCPORT > 1023
SERVICE CA Central rply PROTOCOL = TCP DSTPORT > 1023 SRCPORT = 8470
SERVICE CA Database req PROTOCOL = TCP DSTPORT = 8471 SRCPORT > 1023
SERVICE CA Database rply PROTOCOL = TCP DSTPORT > 1023 SRCPORT = 8471
SERVICE CA DataQ req PROTOCOL = TCP DSTPORT = 8472 SRCPORT > 1023
SERVICE CA DataQ rply PROTOCOL = TCP DSTPORT > 1023 SRCPORT = 8472
SERVICE CA File req PROTOCOL = TCP DSTPORT = 8473 SRCPORT > 1023
SERVICE CA File rply PROTOCOL = TCP DSTPORT > 1023 SRCPORT = 8473
SERVICE CA NetPrint req PROTOCOL = TCP DSTPORT = 8474 SRCPORT > 1023
SERVICE CA NetPrint rply PROTOCOL = TCP DSTPORT > 1023 SRCPORT = 8474
SERVICE CA RmtCmd reg PROTOCOL = TCP DSTPORT = 8475 SRCPORT > 1023
SERVICE CA RmtCmd rply PROTOCOL = TCP DSTPORT > 1023 SRCPORT = 8475
SERVICE CA Signon reg PROTOCOL = TCP DSTPORT = 8476 SRCPORT > 1023
SERVICE CA Signon rply PROTOCOL = TCP DSTPORT > 1023 SRCPORT = 8476
SERVICE CA NetDrive req PROTOCOL = TCP DSTPORT = 8477 SRCPORT > 1023
SERVICE CA NetDrive rply PROTOCOL = TCP DSTPORT > 1023 SRCPORT = 8477
SERVICE CA Transfer req PROTOCOL = TCP DSTPORT = 8478 SRCPORT > 1023
SERVICE CA Transfer rply PROTOCOL = TCP DSTPORT > 1023 SRCPORT = 8478
SERVICE CA7VﬁPrmt7req PROTOCOL = TCP DSTPORT = 8479 SRCPORT > 1023
SERVICE CA)/'rtPrintirply PROTOCOL = TCP DSTPORT > 1023 SRCPORT = 8479

#Client Acces SSL rules

SERVICE CAS Central req PROTOCOL = TCP DSTPORT = 9470 SRCPORT > 1023
SERVICE CAS Central rply PROTOCOL TCP DSTPORT > 1023 SRCPORT = 9470
SERVICE CAS Database req PROTOCOL TCP DSTPORT = 9471 SRCPORT > 1023
SERVICE CAS Database rply PROTOCOL = TCP DSTPORT > 1023 SRCPORT = 9471
SERVICE CAS DataQ req PROTOCOL = TCP DSTPORT = 9472 SRCPORT > 1023
SERVICE CAS DataQ rply PROTOCOL = TCP DSTPORT > 1023 SRCPORT = 9472
SERVICE CASiFileireq PROTOCOL = TCP DSTPORT = 9473 SRCPORT > 1023
SERVICE CASiFileirply PROTOCOL = TCP DSTPORT > 1023 SRCPORT = 9473
SERVICE CASiNetPrintireq PROTOCOL = TCP DSTPORT = 9474 SRCPORT > 1023
SERVICE CASiNetPrintirply PROTOCOL = TCP DSTPORT > 1023 SRCPORT = 9474
SERVICE CAS RmtCmd req PROTOCOL = TCP DSTPORT = 9475 SRCPORT > 1023
SERVICE CAS RmtCmd rply PROTOCOL = TCP DSTPORT > 1023 SRCPORT = 9475
SERVICE CASisignonireq PROTOCOL = TCP DSTPORT = 9476 SRCPORT > 1023
SERVICE CAS Signon rply PROTOCOL = TCP DSTPORT > 1023 SRCPORT = 9476
SERVICE CASiNetDriveireq PROTOCOL = TCP DSTPORT = 9477 SRCPORT > 1023
SERVICE CASiNetDriveirply PROTOCOL = TCP DSTPORT > 1023 SRCPORT = 9477
SERVICE CAS Transfer req PROTOCOL = TCP DSTPORT = 9478 SRCPORT > 1023
SERVICE CAS Transfer rply PROTOCOL = TCP DSTPORT > 1023 SRCPORT = 9478
SERVICE CASi\/'rtPrintireq PROTOCOL = TCP DSTPORT = 9479 SRCPORT > 1023
SERVICE CASi\/'rtPrintirply PROTOCOL = TCP DSTPORT > 1023 SRCPORT = 9479

Figure 347. Services file (Part 3 of 3)

A.3.2 Defined addresses file

The IP addresses used in this redbook’s filters are defined in a filter file that
contains defined addresses. In some scenarios, the defined address names
remain the same, but the values change according to the scenario requirements.
Figure 348 shows an example of a defined address file. Consider it only as an
example. You must define your own addresses according to your network
configuration.

384  AS/400 Internet Security Scenarios: A Practical Approach



#Defined Addresses

ADDRESS InternalNetwork IP = 10.160.100.0 MASK = 255.255.255.0 TYPE = TRUSTED
ADDRESS Public IP = 208.222.151.20 MASK = 255.255.255.255 TYPE = BORDER

ADDRESS ISP IP = 208.222.151.25 MASK = 255.255.255.255 TYPE = TRUSTED

ADDRESS privatelOaddresses IP = 10.0.0.0 MASK = 255.0.0.0 TYPE = TRUSTED

ADDRESS privatel72addresses IP = 172.16.0.0 MASK = 255.240.0.0 TYPE = TRUSTED
ADDRESS privatel92l68addresses IP = 192.168.0.0 MASK = 255.255.0.0 TYPE = TRUSTED
ADDRESS internaladdress IP = 10.160.100.20 MASK = 255.255.255.255 TYPE = TRUSTED
ADDRESS PublicPPP IP = 208.222.151.21 THROUGH 208.222.151.24 TYPE = TRUSTED
ADDRESS BusinessPartner IP = 208.222.152.7 TYPE = UNTRUSTED

<client address> = 255.255.255.252 TYPE = UNTRUSTED
ADDRESS wecanping IP {0.0.0.0, 128.0.0.0} MASK = 128.0.0.0 TYPE = TRUSTED
ADDRESS canpingus IP = 127.0.0.1 MASK = 255.255.255.255 TYPE = UNTRUSTED
ADDRESS ikepeer IP = 127.0.0.1 MASK = 255.255.255.255 TYPE = UNTRUSTED
ADDRESS notesclient IP = <notes client address> MASK = 255.255.255.255 TYPE = TRUSTED
ADDRESS ssltelnetclient IP = <ssl telnet client address> MASK = 255.255.255.255
TYPE = UNTRUSTED
ADDRESS ssltelnetserver IP = <telnet server address> MASK = 255.255.255.255
TYPE = TRUSTED
ADDRESS mailrelayin IP = <receiving mail relay address> MASK = 255.255.255.255
TYPE = UNTRUSTED
ADDRESS mailrelayout IP = <sending mail relay address> MASK = 255.255.255.255
TYPE = UNTRUSTED
ADDRESS dnsserver IP = <dns server address> MASK = 255.255.255.255 TYPE = UNTRUSTED
ADDRESS drdaserver IP = <drda server address> MASK = 255.255.255.255 TYPE = TRUSTED
ADDRESS ipsecpeer IP = ipsec peer address> MASK = 255.255.255.255 TYPE = UNTRUSTED
ADDRESS drdaclient IP = <drda client address> MASK = 255.255.255.255 TYPE = UNTRUSTED
ADDRESS branchoffpublic IP = <public branch office address> MASK = 255.255.255.255
TYPE = UNTRUSTED
ADDRESS ciscortrpublic IP = <public cisco router address> MASK = 255.255.255.255
TYPE = UNTRUSTED

ADDRESS sslclient IP

Figure 348. Defined addresses file

A.3.3 IP packet filter file

Figure 349 on page 387, Figure 350 on page 388, and Figure 351 on page 389
show the filter rules used in our scenarios. Notice that IP addresses and services
used in the filters are defined in the corresponding defined address and services
files.

Table 66 provides a brief description of the filter sets used in this redbook’s
scenarios.

Table 66. Filter set description

Filter set Description
Spoofing Prevents hackers from using a private address outside of the
physical internal network to access the AS/400 system.
Ingress Prevents hackers in your internal network from performing a DoS
attack to Internet hosts using forged IP addresses.
SMTP Allows SMTP requests and replies to and from the AS/400 system
and the ISP.

Incoming_Notes_Client | Allows Lotus Notes Clients requests and replies to the Lotus
Domino for AS/400 server.

Incoming_telnet_SSL Allows Telnet SSL sessions requests and replies to the AS/400
system.

In_CAS Allows Client Access Operations Navigator SSL requests and
replies to the AS/400 system.

TCPstart_Deny Prevents intruders from starting sessions to the AS/400 system
from the Internet.
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Filter set Description

DNS Allows DNS queries and responses to and from the AS/400
system and the DNS of the ISP. It also allows forwarding of DNS
queries.

HTTP_NAT Allows internal PCs to browse the Web. This filter set is used with
NAT.

ECHO Allows the AS/400 system and the ISP to ping each other.

IPSEC Allows VPN traffic with remote VPN clients

Deny_All Denies all traffic that does not match any of the other filter sets.
Used for journaling.

=
Note:Not all the filter rules and filter sets used in the scenarios are listed here. Refer
to the specific scenario for a full description of the filter rules and sets.
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Spoofing filters block
internal IP addresses from
the public side.

Allow requests to the
Internet using proxy.

Allow requests to the
Internet using NAT.

Allow DNS queries and
responses.

Allow SMTP in both
directions.

Deny all TCP start.

Allow incoming requests
from the Notes client.

Allow incoming requests

from the Telnet SSL client.

Allow outgoing requests

from the Telnet SSL client.

#Spoofing defense, internal addresses and private addresses are
non-secure side

not allowed on the

FILTER SET Spoofing ACTION = DENY DIRECTION = INBOUND SRCADDR = InternalNetwork
DSTADDR = * SERVICE = All FRAGMENTS = NONE JRN = OFF
FILTER SET spoofing ACTION = DENY DIRECTION = INBOUND SRCADDR = privatelOaddresses

DSTADDR = * SERVICE = All FRAGMENTS = NONE JRN = OFF

FILTER SET spoofing ACTION = DENY DIRECTION = INBOUND SRCADDR = privatel72addresses
DSTADDR = * SERVICE = All FRAGMENTS = NONE JRN = OFF

FILTER SET spoofing ACTION = DENY DIRECTION = INBOUND SRCADDR = privatel92l68addresses
DSTADDR = * SERVICE = All FRAGMENTS = NONE JRN = OFF

#HTTP and HTTPS filters, allow requests fram the intermal network to the Intenet using

# the proxy server.

FILTER SET HTTP proxy ACTION = PERMIT DIRECTION = OUTBOUND SRCADDR = Public DSTALDR = *
SERVICE = HTTP req FRAGMENTS = NONE JRN = FULL

FILTER SET HTTP proxy ACTION = PERMIT DIRECTION = INBOUND SRCADLDR = * DSTADDR = Public
SERVICE = HITP rply FRAGMENTS = NONE JRN = FULL

FILTER SET HTTP proxy ACTION = PERMIT DIRECTION = OUTBOUND SRCADDR = Public DSTALDR = *
SERVICE = HTTPS req FRAGMENTS = NONE JRN = FULL

FILTER SET HTTP proxy ACTION = PERMIT DIRECTION = INBOUND SRCADLDR = * DSTADDR = Public
SERVICE = HTTPS rply FRAGMENTS = NONE JRN = FULL

#HTTP and HITPS filters, allowing requests fram inside to the outside using NAT
FILTER SET HTTP nat ACTION = PERMIT DIRECTION = CUTBOUND SRCADDR = InternalNetwork
DSTADDR = * SERVICE = HTTP req FRAGMENTS = NONE JRN = FULL
FILTER SET HTTP nat ACTION = PERMIT DIRECTION = INBOUND SRCADDR = *
DSTADDR = InternalNetwork SERVICE = HTTPS rply FRAGMENTS = NCONE JRN = FULL
FILTER SET HTTP nat ACTION = PERMIT DIRECTION = CUTBOUND SRCADDR = InternalNetwork
DSTADDR = * SERVICE = HTTP req FRAGMENTS = NONE JRN = FULL
FILTER SET HTTP nat ACTION = PERMIT DIRECTION = INBOUND SRCADDR = *
DSTADDR = InternalNetwork SERVICE = HTTPS rply FRAGMENTS = NCONE JRN = FULL

#DNS filters, DNS queries to the non-secure side.

FILTER SET DNS ACTION = PERMIT DIRECTION = OUTBOUND SRCADDR = Public DSTADDR = ISP
SERVICE = DNS server to server FRAGMENTS = NONE JRN = FULL

FILTER SET DNS ACTION = PERMIT DIRECTION = INBOUND SRCADDR = ISP DSTADDR = Public
SERVICE = DNS server to server FRAGMENTS = NONE JRN = FULL

FILTER SET DNSiclient ACTION = PERMIT DIRECTION = OUTBOUND SRCADDR = * DSTADDR = *
SERVICE = DNSiclientiqueries FRAGMENTS = NONE JRN = OFF

FILTER SET DNSiclient ACTION = PERMIT DIRECTION = INBOUND SRCADDR = * DSTADDR
SERVICE = DNSiclientirply FRAGMENTS = NONE JRN = OFF

*

#SMTP filter, allowing incoming and outgoing mail

FILTER SET SMTP ACTION = PERMIT DIRECTION = OUTBOUND SRCADDR = Public DSTADDR =
SERVICE = SMIP req FRAGMENTS = NONE JRN = FULL

FILTER SET SMTP ACTION = PERMIT DIRECTION = INBOUND SRCADDR = ISP DSTADDR = Public
SERVICE = SMIP rply FRAGMENTS = NCONE JRN = FULL

FILTER SET SMTP ACTION = PERMIT DIRECTION = OUTBOUND SRCADDR = Public DSTADDR = ISP
SERVICE = SMIP rply FRAGMENTS = NONE JRN = OFF

FILTER SET SMTP ACTION = PERMIT DIRECTION = INBOUND SRCADDR = ISP DSTADDR = Public
SERVICE = SMIP req FRAGMENTS = NONE JRN = OFF

Isp

#Deny all inbound requests to start a TCP session
FILTER SET TCPstart Deny ACTION = DENY DIRECTION = INBOUND SRCADDR = * DSTADDR = *
SERVICE = Startingi'ICP FRAGMENTS = NONE JRN = OFF

#Incaming Lotus Notes Client

FILTER SET Incom:i_ngiNotesiclient ACTION = PERMIT DIRECTION = INBOUND SRCADDR = *
DSTADDR = Public SERVICE = notes req FRAGMENTS = NONE JRN = FULL

FILTER SET Incom:i_ngiNotesiclient ACTION = PERMIT DIRECTION = OUTBOUND SRCADDR = Public
DSTADDR = * SERVICE = notes rply FRAGMENTS = NONE JRN = FULL

#Incaming TELNET with SSL filters

FILTER SET Incoming telnet ssl ACTION = PERMIT DIRECTION = INBOUND SRCADDR = *
DSTADDR = Public SERVICE = Telnet SSL req FRAGMENTS = NONE JRN = OFF

FILTER SET Incoming telnet ssl ACTION = PERMIT DIRECTION = OUTBOUND SRCADDR =
DSTADDR = * SERVICE = Telnet SSL rply FRAGMENTS = NONE JRN = OFF

Public

#Outgoing TELNET with SSL filters

FILTER SET Outgoing telnet ssl ACTION = PERMIT DIRECTION = OUTBOUND SRCADDR = *
DSTADDR = * SERVICE = Telnet SSL req FRAGMENTS = NONE JRN = OFF

FILTER SET Outgoing telnet ssl ACTION = PERMIT DIRECTION = INBOUND SRCADDR = *
DSTADDR = * SERVICE = Telnet SSL rply FRAGMENTS = NONE JRN = OFF

Figure 349. |IP filters file (Part 1 of 3)
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Allow internal traffic,
allow all services to and
from the internal network.

Allow Internet key ex-
change; used for VPN.

Allow VPN client traffic.

Allow host-to-host VPN
traffic.

Allow L2TP traffic.

Deny filters for PPP con-
nection; deny internal net-

work addresses to be used.

Allow PING between the
public address and ISP.

Allow incoming Client
Access SSL requests.

#Allow Internal traffic, traffic on the internal net is allowed

FILTER SET Allow intermal traffic ACTION = PERMIT DIRECTION = *
SRCADDR = InternalNetwork DSTADDR = InternalNetwork SERVICE = All FRAGMENTS = NONE
JRN = OFF

#IKE filters
FILTER SET IKE ACTION = PERMIT DIRECTION = * SRCADDR = * DSTADDR = *
SERVICE = IKE FRAGMENTS = NONE JRN = FULL

#IPSEC filter VPN clients

FILTER SET VPNclt ACTION = IPSEC DIRECTION = OUTBOUND SRCADDR = Internalnetwork
DSTADDR = * SERVICE = All FRAGMENTS = NONE JRN = FULL
CONNECTION DEFINITION = DYNAMICIP

#IPSEC filter - Business Partner

FILTER SET VPNop ACTION = IPSEC DIRECTION = OUTBOUND SRCADDR = public
DSTADDR = BusinessPartner SERVICE = All FRAGMENTS = NONE JRN = FULL
CONNECTION DEFINITION = BusinessPartner

#1L2TP filter for Branch office

FILTER SET L2TPSET ACTION = IPSEC DIRECTION = OUTBOUND SRCADLR = branchoffpublic
DSTADDR = ciscortrpublic SERVICE = L2TP FRAGMENTS = NONE JRN = FULL
CONNECTION DEFINITION = AS14Cisco

#Deny internal, deny traffic to and from internal net. Used by PPP

FILTER SET setl ACTION = DENY DIRECTION = INBOUND SRCADDR = * DSTADDR = InternalNetwork
PROTOCOL = * DSTPORT = * SRCPORT = * FRAGMENTS = NONE JRN = OFF

FILTER SET setl ACTION = DENY DIRECTION = OUTBOUND SRCADDR = InternalNetwork DSTADDR = *
PROTOCOL = * DSTPORT = * SRCPORT = * FRAGMENTS = NONE JRN = OFF

#Echo (PING)

FILTER SET Echo ACTION = PERMIT DIRECTION = OUTBOUND SRCADDR = Public DSTADDR
SERVICE = echo FRAGMENTS = NONE JRN = FULL

FILTER SET Echo ACTION = PERMIT DIRECTION = OUTBOUND SRCADDR = Public DSTADDR = ISP
SERVICE = echo rply FRAGMENTS = NONE JRN = FULL

FILTER SET Echo ACTION = PERMIT DIRECTION = INBOUND SRCADDR = ISP DSTADDR
SERVICE = echo rply FRAGMENTS = NONE JRN = FULL

FILTER SET Echo ACTION = PERMIT DIRECTION = INBOUND SRCADDR = ISP DSTADDR = Public
SERVICE = echo FRAGMENTS = NONE JRN = FULL

Isp

Public

#Client Access SSL

FILTER SET In CAS ACTION = PERMIT DIRECTION = INBOUND SRCADDR = * DSTADDR = public
SERVICE = CA ServMap req FRAGMENTS = NONE JRN = OFF

FILTER SET In CAS ACTION = PERMIT DIRECTION = OUTBOUND SRCADDR = public DSTADDR = *
SERVICE = CA ServMap rply FRAGMENTS = NONE JRN = OFF

FILTER SET In CAS ACTION = PERMIT DIRECTION = INBOUND SRCADDR = * DSTADDR = public
SERVICE = CAS central req FRAGMENTS = NONE JRN = OFF

FILTER SET In CAS ACTION = PERMIT DIRECTION = OUTBOUND SRCADDR = public DSTADDR = *
SERVICE = CAS central rply FRAGMENTS = NONE JRN = OFF

FILTER SET In CAS ACTION = PERMIT DIRECTION = INBOUND SRCADDR = * DSTADDR = Public
SERVICE = CAS database req FRAGMENTS = NONE JRN = OFF

FILTER SET In CAS ACTION = PERMIT DIRECTION = OUTBOUND SRCADDR = Public DSTADDR = *
SERVICE = CAS database rply FRAGMENTS = NONE JRN = OFF

FILTER SET In CAS ACTION = PERMIT DIRECTION = INBOUND SRCADDR = * DSTADDR = Public
SERVICE = CAS dataQ req FRAGMENTS = NONE JRN = OFF

FILTER SET In CAS ACTION = PERMIT DIRECTION = OUTBOUND SRCADDR = Public DSTADDR = *
SERVICE = CAS dataQ rply FRAGMENTS = NONE JRN = OFF

FILTER SET In CAS ACTION = PERMIT DIRECTION = INBOUND SRCADDR = * DSTADDR = Public
SERVICE = CAS File req FRAGMENTS = NONE JRN = OFF

FILTER SET In CAS ACTION = PERMIT DIRECTION = OUTBOUND SRCADDR = Public DSTADDR = *
SERVICE = CAS File rply FRAGMENTS = NONE JRN = OFF

FILTER SET In CAS ACTION = PERMIT DIRECTION = INBOUND SRCADDR = * DSTADDR = Public
SERVICE = CAS NetPrint req FRAGMENTS = NONE JRN = OFF

FILTER SET In CAS ACTION = PERMIT DIRECTION = OUTBOUND SRCADDR = Public DSTADDR = *
SERVICE = CAS NetPrint rply FRAGMENTS = NONE JRN = OFF

FILTER SET In CAS ACTION = PERMIT DIRECTION = INBOUND SRCADDR = * DSTADDR = Public
SERVICE = CAS Signon req FRAGMENTS = NONE JRN = OFF

FILTER SET In CAS ACTION = PERMIT DIRECTION = OUTBOUND SRCADDR = Public DSTADDR = *
SERVICE = CAS Signon rply FRAGMENTS = NONE JRN = OFF

FILTER SET In CAS ACTION = PERMIT DIRECTION = INBOUND SRCADDR = * DSTADDR = Public
SERVICE = CAS RmtCmd req FRAGMENTS = NONE JRN = OFF

FILTER SET In CAS ACTION = PERMIT DIRECTION = OUTBOUND SRCADDR = Public DSTADDR = *
SERVICE = CAS RmtCwd rply FRAGMENTS = NONE JRN = OFFN =

Figure 350. |IP filters file (2 of 3)
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HTTP proxy for PPP
filters, allow a PPP client to
use the proxy server.

HTTPS proxy for PPP
filters, allow a PPP client to
use the proxy server.

SMTP for PPP filters allow
a PPP client to send and
receive SMTP.

DNS for PPP filters allow
DNS queries.

Echo filters for PPP allow
PING between the public
PPP address and ISP.

Allow DRDA traffic
between DRDA server and
the DRDA client.

Allow useful icmp traffic.

Deny internal network
addresses to go out and a
filter that denies all traffic.

Configure ingress filters
(see RFC 2827) to prevent
users in your internal net-
work attack Internet hosts
using forged IP addresses;
be a good Internet citizen.

#HTTP proxy filters for Dynamic IP PPP connection

FILTER SET HTTP proxy PPP ACTION = PERMIT DIRECTION = OUTBOUND SRCADDR = PublicPPP
DSTADDR = * SERVICE = HTTP req FRAGMENTS = NONE JRN = FULL

FILTER SET HTTP proxy PPP ACTION = PERMIT DIRECTION = INBOUND SRCALDR = *
DSTADDR = PublicPPP SERVICE = HITP rply FRAGMENTS = NONE JRN = FULL

#HTTPS proxy filters for Dynamic IP PPP connection

FILTER SET HTTP proxy PPP ACTION = PERMIT DIRECTION = OUTBOUND SRCADDR = PublicPPP
DSTADDR = * SERVICE = HITPS req FRAGMENTS = NONE JRN = FULL

FILTER SET HTTP proxy PPP ACTION = PERMIT DIRECTION = INBOUND SRCALDR = *
DSTADDR = PublicPPP SERVICE = HITPS rply FRAGMENTS = NONE JRN = FULL

#SMTP filter, allowing incoming and outgoing mail for Dynamic PPP connection

FILTER SET SMIP_PPP ACTION = PERMIT DIRECTION = CUTBOUND SRCADDR = PublicPPP
DSTADDR = ISP SERVICE = SMIP req FRAGMENTS = NONE JRN = FULL

FILTER SET SMIP PPP ACTION = PERMIT DIRECTICN = INBOUND SRCADDR = ISP

DSTADDR = PublicPPP SERVICE = SMIP rply FRAGMENTS = NONE JRN = FULL
FILTER SET SMIP_PPP ACTION = PERMIT DIRECTION = OUTBOUND SRCADDR = PublicPPP
DSTADDR = ISP SERVICE = SMIP rply FRAGMENTS = NONE JRN = OFF
FILTER SET SMIP PPP ACTION = PERMIT DIRECTION = INBOUND SRCADDR = ISP
DSTADDR = PublicPPP SERVICE = SMIP req FRAGMENTS = NONE JRN = OFF

#DNS Server to Server filters for Dynamic IP PPP comnnection

FILTER SET DNS PPP ACTION = PERMIT DIRECTION = OUTBOUND SRCADDR = PublicPPP
DSTADDR = ISP SERVICE = DNS server to server FRAGMENTS = NONE JRN = FULL

FILTER SET DNS PPP ACTION = PERMIT DIRECTION = INBOUND SRCADDR = ISP DSTADDR = PublicPPP
SERVICE = DNS server to server FRAGMENTS = NONE JRN = FULL

#ECHO (ping) filters for Dynamic IP PPP connection

FILTER SET Echo PPP ACTION = PERMIT DIRECTION = OUTBOUND SRCADDR = PublicPPP
DSTADDR = ISP SERVICE = echo FRAGMENTS = NONE JRN = FULL

FILTER SET Echo PPP ACTION = PERMIT DIRECTION = OUTBOUND SRCADDR = PublicPPP
DSTADDR = ISP SERVICE = echo rply FRAGMENTS = NONE JRN = FULL

FILTER SET Echo PPP ACTION = PERMIT DIRECTICON = INBOUND SRCALDDR = ISP
DSTADDR = PublicPPP SERVICE = echo rply FRAGMENTS = NONE JRN = FULL

FILTER SET Echo PPP ACTION = PERMIT DIRECTICON = INBOUND SRCALDR = ISP

DSTADDR = PublicPPP SERVICE = echo FRAGMENTS = NONE JRN = FULL

#DRDA

FILTER SET drda server ACTION = PERMIT DIRECTION = INBOUND SRCADDR = drdaclient
DSTADDR = this SERVICE = drda req FRAGMENTS = NONE JRN = OFF

FILTER SET drda server ACTION = PERMIT DIRECTION = OUTBOUND SRCADDR = public
DSTADDR = drdaclient SERVICE = drda rply FRAGMENTS = NONE JRN = OFF

FILTER SET drda client ACTION = PERMIT DIRECTION = OUTBOUND SRCADDR = public
DSTADLR = drdaserver SERVICE = drda req FRAGMENTS = NONE JRN = OFF

FILTER SET drda client ACTION = PERMIT DIRECTION = INBOUND SRCADDR = drdaserver
DSTADDR = this SERVICE = drda rply FRAGMENTS = NONE JRN = OFF

#IQMP

FILTER SET icmp in ACTION = PERMIT DIRECTION = INBOUND SRCADDR
SERVICE = source quench FRAGMENTS = NONE JRN = OFF

FILTER SET icmp in ACTION = PERMIT DIRECTION = INBOUND SRCADDR
SERVICE = time exceeded FRAGMENTS = NONE JRN = OFF

FILTER SET icmp in ACTION = PERMIT DIRECTION = INBOUND SRCADDR
SERVICE = parameter problem FRAGMENTS = NONE JRN = OFF

FILTER SET icmp in ACTION = PERMIT DIRECTION = INBOUND SRCADDR = *
SERVICE = unreachable FRAGMENTS = NONE JRN = OFFe

* DSTADDR = public

* DSTADDR = public

* DSTADDR = public

DSTADDR = public

#Deny rules-Deny All filter in place for testing purposes (journaling),
by default there is a deny all filter
FILTER SET Internal Out Deny ACTION = DENY DIRECTION = OUTBOUND
SRCADDR = InternalNetwork DSTADDR = * SERVICE = All FRAGMENTS = NONE JRN = OFF
FILTER SET Deny all ACTION = DENY DIRECTION = * SRCADDR = * DSTADDR = * SERVICE = all
FRAGMENTS = NONE JRN = FULL

#Ingress filters. Prevent attack to Internet from internal hosts with spoofed IP address
FILTER SET Ingress ACTION = PERMIT DIRECTION = INBOUND SRCADDR = InternalNetwork
DSTADDR = * SERVICE = All FRAGMENTS = NONE JRN = OFF
FILTER SET Ingress ACTION = PERMIT DIRECTION = OUTBOUND SRCALCDR = *
DSTADDR = InternalNetwork SERVICE = all FRAGMENTS = NONE JRN = NONE

Figure 351. IP filters file (Part 3 of 3)
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Appendix B. FTP exit examples

This appendix lists the FTP exit examples referred to in Chapter 11, “Network
security in an ASP environment” on page 269.

—>

Note: The programs appearing in this appendix were originally written by Dan Riehl of
the Powertech Group Inc., http://www.400Security.com. The first publication of these
programs appeared in the News/400 magazine.

B.1 FTP logon exit

The purpose of this example is to:

* Record all FTP logon attempts to a message queue
* Reject all logon attempts except for those from customer B
e Change customer B’s library to the only one for which it will have authorization

The program is registered to exit point QIBM_QTMF_SVR_LOGON using the
WRKREGINF command.
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/*
/*
/*
/*
/*
/*
/*
/*
/*

This program and its /*
source need to be secured. /*

392

/*
/*
/*
/*
/*
/*

Program name: FTPEXIT1

Based on pgm. USRFTPLOGC originally written by Dan Riehl

Purpose: This is a example of an FTP Logon Exit Point Program to
-record all FTP logon attempts to a message queue.
-reject all attempt from non-specified addresses.

-change the current library of accepted logons.
Exit point is QIBM QTMF SVR LOGON.
Parameter format is TCPL0100.
Security: Place in a secure library (i.e., PUBLIC (*EXCLUDE)) .
Place source code in a secure library.
Do not allow retrieval of CL source.
Compilation: CRTCLPGM PGM (ASecureLibrary/FTPEXIT1) +
SRCFILE (ASecureLibrary/QCLSRC) +
LOG (*NO) +
ALWRTVSRC (*NO) +
AUT (*EXCLUDE)
PGM ( &P AppID +
&P User +
&P UserlLen +
&P Pwd +
&P Pwdlen +
&P _IP +
&P _TPLen +
&P _RtnOut +
&P UserOut +
&P PwdOut +
&P LibOut )
/* Parameters for exit point interface FORMAT TCPL0100
/* Input parms */
DCL &P AppID *CHAR 4 /* BApplication ID (%bin)
/* 1 = FTP
DCL &P User *CHAR 999 /* User ID
DCL &P UserLen *CHAR 4 /* User ID length (%bin)
DCL &P Pwd *CHAR 999 /* Password
DCL &P PwdLen *CHAR 4 /* Password length (%bin)
DCL &P _IP *CHAR 15 /* Requester IP address
DCL &P IPLen *CHAR 4 /* IP address length (%bin)

*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/

*/

*/
*/
*/
*/
*/
*/
*/
*/

Figure 352. FTP Logon exit (Part 1 of 4)
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All access will be logged to
the MSGQ defined here.

Customer B is authorized
to this library only

Customer B’s subnet
Incoming address will be
compared to this one

/* Output parms */

DCL &P _RtnOut *CHAR 4
DCL &P _UserOut *CHAR 10
DCL &P_PwdOut *CHAR 10
DCL &P LibOut *CHAR 10

/* End of FORMAT TCPL0100

/* Return code out */
/* Values are: */
/* O=Reject */

/* 1=Accept, w/Usrprf Curlib */
/* 2=Accept, w/ &P LibOut */
/* 3=Accept, w/UsrPrf Curlib */

/* Variables for binary conversions */

DCL &AppID *DEC (1
DCL &UserLen *DEC (3
DCL &PwdlLen *DEC (3
DCL &IPLen *DEC (3
/* Misc. work variables
DCL &Time *CHAR 6
DCL &Date *CHAR 6
DCL &Message *CHAR 256
DCL &Acceptl *DEC 1
DCL &AcceptTxt *CHAR 8
DCL &MsgQ *CHAR 10
DCL &MsgQLib *CHAR 10
/* Misc. test variables

/* The test values for this example are hardcoded.

/* and &P UserOut */
/* and &P PwdOut */
/* 4=Accept, w/ &P LibOut */
/* and &P UserOut */
/* and &P PwdOut */
/* 5=Accept, w/UsrPrf Curlib */
/* and &P UserOut */
/* Password bypass */
/* 6=Accept, w/ P_LibOut */
/* and &P UserOut */
/* Password bypass */
/* User profile out */
/* Password out */
/* CURLIB out */
*/
0)
0)
0)
0)
*/

Value ('FTPSVRLOG')
Value ('DAVIDF')

*/
Normally they */

/* would be read from a file, data area or such like for ease of */

/* maintenance etc.

DCL &OnlyLib *CHAR 10
DCL &OnlySNet *CHAR 15
DCL &OnlySnln *DEC 5

/* Message-handling variables */

DCL &MsgID *CHAR 7
DCL &MsgF *CHAR 10
DCL &MsgFLib *CHAR 10
DCL &MsgDta *CHAR 100

*/
Value ('DAVIDF ")

Value('10.160.103.0 ')
Value (10)

Figure 353. FTP Logon exit (Part 2 of 4)
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If the logon is allowed, set
the allowed return code
and change the

default library.

If the logon is disallowed,
set reject return code.

Log all logon attempts.

MonMsg

ChgVar
ChgVar
ChgVar
ChgVar

(CPF0000 MCHO0000) Exec(GoTo Error)

&ApPID

%B

&UserlLen %B
&PwdLen %B

&IPLen

RtvSysVal QTIME
RtvSysVal QDATE

%B

&T

in (&P _AppID)
in (&P _Userlen)
in (&P _PwdLen)
in(&P_IPLen)

ime

&Date

/* Check to see where this logon came from */
((&IPLen *EQ &0OnlySnIn) *AND +
((%SST(&P_IP 1 &0OnlySnln) *EQ +

If

Else

Chgvar

Do

ChgVar
CHgvar
ChgVar

EndDo
+
Do

%$SST (&0nlySNet 1 &0OnlySnIn)))) +

Var (&Acceptl) Value (2)
Var (&AcceptTxt) Value ('accepted')

Var (&

P LibOut) Value(&OnlyLib) /* Return +
Only Allowable library */

ChgVar &Acceptl value (0)
CHgvar &AcceptTxt Value ('rejected')

EndDo

&Message

('"FTP Logon'

*BCAT
*BCAT
*BCAT
*BCAT
*BCAT
*BCAT
*CAT
*CAT
*CAT
*CAT
*BCAT
*BCAT
*CAT
*CAT
*CAT
*CAT

+

&AcceptTxt

%$SST (&P_User 1 &UserLen)
'From IP Addr'

%$SST (&P _IP 1 &IPLen)
latl

$SST (&Time 1 2)

1.

%$SST (&Time 3 2)
1.0
%SST (&Time 5 2)
'OH'
$SST (&Date 1 2)
l/l
$SST (&Date 3 2)
l\l
$SST (&Date 5 2))

R S T I S S A S T I T

SndPgmMsg MsgID (CPF9897) +

Msgf (QCPFMSG)

+

MsgDta (&Message) +
ToMsgQ (&MsgQLib/ &MsgQ)

Figure 354. FTP Logon exit (Part 3 of 4)
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Return has either allowed
or rejected the attempt.

SndPgmMsg MsgID (CPF9897) +

Msgf (QCPFMSG) +
MsgDta (&Message) +
ToMsgQ (&MsgQLib/ &MsgQ)

ChgVar $Bin (&P RtnOut)  Value (&Acceptl) /* Return Accept/Reject */

Return /* Normal end of program */

ERROR:

RcvMsg Msgtype (*LAST) +
MsgDta (&MsgDta) +
MsgID (&MsgID) +
MsgF (&MsgF) +
SndMsgFLib (&MsgFLib)

/* Prevent loop, just in case */

MonMsg CPF0000

SndPgmMsg MsgID (&MsgID) +
MsgF (&MsgFLib/&MsgF) +
MsgDta (&MsgDta) +
MsgType (*ESCAPE)

/* Prevent loop, just in case */

MonMsg CPF0000

EndPgm

Figure 355. FTP Logon exit (Part 4 of 4)

B.2 FTP validation exit

The purpose of this example is to:

* Record all FTP access attempts to a message queue
* Allow only session initialization, list, put and get from customer B
* Disallow all other access

The program is registered to exit point QIBM_QTMF_SERVER_REQ using the
WRKREGINF command.
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/*
/*
/*
/*
/*
/*
/*
/*
/*

This program and its /*
source need to be secured. /*

396

/*
/*
/*
/*
/*
/*

Program name: FTPEXIT2

Based on pgm. USRFTPLOGC originally written by Dan Riehl
Purpose: This is a example of an FTP Logon Exit Point Program to
-record all FTP access attempts to a message queue.
-allow only list, put and get from

specified addresses

Exit point is QIBM QTMF SERVER REQ.

Parameter format is VLRQ0100.

Place in a secure library (i.e., PUBLIC (*EXCLUDE)) .

Security:

Compilation: CRTCLPGM PGM (ASecureLibrary/FTPEXIT2)
SRCFILE (ASecurelLibrary/QCLSRC)

Place source code in a secure library.
Do not allow retrieval of CL source.

&P AppID
&P OpID
&P User
&P _IP

&P _TPLen
&P _OP

&P _OPLen
&P RtnOut

LOG (*NO)

ALWRTVSRC (*NO)
AUT (*EXCLUDE)

+ o+ o+ o+

/* Parameters for exit point interface FORMAT VLRQ0100

/* Input parms */

DCL

DCL

&P _AppID
&P _OPId

&P User
&P IP
&P _TPLen
&P _OP
&P _OPLen

/* Output parms */

DCL

/* End of FORMAT VLRQ0100

&P _RtnOut

*CHAR 4
*CHAR 4
*CHAR 10
*CHAR 15
*CHAR 4
*CHAR 251
*CHAR 4
*CHAR 4

/*
/*
/*
/*
/*
/*
/*
/*
/*

/*
/*
/*
/*
/*
/*

Application ID (%bin)

1 = FTP

Operation ID (%bin)

1 = FTP

User ID

Requester IP address

IP address length (%bin)
Operation parameter
Operation par lngth (%$bin)

Return code out
Values are:

-1=Always Reject
0=Reject
1=Accept
2=Always accept

*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/

*/

*/

*/
*/
*/
*/
*/
*/
*/

*/
*/
*/
*/
*/
*/
*/

Figure 356. FTP validation exit (Part 1 of 4)
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All access will be logged to
the MSGQ defined here.

Customer B is authorized
to this library only.

Customer B’s subnet
Incoming address will be
compared to this one.

/* Variables for binary conversions

DCL &AppID *DEC (1
DCL &OPId *DEC (1
DCL &OPLen *DEC (3
DCL &IPLen *DEC (3
/* Misc. work variables
DCL &OPTxt *CHAR 1
DCL &Time *CHAR 6
DCL &Date *CHAR 6
DCL &Message *CHAR 256
DCL &Acceptl *DEC 1
DCL &AcceptTxt *CHAR 8
DCL &MsgQ *CHAR 10
DCL &MsgQLib *CHAR 10

/* Misc. test variables

/* The test values for this example are hardcoded.

/* would be read from a file, data
/* maintenance etc.

DCL &OnlyLib *CHAR 10
DCL &OnlySNet *CHAR 15
DCL &OnlySnln *DEC 5

/* Message-handling variables */

Value ('FTPSVRLOG')
Value ('DAVIDF')

*/
Normally they */
area or such like for ease of */
*/
Value ( 'DAVIDF ")

Value('10.160.103.0 ')
Value (10)

Exec (GoTo Error)

DCL &MsgID *CHAR 7
DCL &MsgF *CHAR 10
DCL &MsgFLib *CHAR 10
DCL &MsgDta *CHAR 100
MonMsg (CPFO000 MCHO0000)
ChgVar &AppID %Bin (&P_AppID)
ChgVar &OPId %Bin (&P_OPId)
ChgVar &OPTxt &0OPId
ChgVar &IPLen %Bin (&P_IPLen)
ChgVar &OPLen %Bin (&P_OPLen)
RtvSysVal QTIME &Time
RtvSysVal QDATE &Date

Figure 357. FTP validation exit (Part 2 of 4)
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Check that this is /* Only the allowed customer can come here */

customer B Only' If ((&IPLen *EQ &:OH]_YSHLH) *AND +
((%SST(&P_IP 1 &0OnlySnIn) *EQ +
%$SST (&0nlySNet 1 &OnlySnin))) *AND
Customer is limited to the /* Allow only Session Init., List, Put and Get operations */
FTP functions it can use. ((&OPId *EQ 0) *OR (&OPId *EQ 4) *OR +
They are defined here. (&0PId *EQ 6) *OR (&OPID *EQ 7))) +
Do
ChgVar Var (&Acceptl) Value (1)
CHgvar Var (&AcceptTxt) Value('accepted')
EndDo
Else +
Do

ChgVar &Acceptl value (0)
CHgvar &AcceptTxt Value ('rejected')

EndDo
Chgvar &Message +

('"FTP Request type '

*BCAT &OPTxt

*BCAT &AcceptTxt

*BCAT &P User

*BCAT 'From IP Addr'

*BCAT %SST(&P_IP 1 &IPLen)

*BCAT 'at'

*BCAT %SST (&Time 1 2)

*CAT Tt

*CAT %SST (&Time 3 2)

*CAT Tt

*CAT %SST (&Time 5 2)

*BCAT 'on'

*BCAT %SST (&Date 1 2)

*CAT v/v

*CAT %SST (&Date 3 2)

*CAT v/v

*CAT %SST(&Date 5 2))
Log all access whether SndPgmMsg MsgID (CPF9897) +
accepted or rejected. Msgf (QCPFMSG) +

MsgDta (&Message) +

398

ToMsgQ (&MsgQLib/&MsgQ)

Return /* Normal end of program */

I T T T T T S S S S S A S

+

ChgVar $Bin (&P RtnOut)  Value (&Acceptl) /* Return Accept/Reject */

Figure 358. FTP validation exit (Part 3 of 4)
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ERROR:

RcvMsg Msgtype (*LAST) +
MsgDta (&MsgDta) +
MsgID (&MsgID) +
MsgF (&MsgF) +
SndMsgFLib (&MsgFLib)

/* Prevent loop, just in case */

MonMsg CPF0000

SndPgmMsg MsgID (&MsgID) +
MsgF (&MsgFLib/&MsgF) +
MsgDta (&MsgDta) +
MsgType (*ESCAPE)

/* Prevent loop, just in case */

MonMsg CPF0000

EndPgm

Figure 359. FTP validation exit (Part 4 of 4)
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Appendix C. Special notices

© Copyright IBM Corp. 2000

This publication is intended to help network administrators, consultants, and
AS/400 specialists who plan to design, implement, and configure AS/400
networks connected to the Internet. The information in this publication is not
intended as the specification of any programming interfaces that are provided by
IBM Operating System/400 and Microsoft Windows. See the PUBLICATIONS
section of the IBM Programming Announcement for OS/400 V4R4 and V4RS5 for
more information about what publications are considered to be product
documentation.

References in this publication to IBM products, programs or services do not imply
that IBM intends to make these available in all countries in which IBM operates.
Any reference to an IBM product, program, or service is not intended to state or
imply that only IBM's product, program, or service may be used. Any functionally
equivalent program that does not infringe any of IBM's intellectual property rights
may be used instead of the IBM product, program or service.

Information in this book was developed in conjunction with use of the equipment
specified, and is limited in application to those specific hardware and software
products and levels.

IBM may have patents or pending patent applications covering subject matter in
this document. The furnishing of this document does not give you any license to
these patents. You can send license inquiries, in writing, to the IBM Director of
Licensing, IBM Corporation, North Castle Drive, Armonk, NY 10504-1785.

Licensees of this program who wish to have information about it for the purpose
of enabling: (i) the exchange of information between independently created
programs and other programs (including this one) and (ii) the mutual use of the
information which has been exchanged, should contact IBM Corporation, Dept.
600A, Mail Drop 1329, Somers, NY 10589 USA.

Such information may be available, subject to appropriate terms and conditions,
including in some cases, payment of a fee.

The information contained in this document has not been submitted to any formal
IBM test and is distributed AS IS. The use of this information or the
implementation of any of these techniques is a customer responsibility and
depends on the customer's ability to evaluate and integrate them into the
customer's operational environment. While each item may have been reviewed
by IBM for accuracy in a specific situation, there is no guarantee that the same or
similar results will be obtained elsewhere. Customers attempting to adapt these
techniques to their own environments do so at their own risk.

Any pointers in this publication to external Web sites are provided for
convenience only and do not in any manner serve as an endorsement of these
Web sites.

The following terms are trademarks of the International Business Machines
Corporation in the United States and/or other countries:
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AS/400 AS/400e
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Current DRDA
Hummingbird IBM®
IBM.COM IBM Global Network
Manage. Anything. Anywhere. Netfinity
Operating System/400 0S/2
0S/400 RS/6000
SecureWay SP
System/390 WebSphere
Wizard 400

Lotus Approach
Lotus Notes Domino
Notes TME
NetView Cross-Site

The following terms are trademarks of other companies:

Tivoli, Manage. Anything. Anywhere.,The Power To Manage., Anything.
Anywhere., TME, NetView, Cross-Site, Tivoli Ready, Tivoli Certified, Planet Tivoli,
and Tivoli Enterprise are trademarks or registered trademarks of Tivoli Systems
Inc., an IBM company, in the United States, other countries, or both. In Denmark,
Tivoli is a trademark licensed from Kjgbenhavns Sommer - Tivoli A/S.

C-bus is a trademark of Corollary, Inc. in the United States and/or other countries.

Java and all Java-based trademarks and logos are trademarks or registered
trademarks of Sun Microsystems, Inc. in the United States and/or other countries.

Microsoft, Windows, Windows NT, and the Windows logo are trademarks of
Microsoft Corporation in the United States and/or other countries.

PC Direct is a trademark of Ziff Communications Company in the United States
and/or other countries and is used by IBM Corporation under license.

ActionMedia, LANDesk, MMX, Pentium and ProShare are trademarks of Intel
Corporation in the United States and/or other countries.

UNIX is a registered trademark in the United States and other countries licensed
exclusively through The Open Group.

SET and the SET logo are trademarks owned by SET Secure Electronic
Transaction LLC.

Other company, product, and service names may be trademarks or service marks
of others.
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Appendix D. Related publications

The publications listed in this section are considered particularly suitable for a
more detailed discussion of the topics covered in this redbook.

D.1 IBM Redbooks publications

For information on ordering these publications see “How to get IBM Redbooks” on
page 409.

* IBM SecureWay Host On-Demand 4.0: Enterprise Communications in the Era
of Network Computing, SG24-2149

AS/400 Electronic-Mail Capabilities, SG24-4703
AS/400 TCP/IP Autoconfiguration: DNS and DHCP Support, SG24-5147
V4 TCP/IP for AS/400: More Cool Things Than Ever, SG24-5190

AS/400 Internet Security: Implementing AS/400 Virtual Private Networks,
SG24-5404

e [otus Domino for AS/400 R5: Implementation, SG24-5592

* AS/400 Internet Security: Developing a Digital Certificate Infrastructure,
SG24-5659

» All You Need to Know When Migrating from IBM Firewall for AS/400,
SG24-6152

This book is available online in softcopy format only at:
http://www.redbooks . ibm.com

At the site, click Redbooks Online. Enter the book title or order in number in
the search field that appears and click Submit Search. Then, click on the
book title you want to view or download.

D.2 IBM Redbooks collections

Redbooks are also available on the following CD-ROMSs. Click the CD-ROMs
button at http://www.redbooks.ibm.com/ for information about all the CD-ROMs
offered, updates and formats.

CD-ROM Title Collection Kit
Number
System/390 Redbooks Collection SK2T-2177
Networking and Systems Management Redbooks Collection SK2T-6022
Transaction Processing and Data Management Redbooks Collection SK2T-8038
Lotus Redbooks Collection SK2T-8039
Tivoli Redbooks Collection SK2T-8044
AS/400 Redbooks Collection SK2T-2849
Netfinity Hardware and Software Redbooks Collection SK2T-8046
RS/6000 Redbooks Collection (BkMgr Format) SK2T-8040
RS/6000 Redbooks Collection (PDF Format) SK2T-8043
Application Development Redbooks Collection SK2T-8037
IBM Enterprise Storage and Systems Management Solutions SK3T-3694
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D.3 Other resources

These publications are also relevant as further information sources:

HTTP Server for AS/400 Webmaster's Guide V4R4, GC41-5434
Tips and Tools for Securing Your AS/400, SC41-5300

0S/400 Security - Reference V4R4, SC41-5302

AS/400 Security - Enabling for C2, SC41-5303

0S/400 TCP/IP Configuration and Reference, SC41-5420
Client Access Express Host Servers, SC41-5740

System API Reference, SC41-5801

0S/400 Security APIs V4R4, SC41-5872

This book is available online in softcopy format only at:
http://as400bks.rochester. ibm.com/pubs/html/as400/onlinelib.htm

At the site, select you language and click GO!. Click V4R4, and then click
Search or view all V4R4 books. Enter the book title or order number in the
field that appears and click Find. Select the appropriate book title that
appears.

Albitz, Paul and Liu, Cricket, DNS and BIND. O’Reilly and Associates, 1998,
(ISBN 1-56-5925-122).

Buckley, Alicia., Cisco I0S 12.0 Network Security. Cisco Press, 1999 (ISBN
1-57-8701-600).

Chapman, Brent D., and Zwicky, Elizabeth D., Building Internet Firewalls.
O’Reilly and Associates, 1995 (ISBN 1-56-5921-240).

Graham, Buck and Graham, Norman B., TCP/IP Addressing: Designing and
Optimizing Your IP Addressing Scheme. Academic Press, 1996 (ISBN
0-12-2946-308).

Held, Gilbert and Hundley, Kent, Cisco Security Architectures. McGraw-Hill,
1999 (ISBN 0-07-1347-089).

Lotus Domino 5 - Administering the Domino System, Lotus part number
CT6T8NA. The book is available from Lotus. You can visit Lotus on the Web
at: http://www.lotus.com/STORE

The Domino 5 Administrator Help (help\help5_admin.nsf) database contains
detailed information on configuring Lotus Domino SMTP.

D.4 Referenced Web sites

These Web sites are also relevant as further information sources:
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Known security problems for UNIX, Windows, and OS/2 are documented in
the Computer Emergency Response Team (CERT) Web site at:
http://www.cert.org/

Information on attack trees can be accessed online at:
http://www.ddj.com/articles/1999/9912/9912a/9912a.htm

* Visit the National Institute of Standards and Technology Web site at:

http://cs-www.ncsl .nist.gov/policies/welcome.html
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http://cs-www.ncsl.nist.gov/policies/welcome.html
http://www.cert.org/
http://www.ddj.com/articles/1999/9912/9912a/9912a.htm

Visit the Center for Information Technology/Security online at:
http://irm.cit.nih.gov/policy/security.html

For information regarding IBM Security Services, log on to:
http://www.ibm.com/security/services

For information regarding IBM Security Services, log on to:
http://www.ibm.com/services/e-business/security

The paper A Weakness in the 4.2BSD Unix TCP/IP software, is available
online at: http://www.pdos.lcs.mit.edu/~rtm/papers/117-abstract .html

For up-to-date information on the latest World Wide Web technical jargon, visit
the Jargon File Resource at: http://www.jargon.org

The Domain Name System protocol is described in RFC 1035, available online
at: http://www.rfc-editor.org/rfc/rfcl035.txt

The Domain Name System protocol is described in RFC 1034, available online
at: http://www.rfc-editor.org/rfc/rfcl034.txt

RFC 2196, The Site Security Handbook, can be accessed online at:
http://www.fags.org/rfcs/rfc2196.html

MAPS Realtime Blackhole List (RBL) is a list of networks used by spammers
to originate or relay spam. Organizations can use this list to configure their
MTA to reject mail from networks in the RBL. For more information, visit
http://www.mail-abuse.org/rbl/

AS/400 and Network Security Directions can be viewed online at:
http://www.as400.ibm.com/products/firewall /FW Whitepaper.pdf

Security Problems in the TCP/IP Protocol Suite can be viewed online at:
http://www.insecure.org/stf/tcpip smb.txt

Visit the CERT Denial of Service information Web page at:
http://www.cert.org/tech tips/denial of service.html#3

Visit the National Institute of Standards and Technology Web site at:
http://www.nist.gov

Visit the National Security Institute/Computer Security Web site at:
http://www.nsi.org/compsec.html

Access the NSI's Extensive List of Links online at:
http://www.nsi.org/Computer/links.html

Visit the ICSA.net home page at: http://www.icsa.net
Visit the CERT Coordination Center online at: http://www.cert .org/index.html

Visit the Center for Information Technology/Security online at:
http://www.cit.nih.gov/security.html

Visit the SANS Institute Web site at: http://www.sans.org/newlook/home.htm

Visit the Global Incident Analysis Center online at:
http://www.sans.org/giac.htm

Access IBM Emergency Response Services (ERS) online at:
http://www.ers.ibm.com/

Log on to SecurityFocus.com at: http://securityfocus.com/
Log on to SecurityPortal.com at: http://www.securityportal .com

Log on to SecurityWatch.com at: http://www.securitywatch.com
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http://www.rfc-editor.org/rfc/rfc1034.txt
http://www.rfc-editor.org/rfc/rfc1034.txt
http://www.faqs.org/rfcs/rfc2196.html
http://www.mail-abuse.org/rbl/
http://www.as400.ibm.com/products/firewall/FW_Whitepaper.pdf
http://www.insecure.org/stf/tcpip_smb.txt
http://www.cert.org/tech_tips/denial_of_service.html#3
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http://Securityfocus.com/
http://www.securityportal.com
http://www.securitywatch.com
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View Info Security Magazine online at: http://www.infosecuritymag.com

SC Magazine, the largest circulation information security magazine, can be
accessed online at: http://www. infosecnews.com

View the Network Computing: Security Technology Guide online at:
http://www.networkcomputing.com/core/core8.html

Access Tech Web, the Security Tech Center, online at:
http://www.planetit.com/techcenters/security

View the ZDNET IT Resource Center on the Web at:
http://www.zdnet . com/enterprise/security/

RFC 1631, The IP Network Address Translator (NAT), is available online at:
http://ietf.org/rfc/rfcl631l.txt

Access information regarding Purdue University Intrusion detection projects
at: http://www.cerias.purdue.edu/coast/ids/

RFC 2196, The Site Security Handbook, can be accessed online at:
http://www.rfc-editor.org/rfc/rfc2196.txt

RFC 2196, The Site Security Handbook, can be accessed online at:
http://www.rfc-editor.org/rfc/rfc2169.txt

For information regarding Tivoli SecureWay Risk Manager, visit the Web site
at: http://www.tivoli.com/products/index/secureway risk mgr

To manipulate filter rules using a standard ASCII editor, download the
ascii2i3p.exe utility from: http://www.as400.1ibm.com/tcpip

The AS/400 Information Center article “Network Security - IP Packet Security”,
can be accessed online at: http://www.as400.ibm.com/infocenter

You can find detailed information on AS/400 VPN at the AS/400 VPN home
page at: http://www.as400.ibm.com/tcpip/vpn

For SSL and VPN up-to-date performance data, refer to AS/400 Performance
Capabilities Reference - Version 4 Release 4, available online at:
http://publib.boulder.ibm.com/pubs/pdfs/as400/V4AR4PDF/AS4PPCP2 . PDF

Ashareware syslog server from the Netal Web site is available at:
http://www.netal .com

For details on how Cisco implementation can log possible intrusions to the
IOS syslog and to the Cisco Secure IDS Director, visit the Web site at:
http://www.cisco.com/univercd/cc/td/doc/product/software/ios120/120newft
/120t/120t5/iosfw2/ios_ids.htm

For information on AT&T Global Messaging Services, log on to:
http://www.att.com/glcbalnetwork/dialsmpt.html

Inventive Designers, an IBM Business Partner, can be visited online at:
http://www.inventivedesigners.com/html/evergreen announcement vlr3.html

Visit the Net400 home page at: http://net400.com/netmail .htm

Access the FreeCode software archive online at:
http://www.freecode.com/cgi-bin/viewproduct .pl?7347

Fetchmail is a one-stop solution to the remote mail retrieval problem for UNIX
machines and is useful to anyone with an intermittent PPP or SLIP connection
to a remote mailserver. Visit the Fetchmail home page at:
http://www.tuxedo.org/~esr/fetchmail /fetchmail-FAQ. html#G1
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http://www.planetit.com/techcenters/security
http://www.zdnet.com/enterprise/security/
http://www.zdnet.com/enterprise/security/
http://ietf.org/rfc/rfc1631.txt
http://www.cerias.purdue.edu/coast/ids/
http://www.rfc-editor.org/rfc/rfc2196.txt
http://www.rfc-editor.org/rfc/rfc2169.txt
http://www.tivoli.com/products/index/secureway_risk_mgr
http://www.as400.ibm.com/tcpip
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http://www.tuxedo.org/~esr/fetchmail/fetchmail-FAQ.html#G1
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Visit the NewNet Fast Access Internet Web site at:
http://rama2.th.newnet.co.uk/hosting/

Expert Internet Service offers interactive PPP or shell accounts, in dialup and
dedicated environments. It can be accessed online at:
http://www.xpert .net/xpert/svcs pricing.shtml

Visit the BizNet Communications Inc. home page at:
http://www.bizl.net/frame relay.htm

Visit the Exodus Communications home page at: http://www.exodus . com/

Access the Internet Network Services Web site at:
http://www.insnet .net/products/managedFW/security.asp

Visit the ISP-Planet home page at:
http://www.isp-planet.com/technology/vpn-customers-a.html

Access the AS/400 Security Advisor online at:
http://www.as400.1ibm.com/tstudio/securel/secdex.htm

For information on AS/400 security services, log on to:
http://www.as.ibm.com/asus/as400solutionctr.html

For information on AS/400 education, see the Web site at:
http://www-3.1ibm.com/services/learning/community/as400

IBM Global Sign-On (GSO) is a secure, easy-to-use product that grants users
access to the computing resources they are authorized to use with just one
logon. For more information on GSO, access the Web site at:
http://www-4.1ibm.com/software/network/globalsignon

Examples of Telnet exit programs can be viewed online at:
http://www.as400.ibm.com/tstudio/tech ref/tcp/indexfr.htm

Examples of FTP exit programs can be accessed online at:
http://www.as400.ibm.com/tstudio/tech ref/tcp/FTPEXIT/Indexfr.htm

For information about PowerLock, visit the Web site at:
http://www.powertechgroup . com/

For information about DetectlT, visit the Web site at: http://www.detect-it.com/

For a wealth of AS/400 related material, visit the AS/400 Information Center
online at:
http://publib.boulder.ibm.com/pubs/html/as400/v4r5/ic2924/info/index.htm

Visit the AS/400 Technical Studio on the Web at:
http://www.as400.ibm.com/tstudio/securel/Sdex fr.htm

The white paper An Introduction to Intrusion Detection and Assessment can
be downloaded from:
http://www.icsa.net/html/comunities/ids/White%20paper/index.shtml

A good reference for setting up SMTP/POPS3 is document number 13863509,
which can be found in the AS/400 Software Knowledge Base at:
http://www.as400service.ibm.com

For details on configuring TCP/IP on your PCs, refer to the Microsoft home
page at: http://www.microsoft.com

For information on configuring and administering the Domino server, visit the
Web site at: http://www.as400.ibm.com/domino
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For information on configuring and administering the Domino server, visit the
Web site at: http://www.as400.ibm.com/tstudio/domino/index.htm

For information about the SafeNet Soft-PK by IRE client, log on to:
http://www.ire.com

Client Access Express Certificate downloader can be accessed at:
http://www.as400.1ibm.com/clientaccess/cwbcossz.htm

Visit the Lotus home page at: http://www.lotus.com

You can learn how to setup IBM HTTP Server for AS/400 at:
http://www.as400.ibm.com/tstudio/workshop/http/index.htm

For information and program examples for setting up secure anonymous FTP,
visit the Web site at:
http://www.as400.ibm.com/tstudio/tech ref/tcp/ftpexit/ftpexl.htm

The white paper Providing Application Hosting Services on AS/400, an
information tool for using the AS/400 system to provide hosting services, is
located on the Web at:
http://www.as400.1ibm.com/developer/asp/downloads/asp.pdf

The IBM Client Access Express for Windows information Web site is located
at: http://www.as400.ibm.com/clientaccess/caiixel.htm

RFC 1700, Assign Numbers, includes a complete list of the numbers assigned
to protocols and ports. It is located online at:
http://www.rfc-editor.org/rfc/rfcl700.txt

D.5 Referenced RFCs
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These RFCs are also relevant as further information sources. You can download
a copy of the RFCs from: http://www.ietf.org

RFC 1034, Domain Name - Concepts and Facilities

RFC 1035, Domain Names - Implementation and Specifications

RFC 2065, Domain Name System Security Extensions

RFC 1858, Security Considerations for IP Fragment Filtering

RFC 792, Internet Control Message Protocol

RFC 1122, Requirements for Internet Hosts -- Communication Layers
RFC 2827, Network Ingress Filtering: Defeating Denial of Service Attacks
which employ IP Source Address Spoofing

RFC 1918, Address Allocation for Private Internets

RFC 2661, Layer Two Tunneling Protocol "L2TP"

RFC 1631, The IP Network Address Translator (NAT)

RFC 1700, Assign Numbers

RFC 1661, The Point-to-Point Protocol (PPP)

RFC 1027, Using ARP to Implement Transparent Subnet Gateways
RFC 1812, Requirements for IP Version 4 Routers

RFC 1244, Site Security Handbook

RFC 2246, The TLS Protocol
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